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Chapter 1

Introduction

The last years the Internet has become the most important communication system.

People want to be online anywhere and at any time. More and more devices, from the usual
desktop computers and notebooks to cell phones and PDAs, come with the possibility to
connect to the Internet.
However, the current Internet is not able to handle the growing number of devices connect-
ing to it. Thus, a newly designed Internet Protocol is necessary. This new Internet Protocol,
called IPv6, allows the increasing number of devices to connect to the world wide web. As
IPv6 is a complete redesign, it has been enhanced with several new features.

Multihoming consists in the connection of a device to several access points. These
access points are connected to an Internet Service Provider who gives access to the Internet.
A host can be multihomed in two different ways.

The host itself can connect to two different access points. For example, a notebook can be
connected to the wired home network and a public WiFi. Thus, each of the two interfaces
(the wired and wireless network cards) have access to the Internet. The different access
points provide each an IP address to the interfaces. Thus the host owes several IP addresses
and can connect to the Internet using both addresses.

Another way of multihoming is the multihomed site. A site can connect to several Internet
Service Providers. This is often done to have a more reliable Internet connection. If a
Provider has problems to provide Internet access, it is possible to use one of the other
Providers to reach the Internet. Each Provider assigns an IP address prefix to the site. The
site will provide these prefixes to the hosts. With the different prefixes the hosts have several
IP addresses that can be used.

Multihoming allows the hosts to use their different IP addresses for a connection. A mecha-
nism is needed to control the usage of these different IP addresses. One of these is the shim6
protocol, that uses the different IP addresses for a connection of a host. Thus, it provides a

more reliable connection for multihomed hosts.



With the growth of the Internet, security issues are also becoming more important.
Several mechanisms are deployed to secure the Internet. A firewall is one of these.
A firewall can be seen as the moat of a medieval castle. It has to separate the inside of
the castle from the external world. It restricts the access to the castle and also controls the
people who want to leave it. It can also prevent the castle to be “flooded” by people or
accessed by evil guy’s. Thus, the purpose of an Internet-firewall is to prevent unwanted
traffic to pass.
Firewalls need to be configured to prevent this traffic. Rules need to be expressed to prevent
different connections to the Internet. The firewall creates a state for every connection that
hosts make. With this state the traffic can be controlled. The state maintains several infor-
mations about the connection. One of these is the IP addresses used by the communicating

hosts.

It appears clear that the combination of multihoming and firewalls will create prob-
lems. As previously mentioned, the state of the firewalls maintain information about the
IP addresses of a connection. However, in a multthomed environment, hosts use different
IP addresses for a connection. Thus, the usage of these different addresses for the same
connection will be a problem for the firewall. The firewall will need to maintain correctly

its state, even if the IP addresses of a connection are changing.

This Master Thesis aims at supporting the host-based multihoming protocol (shim6)

in the Linux firewall.

Contributions of this Master Thesis

Up to now, there exists an implementation of shim6 in the Linux Kernel, called
LinShim6 and maintained by Sébastien Barré. However, there is still missing shim6-support
in firewalls. The goal of this Master Thesis is to support IPv6 host-based multihoming
(shim6) in the Linux firewalls.

With this document comes a prototype that enables shim6-support in the Linux firewall.
The problems that shim6 poses to firewalls are studied in detail. The shim6-firewall imple-
mentation provided with this document solves these issues. The protoype is designed to fit
nicely in the Linux firewall framework. Attention has also been granted to the efficiency
of the firewall. The prototype is required to not introduce an unacceptable delay into the
handling of the packets.

This document also provides recommendations to properly configure the prototype for fil-
tering in a multihomed environment. As hosts are using shim6, specific filtering rules are

required.



Structure of this document

This Master Thesis describes the work that has been done, by starting with the theo-
retical parts and then going more and more into the technical details of the implementation,
while ending with the practical deployment and configuration of the shim6-firewall in a real

world environment.

Chapter 2 describes the basics of the shim6 protocol and gives an overview of fire-
walls and their functions.
The following Chapter 3 first gives an overview of the problem that a multihoming protocol
like shim6 poses to a firewall and suggests the design of the solution. In the second part
of this chapter we also discuss modifications to the shim6 protocol that could aid firewall
developpers.
Chapter 4 goes into the details of the implementation, starting with an overview of the netfil-
ter design in the Linux Kernel and continuing with the presentation of the different solutions
that were considered to implement the design. But will end with the detailed description
of the final implementation architecture for the shim6 support in the netfilter connection
tracker.
The evaluation of the implementation will be described in Chapter 5 where a complete per-
formance test of the firewall will be described.
The final chapter will present some recommendations for network administrators who need

to configure a shim6-firewall in a mutihomed environment.



Chapter 2

Overview on firewalls and shimb6

As the IPv4 address space is getting smaller and smaller, the new network protocol
IPv6 is being more and more employed in the current Internet. This new network protocol
uses a larger address space by using addresses of 128 bits. But that is not the only novelty in
IPv6. IPv6 is a complete redesign of the old IPv4 protocol and so has several new features
to bring up.
The IPv6 protocol facilitates the multihoming of a site with the IPv6 address autoconfigura-
tion protocol [Donz 04]. Multihoming can be based on hosts or on sites. A multihomed host
has several IP addresses, even when using only a single interface. A multihomed site has
several links to the Internet and at least one IP address space. The purpose of multihoming
is mainly to provide a more reliable Internet connection because the use of a different IP
address may result in a different route taken by the packet. Thus the broken link may be
bypassed and so the Internet connection is more robust to failures of the network. There are
different protocols that can use these multiple IP addresses or links. In the case of a multi-
homed site, the goal is achieved by BGP and routing protocols. The multihomed host needs
also a mechanism that manages the different IP addresses. A protocol still in development,
and that will be the subject of this document, is the shim6 multihoming protocol [Nord 09].
Shim6 gives the ability to a host to use different IP addresses in the case of link-failure,
without disrupting the established connection. The shim6 protocol will be explained in

more details further in Section 2.2.

Another important point in networking is the security. As the Internet gets bigger and
bigger, the number of potential attackers also increases. Several protection mechanisms are
employed. These secure the Internet from attacks intended to disrupt the correct function-
ing, or they protect confidential information. One of these protection mechanisms is the
well known firewall. The purpose of a firewall is to control access to a site or host and thus,
to prevent unwanted packets from passing and avoid denial-of-service attacks. The firewall
will be explained in more details in Section 2.1.

Firewalls can be located at different points in a network. They can be installed on a host to



2.1

control the access to the host. They can also be placed in border routers of a site to secure
the access to the site.

In Figure 2.1 we can see a multihomed site that has access to the Internet by using two dif-
ferent links, which may be due to the fact that the site is connected to two Internet Service
Providers. The site contains several workstations and a server, interconnected by a router.
The firewalls in the site are represented by brick walls. The server and a workstation are
protected by firewalls. The border routers, that give access to the Internet are also equipped

by a firewall to control the general access to the site.

Figure 2.1: Example of a multihomed site with two firewalls on border routers and two on

hosts

With the unstoppable and necessary deployment of IPv6, and the upcoming multi-
homing of sites and even hosts, it is also necessary to secure those accesses of the multi-
homing protocols (like shim6). Firewalls need to be adopted to support those new features.
The next sections will explain the basics of the different concepts coming up in this docu-

ment.

5 Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls



2.1 Firewalls

2.1 Firewalls

The function of a true firewall is to prevent the propagation of fire between two areas.
A more convenient way to define a software firewall would be to view it like the moat of a
medieval castle. It has to separate the inside of the castle from the external world. It restricts
the access to the castle and also controls the people who want to leave it. It can also prevent
the castle to get “flooded” by people or accessed by evil guy’s. So, its purpose is to prevent
the passing of malicious packets/information, that will cause some trouble on one of the
two sides [Zwic 00, Ches 03].

There exists several kinds of firewalls, particularly the stateless and stateful packet
filter:

Stateless packet filter This kind of firewall uses basic filtering on information available in
the IP packet. Some packet filters also look at the layer-4 protocols, like TCP and
UDP. So, the packet filter drops or accepts packets based on their IP addresses, port

numbers, and other information contained in the packet.

Stateful packet filter With the stateful packet filter, the firewall assigns each packet to a
flow of packets. That way, the firewall maintains a notion of connection for every
packet (e.g. the well-known TCP connection for TCP-packets).

So, the general purpose of a firewall is to prevent packets passing to or from a specific
IP address, port number, to a specific host name, or other information contained in the packet
(e.g.: iptables allows to filter based on TCP-flags, and many other [Kis 09]). Another
goal of a firewall is to prevent denial-of-service attacks (e.g. TCP-syn-flooding) and to

prevent malformed packets to pass the firewall.

2.1.1 Stateless Firewalls

A stateless firewall, also called packet filter, sees the packets passing its network
architecture. For every packet it applies the rules that got specified by the firewall adminis-
trator. Based on these rules the firewall decides to drop or allow the packets. The firewall
administrator needs to express the security policy of the site in firewall-rules, so that the last

one can meet the security needs of the site.
The rules can be expressed based on static information contained in packets:
e Source and destination IP addresses

e [P protocol version

6 Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls



2.1 Firewalls

Source and destination ports

Transport protocol

Packet size

e ...and many other, based on the information contained in the different headers.

So, with a stateless firewall we could filter on any information contained inside a
packet. We can easily block packets with spoofed IP addresses going outside to the Internet.
Spoofing an IP address implies that the sender forged the source IP address, which means
that the sender does not hold the IP address he is pretending to. We can also block incoming
spoofed packets which have a source address that belongs to the site’s address space.
Configuring a packet filter is a difficult task which is quite error prone. First, one has to
identify what should and should not be permitted. Then, the rules must be specified in
terms of the different packet fields. This is the difficult task, requiring deep knowledge of
the different protocol headers for specific rules. After that, the rules can be expressed in the

specific syntax of the used firewall[Zwic 00].

2.1.2 Stateful Firewalls

In general, a stateful firewall has the same capabilities as a packet filter. We can
express a bunch of rules that define which packets are allowed or will be dropped. But
the stateful firewalls, also called dynamic packet filters, have a new ability added to their

behavior.

A stateful firewall associates each packet to a state. The firewall makes this decision
based on several fields of the packet, namely the IP addresses, IP protocol version, Transport
protocol and the port numbers (if present). That way a TCP-connection will have a state
representation inside the stateful firewall. But also UDP-flows or ICMP packets will create
a state inside the firewall.

The stateful firewall stores some useful information for each state, namely the status of the
connection (e.g.: NEW, ESTABLISHED), number of bytes or packets exchanged, ... So the
firewall administrator can also filter on these informations that are associated to the packet
and thus has a much more modular tool to express the security policy of the site. The next

part will show the benefits of a stateful firewall in the case of a TCP-connection.

7 Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls



2.1 Firewalls

2.1.3 Stateless vs. stateful Firewalls

One obvious question would be, what are the benefits of a stateful firewall, regarding
the more complex implementation due to the maintenance of a state. For TCP, we can
compare stateless vs. stateful firewalls for the case of the netfilter firewall.

With a stateless firewall we can only filter based on the information contained in the
TCP-header. So, it is possible to block packets of a specific size, with a certain set of TCP-
flags set, and so on. We could imagine to block all incoming SYN-packets without the
ACK-flag set, to prohibit incoming connection requests. Of course, we can also filter based
on the port numbers and IP addresses to prohibit a certain service or spoofed IP addresses.
With the time, the number of possible attacks on the TCP-protocol increased. For exam-
ple we could imagine to make a port-scan without the SYN-flag set as described by U.
Maimon [Maim 96]. But also, as the policy of a firewall should be to only let pass those
packets that are essential for the correct functioning of the protocols, a stateful firewall is

needed.

With the stateful firewall, we can have a more precise filtering for incoming or outgo-
ing TCP-connection requests. The netfilter connection tracker creates a state for an estab-
lished TCP connection, and tracks useful information about this connection. That way, the
firewall is able to better fulfill the purpose of a firewall. As the policy of a firewall should
be to drop everything that is not explicitly allowed, the stateful firewall can better protect

the protocol that is used by the tracked flow.

IPvE

sre/dst |IP address

TCP

src/dst Ports
TCP-state

last seq number

last win advertisement

num bytes
num packets

Figure 2.2: Simplified view of the state maintained by the connection tracker in the case of

a TCP connection

In the case of TCP, the netfilter firewall tracks the sequence numbers and window size
of the TCP connection to have maximal information about the running TCP connection.

Thus being able to mark packets that are out of sequence or don’t respect the window

8 Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls



2.2 Shim6

size [Rooi 00] (a summarized view of the state-information stored by the connection tracker
can be viewed in Figure 2.2). So the firewall increases the protection of the underlying
protocols, by only letting pass those packets, that are absolutely necessary for the correct

functioning of the protocol and so reduces the window of possible attacks.

2.2 Shim6

Shim6 is a protocol that offers the ability to use several IP addresses of the mul-
tihomed hosts, so that the connection to a peer has failover and load sharing properties.
As got expressed by David D. Clark in “The Design Philosophy of the DARPA Internet

Protocols™:

“The most important goal on the list is that the Internet should continue to supply

communications service, even though networks and gateways are failing” [Clar 88]

Shim6 tries to meet this goal as a layer-3 protocol that supports multihoming on top of
IPv6. Shim6 manages the usage of the different IP addresses assigned to the host on which
it is employed. With the handling of the different IP addresses, shim6 is able to provide a
reliable connection if one of the IP address pairs fail. Shim6 is designed to have minimal
impact on upper layer protocols, like TCP, UDP, ...
Currently there exists a shim6 implementation named LinShim6 [Barr 06, Barr 08a].
LinShim6 supports most parts of the shim6 protocol definition. But there are some mi-
nor parts of shim6 which aren’t yet implemented and so these parts won’t be covered in the
following [Barr 08b].

An ordinary TCP connection uses several identifiers to identify a connection. Those
identifiers are the IP addresses and port numbers used in this TCP connection. Those IP
addresses will be called Upper Layer Identifiers (ULID), as they will represent the iden-
tifiers for the upper layer protocols. The purpose of shim6 is to ensure reliability of the
connections identified by those ULIDs. This goal is achieved due to the multihomed host,
that has several IP addresses which will be called locators. The locator is in fact the real IP
address that will be carried by the packet, and the ULID is the identification for the upper
layer protocol.

It is those locators that will be used by the shim to change the IP addresses of the con-
nection. This may change the route of the packet and thus maybe bypass the broken link
on the path. In Figure 2.3 we can see the general use case of shim6. The two hosts (A
and B) are communicating over an established connection using their ULIDs (respectively
2009:BBBB::1234 and 1111 :BBBB: :1234). At a certain point in time, the Provider
2, giving access to the 2009 : BBBB subnet, experiences a link failure, and host A can-

9 Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls
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Host B

1111:BBBB::1234

Provider 2
2009:BBBB

Provider 1
2009:AAAA

Flow
(S
[®. src - 2009:BBBB::1234
Flow [

| " .ﬂ dst - 1111:BBBB::1234
src - 2009:AAAA::1234 %, S
dst - 1111:BBBB::1234 “
from src - 2009:BBBB::1234 <

.
1

Host A

2009:AAAA: :1234
2009:BBBB: :1234

Figure 2.3: Shim6 - locator change due to a linkfailure

not anymore use Provider 2 to contact host B. At that point, the shim6 layer detects that
linkfailure and decides to change the locators. As the host A is connected to two ISPs,
shim6 can choose another IP address and switches the communication to using the locators
A:2009:AAAA::1234and B:1111:BBBB: : 1234. But, as the goal of shimé6 is to have
minimal impact on the upper layer protocols, and so, the established connection should
not be interrupted, the newly exchanged packets need to have an indication of the previous
ULIDs that were assigned to that flow (from src in the figure). This indication is the

so-called context tag. It is a 47-bit value included inside the shim6-protected flow.

10  Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls



2.2 Shim6

2.2.1 Protocol description

The previously described goal is achieved by shim6 by establishing the so-called
shimo6 state. This state regroups certain informations to properly switch the locators while
preserving the upper layer flow of packets. The functioning of the shim6 protocol will be

explained in this part of the document.

Shim6-context establishment

A shimb6 state is established when there exists a flow of packets between two hosts and
one of the hosts decides to establish the shim6 state. The shimb6 state is established using a
four-way handshake, which means that no state is created upon reception of the first shim6

state-establishment packet. Figure 2.4 shows the four-way handshake of the shim6-context

establishment.
Host A Host B
I I
gk gy

11 - (I-CT ; I-nonce)

R1 - (I-nonce ; R-nonce ; Validator)

12 - (I-CT ; I-nonce ; R-nonce ; Validator ; Locators)

R2 - (R-CT ; I-nonce ; Locators)

Figure 2.4: Four-way handshake shim6-context establishment

I1 The first message, that is starting the shim6-context establishment contains the context
tag (I-CT), chosen by host A. The context tag will be the identifier for the shim6-

11  Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls
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context for packets going from host B to host A. The I-nonce is used to prevent
replay attacks and to prevent an offpath attacker from interfering with the establish-

ment.

R1 The reply-message due to an incoming I1 message, will contain the given I-nonce, a
chosen R—nonce (which is a counter) from host B, and a validator, which is a hash
of the received context tag, R—nonce and a secret of host B. At this time, host B

does not create a state for the shim6-context establishment.

I2 In this message, host A will provide its set of locators to host B. Host A also chooses an
I-nonce and provides the given R—nonce to host B. The validator is a copy of the
one received from host B. With the validator, host B can check if the 12 message is in

fact the response to an outgoing R1 message.

R2 The final message of the context establishment includes the context tag as chosen from
host B (R-CT), and the locators it wants to provide to host A. It still includes the
nonce from host A, to prevent the above mentioned attacks.

The context tags chosen by each host are the one they expect to be included inside
the shim6 protected flow. If a host needs to send TCP-traffic using the locators, he needs to

include the context tag that the destination has chosen.

After the context establishment, both hosts know the locators provided by their coun-
terparts, and the context tags they are “listening” to. The four-way context establishment
assures, that host B only creates a state after receiving the 12 message and successfully
checking the provided validator and R-nonce (as the nonce is a counter, host B can check,
if the nonce is in the valid range of possible nonces). This is a way to avoid half-open
contexts on the receiver-side (as TCP-connections use a three-way handshake, they are vul-
nerable to those attacks, well known as the SYN-flooding attack).

We could imagine, that two hosts would decide at the same time to start a shim6-context
establishment. And so, the hosts will receive incoming I1 messages, while they have al-
ready send an I1 message. In that case, the two hosts will immediately reply with an R2
message to provide their locator list. Figure 2.5 shows the concurrent context establishment

of a shim6 connection.

For shim6 it is also possible to establish a state using the locators as the IPv6 addresses
in the packet. This can be useful, if the host does not manages to establish a context using
its ULID. So, the shim6 context establishment messages support the ULID-option, which
specifies the ULIDs that should be associated to this shim6 state. The ULID-option will be
included in the I1 and I2 messages. The R1 and R2 messages do not contain this ULID-

option.

12 Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls
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Host A Host B
4 —

11 - (CT-A ; nonce-A)

11 - (CT-B ; nonce-B)

R2 - (CT-A ; nonce-B ; Locators)

L

R2 - (CT-B ; nonce-A ; Locators)

Figure 2.5: Concurrent context establishment of a shim6 context

Locator updates

It is possible for a host, to update its currently used locators or the locator preferences.
This is done by the update-request messages. A host sends an update request message,
containing the receiver context tag, a nonce, and the new locator list to the corresponding
host. The receiver of the request will answer with an update acknowledgment message,

containing the receiver context tag and the received nonce.

Forked Instance Identifier

If two hosts want to establish two shim6 sessions using the same ULIDs they can do
it using the so-called FII-option (Forked Instance Identifier). This way, the hosts can protect
different upper layer protocols by different shim6 sessions (if e.g., they want to protect the
VoIP by another locatorset than the TCP). The I1 and 12 messages do contain this FII to
seperate the different contexts.

The current LinShim6 implementation does not supports the FII-option [Barr O8b].

Failure detection

Detecting a path failure is done by forced bidirectional detection. In fact, this as-

sumes, that for every incoming packet, there should also be some reply traffic. That way,

13 Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls
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the protocol can conclude, that the connection is bidirectionally working [Arkk 06]. So, the

reachability detector can be in several states:

Bidirectional traffic If the host can see bidirectional traffic, it is obvious that everything is

fine.

Unidirectional traffic In the case, that the host only sees traffic in one direction (e.g.:
UDP-streams), for example incoming traffic, it needs to ensure that the reply direction
is also working. This is done, by sending keepalive messages (containing the receiver-
context tag) in the “idle” direction. So, the host receiving those keepalives knows that

the connection is still bidirectional.

No traffic at all As there is no traffic, the hosts don’t expect reply traffic, and no keepalives

are sent.

Failure recovery

When one of the hosts has detected a failure, it will start the failure recovery protocol
as defined in the IETF reap-draft [Arkk 06].

HostrA HostrB
4, 4,
I I
pendey ——

|

(A1,B1) Probe - (EXPLORING ; nonce)

(A1,B1) Probe - (INBOUND_OK ; nonce))

(A1,B1) Probe - (OPERATIONAL ; nonce)

Figure 2.6: Successfull path exploration

In the Figure 2.6 is shown a simplified view of the reachability protocol. First, host A
chooses another locator pair (A1,B1 in this case) and sends a probe message to host B. The
nonce in the robe message is used to protect against the attacks mentioned in Section 2.2.1
and identify the robe. In each robe, a host puts the nonce of the current probe as well as
the list of received and sent nonces since the beginning of the exploration. The state of
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the probe message is set to EXPLORING. When B receives a probe message it will reply
to it with another probe message, containing the received nonce, and setting the state to
INBOUND_OX, to indicate to host A, that it correctly received the previously sent probe
message. As host A receives the last probe message, it knows that a bidirectional working
locator pair was found, and so answers to host B by sending an OPERATIONAL probe

message. After that, the shim6 context switches to the newly allocated locator pair.

State recovery

Shim6 allows the hosts to recover from a lost state. A state might be lost due to an
early timeout of the shimo6 state on one of the hosts. Thus, if a host receives a shim6 message
for which it does not have a state associated it can request the necessary information from
the peer to recreate the state.

Host A Host B
— —
no shim6-state ! ' | shim6-state
—— ——
I-CT , P-CT
Locators

shim6 -message containing P-CT

Host A starts the context recovery

|
R1lbis - (P-CT ; R-nonce ; Validator)
12bis - (I-CT ; I-nonce ; R-nonce ; P-CT ; Validator ; Locators)
>
shim6-state R2 - (R-CT; I-nonce ; Locators) shim6-state
I-CT , R-CT I-CT , R-CT
Locators na B Locators

Figure 2.7: Shim6 state recovery

Figure 2.7 illustrates the state recovery of host A where host B did not lost the state.
This host received a shim6 message from host B containing the context tag P-CT who is
unknown for host A. So, this one asks to recreate the state by sending the R1bis message

to host B. This one answers with an I2bis message that contains the context tag chosen by
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B and the P-CT (so, these two context tags may be the same). Host A answers with an R2

message, and so the state got successully recreated on host A.

Shimé6 payload messages

When the REAP protocol successfully changed the locators, the underlying layer-4
traffic, that is “protected” by shim6 needs to be redirected by the shim6 layer. This is done
by rewriting the source and destination IP addresses of the communication to the newly
allocated locators. The context tag needs to be included in the message, to enable the
receiving host to identify the received packet to the original ULIDs. The included context

tag is the one that has been chosen by the destination.

2.2.2 Message format

As previously mentioned, shim6 uses the generic IPv6 extension headers, to identify
itself as a shim6 payload or control message. There is one unique protocol number for the
both types of the shim6 messages, and one bit inside the header to identify if it is a payload
or a control message. Figure 2.8 shows the format for the generic shim6 extension header.
If P is set to 1, the packet belongs to a shim6 payload message. If it is O it is a shim6 control

message.

01234567 8910111213141516

Next Header | Hdr Ext Len [P,

Figure 2.8: Format of a shim6 payload extension header

In the case of a shim6 payload message, the 47-bit context tag is directly included
after the P-bit. That way, the overhead of the shim6 extension header is set to the minimum
extension header size of 64 bits.

For the shim6 control messages, the octet following the P-bit identify the type of
the control message. The rest of the extension header are specific to each different shim6
message type. Further details on the specific message formats of each shim6 message type
can be seen in the IETF shim6-draft [Nord 09].

2.2.3 Security considerations in shim6

Shim6 tries to resolve the security threats described in RFC4218 “Threats Relating
to IPv6 Multihoming Solutions” ([Nord 05]). This section describes how the shim6 pro-
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tocol meets with the security considerations from the RFC (Section 16 of the shim6-
draft [Nord 09]).

Off-path attackers To prevent off-path attackers to interfere with the shim6 protocol,
shim6 uses the context tag and nonces to secure its shim6 control messages. In fact,
the context establishment messages all use nonces and subsequent messages use the
context tag to prevent the off-path attacker from sending shim6 messages. The at-
tacker needs to know the nonce and context tag to inject messages. This is only
possible if he can sniff shim6 messages and thus needs to be on the path. But it is
an explicit non-goal of shim6 to protect against on-path attackers as every on-path

attacker can highly interfere with any protocol used.

Protection against DoS attacks As got previously described, the four-way handshake of
the shim6 context establishment protects against DoS attacks aimed to exhaust the

state of the receiving host (like a SYN-flooding attack).

Locator protection To prevent an attacker from modifying the locator list, shim6 uses
Hash Based Addresses (HBA, [Bagn 08]) or Cryptographically Generated Addresses
(CGA, [Aura 05]).

HBA These type of addresses link each others prefixes by using a hash. This hash is
included inside the addresses, so each address contains the information about
the prefix-set that got advertised. An attacker cannot add an IP address to the
list as its prefix is not included in the hash of the other addresses.

CGA Cryptographically generated addresses link a public key to the addresses. With
the locator list of CGA addresses comes a signature that ensures the integrity
of these addresses. As for HBA, the attacker cannot change the list of CGA
addresses as he does not possesses the correct private key.

2.2.4 Firewall considerations

As shim6 changes the locators of the packetflow, this may disturb the working fire-
wall on the host or edge of the local network. The connection tracker will need to switch
the established TCP connection state to another pair of locators. This is where we will con-
sider to change the netfilter implementation. The next chapter describes in more details the

problems that shim6 will bring to the firewalls.
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Chapter 3

Shim6 and firewalls: Problem
statement

Shim6 enables hosts to change the locators they are using for a flow. Another IP
address in the packet flow may have the effect that the packets take another path through
the network. If a site has several access points, there may be separated firewalls on each
of these access points. Thus, these firewalls will not see all the packets corresponding to
a specific flow. This kind of configuration is also known as distributed firewalls [Lero 06].
It is out of the scope of this document to go into the details of the distributed firewalls and
their problems with shim6.

This document will focus on the case where the firewall either is the only one to protect the

site, or is installed on the shim6-host. Thus, this firewall will see all packets passing.

A stateful firewall creates a state for each packetflow. As shim6 modifies the locators
that communicating hosts are using for a flow, the stateful firewalls need to be adopted. To
understand the necessary change, a small description of the architecture of stateful firewalls

is needed: Firewalls are divided in two parts. The connection tracker and the packet filter.

The purpose of the connection tracker is to create and manage the state of each pack-
etflows. The packet filter usually filters based on the information contained in the pack-
etheaders (IP addresses, ...). But it can also filter on information that is part of the state
associated to the packet. This kind of filtering is the difference between a stateless firewall
and a stateful firewall.

As a flow is associated to a pair of ULIDs, these must be stored in the state of the connection
tracker. Thus, the state in a shim6-firewall will no more be associated to the locators inside
the packet but rather to the ULIDs associated to the flow.

This chapter will explain in details the problems and changes necessary to firewalls.
The first section justifies the changes that were necessary to the firewall to support the

shim6 protocol. It will describe the problems related to stateful firewalls and how the shim6
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session is tracked by the stateful firewall.
The second section will describe in details the problems that remain for the firewall to
fully support the shim6 protocol. In particular several changes to the shim6 protocol are

suggested to allow firewalls to handle shim6.

3.1 Design of the shim6-firewall

This section explains our design decisions to implement support for shim6 in a state-
ful firewall. The different problems that a stateful firewall poses to the shim6 protocol (and
vice-versa) are explained and how these lead to the final design decision.

3.1.1 Shimé6 support in a stateless firewall

The stateless firewalls, which were explained in Section 2.1.1, filter based on the
information contained in each packet. Shim6 generates new types of packets, which must
be taken into consideration by the firewall administrator. This depends on how, the firewall

processes the packet and whether it recognizes the shim6 extension header or not.

The firewall must be able to recognize the upper layer protocol encapsulated by the
shim6 payload extension header and filter on this protocol.
As the shim6 control messages will not be followed by any other extension header or trans-
port protocol, the firewall should allow the administrator to filter on different parts of the

shim6 extension header (e.g.: specific shim6 message types, ...)

3.1.2 Switching locators with a statefull firewall

This is depicted in Figure 3.1. Host A and B have an established TCP connection
and a shim6 session between their ULIDs A1 and B1. At a certain moment in time, shim6
triggers the reachability protocol and changes the locators of the shim6 session, so that the
IP address fields of the packets from the TCP connection now contain A2 and B2. Shim6
adds to each packet the shim6 payload extension header containing the context tag for that

shim6 context.

The problem is, that if the firewall does not support the shim6 extension header it will
not associate the packet containing A2 and B2 as locators to the original TCP flow. If the
firewall supports state recovery in the middle of a TCP connection it will create a new state
for these locators A2 and B2. Otherwise the firewall will simply drop these packets. Thus
the TCP connection is broken.

19  Master Thesis - Supporting IPv6 host-based multihoming (shim6) in Linux firewalls



31 Design of the shim6-firewall

_ - N
,/’/7 < T
/
[ TCP between Al, B1
! < >
= \J B
[]
-~ . J —
A -I . 2 Locator switch to A2, B2 < { E
_ ] 1 Y > | [—
. I
- = ~_ . / B1, B2
l: \\,,,,7,,/\ N/ > //

Al, A2 — P

Figure 3.1: Standard use case of a firewall facing a shim6 locator switch

All the information the stateful firewal will associate to the transport protocol will be
out of synchronization with the original flow. These may be number of bytes or packets
exchanged, state of the connection (e.g., NEW, ESTABLISHED, ...) and sequence numbers

and window size in the case of TCP.

The last point is the most substantial issue. Let us imagine that shim6 switches back
to the original locators of the flow. If the TCP connection tracker of the firewall has not
already discarded the original state for the TCP connection (due to a timeout), the packets
will be out of sequence and so will be dropped if the connection tracking subsystem of
the firewall filters on out-of-sequence acknowledgment and sequence numbers. Thus, the
firewall must associate the flow of packets that contains a shim6 payload extension header
to the original flow of packets. Solutions to these problems will be presented in the next

section.

3.1.3 Tracking a shimé6 flow

The goal of a shim6 aware connection tracker is to associate a shim6-protected flow
to its original IP addresses (ULIDs), in order to continue to correctly track the state of the

associated protocols.

Figure 3.2 represents how a shim6-firewall should handle a shim6 payload message.
The received packet contains IP addresses A2, B2 but the shim6-firewall will match these
to the corresponding ULIDs (A1, B1) that are associated to the context tag ct_B. This tuple
(containing the ULIDs) that the firewall created from the packet will be used to retrieve
the associated state. As the firewall retrieves the ULIDs based on the context tag from the
shim6 header, the firewall needs to track the shim6 context establishment to be aware of the

context tag for the specific flow of packets.

To properly handle this, the firewall needs to create an explicit state for the shim6

context in its state machine. This state needs to carry all the necessary information to track
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Packet
IP-addr: A2, B2
shimé6 - ct_B
TCP ports: a, b

shim6 - A2, B2 to Al, B1

Tuple
IP-addr: A1, B1
TCP ports: a, b

Protocols: IPv6, TCP

<<State>> : '

State
IP-addr: A1, B1
TCP ports: a, b

Protocols: IPv6, TCP

num. Bytes
num. Packets

Figure 3.2: State representation of the shim6-firewall

the locator switches and properly associate a context tag to the right ULIDs. Following is a

discussion on how to track the shim6 session.

Tracking the shim6 context establishment

Figure 3.3 shows the shimb6 context establishment who has been explained in detail
in Section 2.2.1.
It uses a four-way handshake to limit the risk of DoS attacks on the hosts (SYN-flooding
attack on TCP). Thus, the firewall should also create its shim6 state upon the reception of
the 12 message on.
If the state was created upon arrival of the I1 message, the firewall could track and verify
the nonces of the first messages. For this, the firewall would need to perform the same work
as the end-hosts. However the goal of the shim6-firewall is not to reimplement the complete

shim6 protocol, but mainly to map the context tags to a specific ULID-pair.

If the connection tracking of the shim6 context establishment starts upon reception
the 12 message, we can imagine several scenarios which could pose a problem for the fire-

wall. An attacker could try to perform a Denial-of-Service attack, by sending context es-
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HostrA HostrB
4 L
I I

11 - (I-CT ; I-nonce)

R1 - (I-nonce ; R-nonce ; Validator)

12 - (I-CT ; I-nonce ; R-nonce ; Validator ; Locators)

R2 - (R-CT ; I-nonce ; Locators)

Figure 3.3: Four-way handshake shim6-context establishment

tablishment messages which will put the firewall on a different state than the endhosts. It is
obvious that this will be a problem for the information exchange between the original hosts,
as the firewall will not have the same information (context tag, locator list, ...) as the hosts.
Following are three of the main problems that will arise if the firewall starts its connection

tracking from the I2 message on.

Host privacy for the site It is common practice from the network administrators of a site
to prevent all incoming connection requests from passing the firewall. This is often done to
protect the hosts from unsolicited packets, but also for privacy issues. The administrators
want to prevent attackers from gaining any information on the topology of their network.
But also they want to prevent the attackers to discover which software runs on which ma-
chines.

An easy way to make such kind of attacks harder is to block all incoming packets that do
not belong to an existing flow. In the Linux netfilter firewall this can be achieved by using

the following rule (assuming that et hO is the interface connected to the Internet):
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ipé6tables -t filter -A FORWARD -i ethO
-m state —--state NEW -3 DROP

As explained earlier, the state machine will recognize any packet that does not belong
to an existing connection as being in the NEW state. Thus, the firewall will correctly meet

the security goal by dropping all incoming, NEW packets.

If a firewall starts its connection tracking of the shim6 context establishment upon
reception of the 12 message, the previous messages (I1, R1 and R1bis) will not be tracked
and will be in the UNTRACKED state (see also Figure 3.4). As one can see in the figure,
the I1 and R1 messages will pass the firewall, even if this one is blocking incoming NEW
packets. Thus the attacker could discover, which machine inside the site is up, and that it
has a shim6 implementation running. The firewall administrator could find this annoying,

and a security concern.

ip6tables -t filter -A FORWARD -i eth@® -m state --state NEW -j DROP

=
-
Q
(]
~
[}
=

12 - state=NEW

-+ DROPPED

Figure 3.4: Privacy issue of a firewall blocking NEW packets

A solution to this might be to drop not only the incoming NEW packets, but also
incoming 11 messages. That way it is ensured that no unwanted traffic passes the firewall.

So, only hosts inside the site can initiate a shim6 context establishment.

Problems with concurrent context establishment A problem may arise with the pre-
viously described configuration of a firewall that sees the shim6 packets passing. If the
firewall blocks incoming NEW packets and I1 messages, the concurrent context establish-

ment (as described in Section 2.2) will be blocked. This is illustrated in Figure 3.5 .

Figure 3.5 reveals that no shim6 context will be established, due to blocked 11 and
R2 messages. Both hosts start the shim6 context creation at the same time by sending an
I1 message. The incoming I1 from host A will be blocked by the firewall rule that prevents

incoming connection establishment requests. However the outgoing I1 will reach host A.
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ip6tables -t filter -A FORWARD -i eth® -m state --state NEW -j DROP
ip6tables -t filter -A FORWARD -i eth® -m shim6é --type I1 -j DROP

jm]

Host B

Concurrent context
establishment

R2 - state=NEW
------------------- « DROPPED

11 - Retransmission

I1 - state=UNTRACKED

Concurrent context
establishment

R2 - state=NEW
------------------- s DROPPED

Figure 3.5: Blocked I1 message prevent concurrent context establishment

As host A is in the T1-Send state it will think that it must trigger the concurrent context
establishment procedure. In this case, host A will send a R2 message in response to the
incoming I1 message. These R2 message will be blocked by the firewall, because they will
be in the NEW state as they are the first shim6 context establishment messages that will be
tracked (I1 messages are untracked).

On the other side, host B has sent an I1 message and is waiting for the R1 reply. As it does
not receive this R1 message, nor the I1 messages coming from host A, it will retransmit its
initial I1 message. This will be performed several times until host B recognizes host A as

not being part of the shim6-enabled hosts and will cache this information.

One condition for this to happen is a similar timeout configuration for both shim6
hosts. The context triggering heuristic must be similar and the I1 maximum retransmission
timeout also needs to be similar. This case could be quite common in practice, as the shim6

draft gives recommendations about the timer configurations.

The previously described problem for the context establishment applies only for a
specific configuration of the firewall and the two concerned hosts. The firewall must block
NEW packets and I1 messages. The hosts need similar timer configurations and shim6 con-
text triggering heuristics. Another argument is that if the firewall administrator blocks

incoming I1 messages he knows that this will interfere with the shim6 context establish-
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ment and so must be conscious about this fact. So, this problem might be seen as rather
uncommon and needs to get reevaluated with the appearance of more hosts and firewall

administrators applying shim6.

Denial-of-Service attacks on the firewall Denial-of-Service attacks on the firewall im-
ply that the attacker manages to put the firewall on a state that differs from the state of the
communicating hosts in such a way that the firewall would block subsequent packets that
should pass the firewall. This way the firewall will block or interfere with the communica-

tion between the original hosts.

One possible attack on the firewall is due to the fact, that the shim6 draft says that
upon the reception of an 12 message, a host should look for a corresponding pair of ULIDs
in its state machine and then update the information of the state, even if the state is already
ESTABLISHED (see section 7.13 of the shim6 draft, [Nord 09]). Of course the 12 message
must respect all the other security checks (nonces, responder validator).

Shim6 allows a host to change the context tag of an established shim6 context (as long as

the 12 message respects all verifications on the security parameters).

For an attacker to be able to execute this kind of attack, he needs to sniff the R1
message, so that he can place the right nonces and responder-validator in the I2 message.
Thus, the attacker needs to be on the path between the two communicating hosts. But it is
an explicit non-goal to protect shim6 against on-path attackers. And so, the attack is of no

concern for the end-hosts.

But, as the firewall will only start its connection tracking after having seen the 12
message, the firewall will not be able to check if the 12 message contains the right nonces
and responder-validator. The firewall needs to observer the I2 message and update the
context tag and locator list according to the I2 message. Even if there exists already a shim6
state for these ULIDs.

An attacker can simply put the firewall on a different state than hosts by sending an 12
message. This I2 message needs to have the correct ULIDs in the IPv6 header. However the
rest of the shim6 extension header can be arbitrary. Especially the modified context tag will
be a problem for the firewall. The host who receives the 12 message will simply discard it,
as it does not contain the right nonces. The firewall however has a different context tag in

its shim6 states than the communicating hosts.
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Tracking from the I1-message

With the previous announced problems when tracking the shim6 context establish-
ment only from the 12 message on, it appears clear that it is impossible for the shim6-aware
firewall to create the shim6 state starting at the I2 message. So, the firewall must track
the state of the shim6 context from the I1 message on. This way the task for the firewall
administrator is much easier, to express the rules for protecting the site (see Host privacy
for the site, Section 3.1.3) and prevent the firewall from being in a different state than the

communicating hosts (see Denial-of-Service attacks, Section 3.1.3).

Tracking from the I1 message on implies that the firewall needs to check the nonces
of the shim6 context establishment messages. The firewall needs to always store two nonces
during the context establishment phase (one for each direction). This is because messages

might need to be retransmitted.

Firewall
Host A Host B
| |
prndy peel
11 -1-nonce = 11
I Firewall-nonce: 11 I
g
R1 - I-nonce = 11; R-nonce = 42
I Firewall-nonce: 42 I
Lost
12 - I-nonce = 11; R-nonce = 42
I Firewall-nonce: 11 I
Blocked - wrong nonce
12 - I-nonce = 11; R-nonce = 42

I Firewall-nonce: 11 I

= -

Figure 3.6: Example of a firewall only storing one nonce

In Figure 3.6 we can see a firewall that only stores one nonce in its statemachine. The

first I2 message will be lost after having passed the firewall. The firewall correctly checked
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the nonce for this 12 message (it was 42) and stores the new one (from the 12 message -
I-nonce = 11). When host A does not receive the expected R2 from host B, it retransmits
the 12 message. This one will be blocked by the firewall, because the nonces do not match.
This is due to the fact that the firewall does not maintain nonce directions. This explains

why the firewall needs to store bidirectional nonces.

Thus, the stateful firewall creates the shim6 state from the I1 message on. Verifying
the nonces in each direction to prevent the previously mentioned problems. With this design,
the basic shim6 protocol is supported. However some parts of the shim6 protocol need to
be adopted to allow full support. This will be explained in the next section.

3.2 Problems with the shim6 protocol

This section discusses several problems that cannot be solved by the firewall imple-

mentation and which may require a change in the shim6 protocol specification.

3.2.1 ULID-option in the initiation messages

The firewall needs to map the locators to their corresponding ULIDs. In the shim6
context establishment messages (I1, R1, ...), there is no context tag to map to the ULIDs.
Usually the ULIDs are the IPv6 addresses included in the IPv6 header. But the shim6
protocol specification also allows the so-called ULID-option, which specifies the ULIDs

associated to this context establishment (see Section 2.2.1).

As the R1 message does not contain the ULID-option it is impossible for the firewall
to correctly map the R1 message (containing the locators in the IPv6 header and not the
ULIDs) to the corresponding ULIDs. Hosts associate the receiving R1 message to the
ULIDs using the included locators and nonces. But for the firewall this will be more difficult
(but not impossible). The firewall would need to maintain a mapping between pairs of
(locators,nonce) and the corresponding shim6 state. This will complicate the work for the

firewall, as it is difficult to decide when to garbage-collect the mappings to save memory.

A solution to this problem is if the responses (R1 and R2) would also contain the
ULID-option field. With this, the firewall can associate these responses to the right ULIDs.
This change in the the shim6 protocol specification is only a small additional work for the
hosts. Hosts receiving an I1 message (or 12), needs to insert an ULID-option inside its R1

message to inform the firewall of the correct ULIDs.
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It should be noted that the same problem is present for the FII (Section 2.2.1). This
one should also be included inside the responses to allow the firewall to maintain several

shimo6 states for the same pair of ULIDs.

3.2.2 No shim6 state available

Another possible problem for the firewall may be the case when the state machine
of the firewall looses the state about an existing shim6 session. This can be due to several

reasons:

e An early timeout of the firewall state: This may be due to different configurations of

the shim6 timeouts on the firewall and on the communicating hosts.
o Firewall start up: The firewall starts up and so does not have any state yet.

If the firewall has lost the state of the shim6 session it can not anymore associate
the shim6 payload packets to its original ULIDs. One might think that the firewall could
associate this flow to the current locators, and so using these locators as ULIDs. But this will
pose a problem as soon as the connection switches back to its real ULIDs. This packet flow
will not have the shim6 payload extension header included in the packets, and so cannot be

associated to the already existing flow.

For the case of a TCP state, the Linux firewall allows the connection tracker to recre-
ate a valid state. This is possible because all the necessary information can be extracted
from a TCP packet. For the case of shim6 this is not possible. If the firewall sees a shim6
payload message it cannot deduce the corresponding ULIDs. Thus another mechanism is

needed to recover the shimo6 state.

Shimé6 state recovery on the firewall

The problem is that the firewall will receive a packet containing a shim6 extension
header with a specific context tag. The shim6 extension header can be a payload extension
header or a control messsage. The firewall will not be able to associate the context tag to a
specific pair of ULIDs, because it does not have any information about such an association.
So it needs to recover this information. This can easily be done by asking one of the hosts

to start a context recovery (see Section 2.2.1).

The shim6 protocol specification [Nord 09] should add support for this kind of error
messages from the middleboxes to enable state recovery. This message can be sent by the

firewall. Several types of messages could be possible:
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Problems with the shim6 protocol

Shimé6-message The firewall could generate a new type of a shim6-message. This message

should contain the context tag that the firewall found in the previous shim6 packet
that it received. The source IP address should be that of the firewall interface and the
destination should be the source address of the previous shim6 packet for which the
firewall did not had a matching shim6 state. Since the firewall includes the context
tag in the shim6 message, it proves to the receiving host that it is in fact on the path.
So the host can simulate a context recovery exchange with the corresponding peer,
that belongs to this context tag.

For this to work, an additional shim6 message format must be defined. The advantage
of this solution is that it is completly integrated inside shim6 and does not use any

other protocols.

ICMPv6 Another solution could be to create a new ICMPv6 message type. This ICMPv6

type would be used to indicate that a middlebox is having a problem with a specific
context tag. So, the ICMPv6 message needs also to include the context tag that the
firewall has seen. As ICMPv6 messages include the headers of the packet that caused
the ICMPv6 [Cont 98], the context tag will be encapsulated by the ICMPv6 message.
Upon the reception of this ICMPv6, the host extracts the context tag, and starts a
context recovery with the associated peer by sending an R1bis message.

A drawback of this solution is that a new, ICMPv6 type must be defined. The hosts
need also to listen on incoming ICMPv6 messages and check whether the type be-
longs to the new type of ICMPv6 messages. An advantage of this solution is that it
is quite common for firewalls to send ICMPv6 messages. And so, this solution might
more properly fit in the concept of a firewall. Another important advantage for this
solution is that it is a generic solution. Thus this might also be used by other protocols
(e.g., MIPv6, ...). The new ICMPv6 message type can be used by any other proto-
col to indicate to the hosts that the firewall has lost the corresponding state. Thus the

protocol needs to start a context recovery upon the reception of this ICMPv6 message.

Shim6-ICMPv6 A trade-off between the previously described solutions could be to send a

shim6 payload message, with an encapsulated ICMPv6 message. So, packets gener-
ated from the firewall will have the following format:

IPv6 header

shim6 payload extension header

ICMPv6 message

The firewall will need to put the context tag inside the shim6 payload extension
header. The ICMPv6 message type should be Destination Unreachable with the code

Communication with destination administratively prohibited. When a host receives
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this packet it will have to start the context recovery based on the context tag included
in the shim6 payload extension header. The advantage is that no new message types
need to be defined. The only change is that the shim6 protocol needs to start a context

recovery upon the reception of such packets.

The goal of each of these different messages is to launch a context recovery so that
the firewall can recreate its state based on the content of the R1bis, 12bis and R2 messages.
As the host does not send the packet explicitly to the middlebox that announced the problem
but rather to the peering host, it is ensured that this exchange can not be intercepted by an
off-path attacker. So the hosts are protected against off-path attackers.

3.2.3 Context collision

One problem might be that shim6 hosts may choose the same context tag for different
states and so the firewall will map the wrong ULIDs to the corresponding context tag.

In fact, as a firewall may be at the border of the site, it may protect the access of a
huge number of different machines. Every machine may create shim6 states with different
correspondent hosts, each one choosing a specific context tag. It may be possible that two
different host-pairs may choose the same context tag. As the firewall will map a shim6
message to its ULIDs based on the context tag, it can not differentiate between two shim6
sessions with the same context tag. These shim6 messages will be mapped to the same
ULID pair.

Figure 3.7 shows two host-pairs that have a shim6 state established with the same context
tags. The firewall will only have one reference (context tag — shim6-state). For example,
the firewall will match the context tag to the shim6-state associated to the hosts A and B. So,
the shim6 payload messages from C-D will be associated to the corresponding state from
A-B.

For example if a shim6 payload message coming from C is passing the firewall, it will
replace the locators by those associated to the shim6-state of A-B. Thus the firewall will
associate this message to the wrong state and possibly make wrong filtering decisions. A
detailed analysis of the security concerns is explained later in this section.

Security Concerns It is important to analyse in detail the problems that a context collision
will bring to the firewall. First there are concerns about the states maintained for each host

pair.

o As the firewall cannot associate the flow to the ULIDs C-D, it might create a new state

for the flow with the colluding context tag. This is because the new flow probably
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shim6 state D-C

shim6 state A-B

Figure 3.7: Two host-pairs having the same context tag for their shim6 states

uses other port numbers. The new state will be assigned to the ULIDs A-B. Thus
the connection tracker is in a corrupted state. This might lead to further uncontrolled

behaviour that is based on the different packets that might pass.

e In the case of TCP, the checksum verification in the firewall will fail. This is because
the firewall will use A-B to compute the checksum rather than C-D. If the firewall is
configured in such a way that invalid TCP checksums will be dropped, the flow will
be interrupted by the firewall.

e The original state between C-D might be garbage-collected due to a timeout. Thus,
when the shim6 session switches back to using the ULIDs the firewall will need to

recreate the state for C-D.

Another concern is due to the shim6 protocol specification. Section 12.2 of the shim6-
draft [Nord 09] says that the hosts do not check the locators in receiving shim6 payload
messages. This means that any host can interfere with an existing flow of packets just by
knowing the shim6 context tag. The attacker does not need to spoof its IP addresses. Thus,
even if the site protects itself from spoofed IP addresses the attacker can inject traffic. The
receiving host will simply map the context tag to the associated pair of ULIDs, without
checking the locators. Thus accepting the spoofed packet.

The shim6 protocol justifies itself about this by saying that it does not protects itself from an
on-path attacker. Which means that the attacker needs to be on the path to know the context
tag.

By not verifying the locators on a shim6 payload message, shim6 simplifies packet
spoofing.
Assuming that the attacker is on a site that filters on spoofed IP addresses. The attacker

would not be able to spoof packets in a world without shim6. If the attacker can sniff a
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packet and thus discovers the shim6 context tag, he is able to inject traffic. Hosts receiving
this traffic will think that it comes from the valid peer.

TCP uses a checksum and sequence numbers. These will make it more difficult for the
attacker to inject traffic. However it is not up to shim6 to rely on the security provided
by upper layer protocols. There is only a minimal overhead for the shim6 hosts to verify
the locators of shim6 payload messages. Shim6 should protect itself from packet spoofing,

because shim6 allows spoofing even if the site filters on spoofed IP addresses.

) D — \777,,,,
Port 42 blocked by the firewall . < ~
for incoming connection requests E 4 shimé state D-C - \\
Ay Y > \
S context tag C->D: ct_B / )
, context tag D->C: ct_D ( /
{
~
\\
he same network, so C can see what B does |
Connection A-B to port 42 (TCP) |
Port 42 open <€ > \ /
e B1, B2 /
shim6 state A-B \ I\ /
Al, A2 <« > -
< > \ /
context tag B->A: ct_B ~ - _—

context tag A->B: ct_A - ~— —

Figure 3.8: Firewall allowing the traffic that should be blocked

Another problem with context collision is the case depicted in Figure 3.8. In this
example the firewall blocks the access to port 42 of the host D for incoming connection
requests. Host C establishs a shim6 session with D, using the same context tag as host B
has chosen for its shim6 session with host A. Host B has established a connection to port
42 of host A. With shim6, host C is able to establish a connection to host D’s port 42. It
simply sends a packet with a shim6 payload extension header to host D by using the same
layer-4 protocol and port numbers as the connection betweend host A and B. As the firewall
does not handles the context collision, it will associate this packet to the original connection
between host A and B. Thus it will allow the packet to pass.

Again, one might argue that with TCP and the usage of sequence numbers, this attack is
hard to execute. However again it is not up to shim6 to rely on the security that might be

provided by upper layer protocols as these might change in time.

Solution A solution to the previously described problems might be to verify the IP ad-
dresses contained in the shim6 messages and check these locators to belong to the previ-
ously negotiated set of locators for the shim6-state. Thus the firewall will need to track
the locators of the shim6 context establishment. Currently this is not done, due to several
reasons. First, due to time-constraints there was not the time to implement this feature. But

also due to efficiency concerns for the firewall.
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The shim6 protocol specification does not give a limit on the number of advertised
locators. But there are several mechanisms that limit this indirectly. For example the length
of the locator list is coded into a 8-bit field. So, there is already a maximum of 256 locators.
But when considering the MTU of a standard IPv6 packet (1280 bytes) it turns out that the
maximum number of locators is 70.

One thing that also needs to be considered is that the reachability protocol uses exponential
backoff for sending its probes. So, having a huge number of locators does not has any sense,
because the shim6 connection would have timed out before having tried all the possible
combinations of the 70 locators. The LinShim6 implementation applies an upper bound of

15 locators per host to the shim6 protocol.

With this bound of 15 locators it would be possible for the firewall to track the loca-
tors. To avoid the firewall of allocating memory at every locator update-message it should
allocate the memory statically at the shim6 state creation. So, we need to foresee the maxi-
mum amount of memory needed.

First there needs to be place for 30 locators due to the standard shim6 context establishment
(locators from the 12 and the R2 message). Secondly there needs to be place for the locator
update messages. These messages allow the shim6 hosts to update their set of locators. The
locator update mechanism is based on a request-acknowledgment mechanism. Due to this,
the firewall cannot apply the update request directly and must store this one in a temporary

memory and acknowledge this when it sees the update-acknowledgment.

So, this results in a total of 15 x 2 x 2 = 60 locators to store. As was previously
mentioned, the firewall should allocate this memory at the state creation, to avoid the ex-
pensive memory allocation during shim6-message flow after the state creation. As IPv6
addresses have a length of 16 bytes, this results in a total additional memory usage of at
least 960 bytes. Additionally there need to be stored information about this locator list,
pointers, ... Thus, the additional memory can be estimated to 1kB. This memory overhead
is not a negligible amount. The shim6 state machine in the firewall will consume a major
part of the machines memory for the shim6 state. This needs to be further evaluated when

it becomes clear, how many shim6 states a firewall needs to manage.

Something to consider with this setup is, when a host is sending consequent update-
requests without having already received the acknowledgment. The firewall needs to always
store the last update-request and discard unacknowledged update-requests, because a host
will always try to enforce the acknowledgment of his last update-request. So, at the end it

is always the last update that will get applied to the hosts.
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3.3 Conclusion

This chapter discussed the different problems that the shim6 protocol poses to fire-
walls. The firewall needs to map the context tag to the associated ULIDs. To protect itself
from DoS attacks the firewall needs to verify the nonces from the shim6 context establish-
ment messages (Section 3.1.2). For doing so the connection tracker needs to create the state

from the I1 message on.

However some parts of the shim6 protocol can not be supported. The shim6 protocol
needs to be adopted for allowing the firewall to support these features. The ULID-option
should be included in the responses (R1 and R2). Shim6 needs to support a mechanism to
support context recovery for the firewall. The number of locators need to be bound to a
reasonable size to protect the firewall from context collision. And shim6 should verify the
locators from the shim6 payload messages for not giving an easier way to spoof packets.

If these changes will be done to the shim6 protocol, the firewall can fully support the shim6

protocol.
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Chapter 4

Description of the implementation in
the Linux firewall

The Linux Kernel includes a firewall, named netfilter. Since release 2.4 of the Linux
Kernel [Russ 02a], the firewall also includes a stateful connection tracker, that is also part
of the netfilter framework. This chapter will first present the general netfilter architecture

and then the details of the implementation architecture.

4.1 The netfilter architecture

Netfilter is a framework that offers functionalities to treat packets passing through
the Linux networking stack. Currently it is possible to handle packets at five differ-
ent points of the IPv6-stack. Those are the so-called netfilter hooks. For each hook
several packet-handling routines can be defined in the hook-structure (nf_hook_ops).
For each packet passing, netfilter iterates over the different handling routines and calls
them with the packet as an argument (see also Figure 4.1) [Wehr 04, Benv 06]. For
example, to enable the IPv6 connection-tracking in the Linux Kernel, netfilter calls
the function nf_register_hooks with the hook-structure that specifies the function
ipv6_conntrack_in asthe packet-handler. There are lots of different handling routines
in the Linux Kernel. The connt rack enables stateful firewalling (see also Section 2.1.2),
NAT adds the ability for Network Address Translation and Filter is the firewall-routine
which iterates over the firewall rules.

Using this generic design of the netfilter architecture, there are different handling
routines defined in the Linux kernel. Iptables is used to filter the packets. The connection
tracker is also registered at the netfilter hooks. NAT (which is also implemented by netfil-

ter) uses this connection tracker. Even the LinShim6 implementation takes profit from the
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Figure 4.1: Netfilter Hooks

netfilter hooks, by registering the packet listener at the hooks NF_IP6_LOCAL_IN and
NF_IP6_LOCAL_OUT [Barr O8a].

4.1.1 Connection Tracking

The connection tracker examines every packet passing the pre-routing and the local-
out hooks. That way, it can create a list of connections passing through the Linux kernel. A
connection in terms of the netfilter definition is not only the well-known TCP-connection.
Netfilter associated to each of the layer-4 protocols a notion of state. !
Every connection has an initial direction, specified by the way this connection has been set
up. In the case of TCP, the direction is specified by the initial SYN-packet. So, as a returning
packet has source and destination addresses inverted, the connection table contains two
entries for every connection. This is done, to speed up the lookup in the connection table.

One entry is for the initial direction and the other one is for the reply direction.

The connection tracker registers into the netfilter pre-routing hook, by giving it the
packethandler ipv6_conntrack_in () (see also Figure 4.2). This function is the start-
ing point for every packet entering the connection tracker. For a non-fragmented packet it
will pass the packet to the generic nf_conntrack_in () function.

As the connection tracker, and netfilter in general, is very generic and extensible, the spe-
cific protocol-handlers are all stored in generic structures, which must define the neces-
sary packet-handler functions. So, the connection tracker first retrieves the IPv6 protocol-
handler-structure. This structure defines a function (ipv6_get_l4proto), to look for
the layer-4 protocol-handler. After identifying layer-3 & 4 protocols, netfilter tries to

'So, even the connection-less UDP protocol has an entry in the netfilter connection-table (in fact, a UDP-

state is created when the first UDP-packet passes the firewall).
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look for a corresponding connection in the connection table, and if not found adds a new
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Figure 4.2: Call-graph of the IPv6 connection tracker

First of all, resolve_normal_ct will create a conntrack structure by calling the
protocol-specific pkt_to_tuple functions. This new conntrack structure will be used,
to find the corresponding entry in the connection table. The tracker matches over the tuple
by checking the source and destination IP addresses, the layer-3 protocol and the layer-
4 protocol. If there does not already exist an entry for that packet, it will create a new
one, by calling the layer-4 specific new function, which will populate the connection entry
with the appropriate data. There will also be an inverted entry in the table for the reply-
direction. After having successfully created or found the existing connection, we update the
connection status, and check if the packet is a valid layer-4 packet by calling the packet
handler function of nf_conntrack_1l4proto. The connection tracker finishes its work,
by linking this connection entry to the initial packet buffer. [Boul 09, Ayus 06]

4.1.2 IPtables

The IPtables module is used for packet filtering and is divided into different
parts, namely the standard iptables for IPv4, ip6tables for IPv6, arptables for the ARP-

protocol, ... The module xtables gathers the common parts of each of the previously men-
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tioned modules. The structure of iptables is similar to that of the connection tracker, in
that it also works with structures which define function pointers and register at the various
netfilter hooks[Russ 02a, Russ 02b].

The IPv6 packet filter will start at ip6t_do_table. It first retrieves the table for
the specific hook at which the method got invoked, and will then iterate over every entry in
that table. For each entry, it first checks if the rule matches the IP-addresses, interface names
and the layer-4 protocol (if specified in the rule). If those parts of the rule match, netfilter
will check the rest of the rule, by calling the generic IP6T_MATCH_ITERATE, which will
call the specific “match” function for every rule. In the case of a rule that specifies the state
of a connection, the function match of xt_state.c will be called. This one checks
the state of the packet and returns true if the packet’s state is in an accepted state. When
a matching rule has been found, netfilter will apply the specified target to the packet and
return it to the initial caller of the iptables-module.

4.2 Implementation design

To implement the solution presented in the Chapter 3, several problems need to be
solved. This section will first present the different implementation designs considered to
support shim6 into the netfilter firewall and will finish with the final solution that got imple-

mented.

The main problem for the implementation of shim6 support is the lack of IPv6 exten-
sion header handling in the connection tracker. IPv6 extension headers are situated between
the IPv6 header and the layer-4 protocol headers. As the shim6 information is also contained
in the extension headers, a solution needs to be found. But the current netfilter connection
tracker just jumps over the extension headers, and there is no proper way to extract the data

from the extension headers.

4.2.1 Tracking shimé6 as a layer-4 protocol

One solution taken into consideration is to fully implement the shim6 connection
tracking as a layer-4 protocol. To achieve this task, the previously mentioned function
ipv6_get_l4proto (see Section 4.1.1) needs to return shim6 as the layer-4 protocol.
So, the complete handling of the shim6 control or shim6 payload messages would be in that
layer-4 module. The layer-4 handler would create a shim6 context to track the shim6 state
and verify if the used locators in the packets are corresponding to the current locator pair
associated to the shim6 state.
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This solution would nicely fit into the netfilter connection tracking framework. In fact it
would be enough to implement a new layer-4 protocol module for shim6, and registering

the nf_conntrack_1l4proto structure into the netfilter framework.

A major drawback of this solution is that the connection tracker will not be able to
track the underlying layer-4 protocols included in the shim6 payload messages (e.g., TCP,
UDP, ...). It is obvious that this would create some huge security holes, as a firewall is
supposed to completely track the protocols to ensure the security for the hosts (as described
in Section 2.1.3). The connection tracker should still be able to track the TCP-sequence
numbers to protect the hosts from DoS attacks.

4.2.2 Tracking shimé6 independently from the netfilter connection tracker

Another solution taken into consideration is to track shim6 completely independently
from the netfilter connection tracker. This could be achieved by registering a new netfilter
hook just before the connection tracker. The new hook would do all the major parts of the
existing connection tracker, but only for shim6 messages. Thus it could properly track all
the necessary parts of the shim6 extension headers and also do the connection tracking of

the underlying layer-4 protocols, thus resolving the issue stated in the previous section.

The drawback of this solution is that it would be a heavy task to implement it, and
so it would be quite error-prone. And as it is always good coding style to use the already

existing implementations and frameworks, this solution was discarded.

4.2.3 Final solution

The final solution for the shim6 support is to create a new framework aimed at han-
dling the IPv6 extension headers. With this framework, the shim6 extension header can be
handled correclty, while still being able to track the upper layer protocols after the shim6

payload extension header.

IPv6 extension header handling

In the current version of IPv6 connection tracking, the extension headers are not ex-
plicitly treated. This presents several problems to extension headers, as stated in Kozakai et
al. [Koza 07]. Especially for the Type 0 Routing Header extension, where the final destina-
tion address is included in the extension header.

The goal of the extension header framework is to parse the extension headers after the IPv6
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handler but before any layer-4 specific handlers. The new framework should be called at dif-
ferent points of the connection tracking, as seen in Figure 4.2. As extension headers are not
meant to represent a layer-4 protocol, and as the headers are a specific case of IPv6, it would
not make sense to call the new framework in any other place than inside the IPv6 connection
tracker. The extension header handler is called at two points in the IPv6 connection tracker.

Namely at the end of the call to ipv6_pkt_to_tuple and ipv6_get_l4proto.

When receiving a call to the framework, it will iterate over the different IPv6 ex-
tension headers (actually Linux defines only the Hop-by-hop, Routing, Fragmentation,
Authentication and Destination options header as extension headers) and parse the call to
the corresponding extension header handler. Figure 4.3 shows the general architecture of

such an extension header framework.
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-| tcp_new() |
>{ tep_packet() ‘
Figure 4.3: Overview of the extension header framework
Shimé6 specific tracking

Having resolved the problem with the extension headers, it is time to specify the way
how the netfilter extension for shim6 will achieve the goals stated in Chapter 3. As there
are two types of messages for shim6 (control and payload), carrying different information
and being handled differently by the hosts, those two also have to get handled in a specific

manner.
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Shimé - the layer-4 protocol The shim6 control messages will be treated as a layer-4
protocol. This decision was taken, due to the fact that a real shim6 connection is established
between two hosts, and so it is necessary to protect this connection establishment by the fire-
wall to ensure maximum protection of the hosts. To be able to track the shim6 control mes-
sages like a layer-4 protocol it is necessary to register anew nf_conntrack_l4proto
structure into the connection tracker. This new layer-4 shim6 tracker will maintain the state
of the shim6 context which means that it tracks the four-way handshake of the context es-

tablishment.

Shimé6 - the extension header One part of the shim6 solution will use the previously
introduced extension header framework, to “preprocess” the header, before handling the
underlying protocols. The first call to the shim6 handler will go to get_14proto. In the
case of a shim6 control message, the returned layer-4 protocol will be shim6 (as described
earlier in this section). But in the case of a shim6 payload message it will be the underlying
protocol carried by shim6 (TCP, UDP, .. .).

The next call will be to pkt_to_tuple. In this case, the handler will lookup for the
context tag and replace the source and destination addresses of the connection tracking
entry by the ULIDs that correspond to that shim6 context. That way the packet is associated
to its original ULIDs. For an incoming shim6 payload message this change will enable the
connection tracker to properly continue tracking the underlying transport connection (in the
case of TCP, it can continue tracking properly its state) as it will see the packet associated
to the original ULIDs.

With the above mentioned framework and shim6 trackers it is possible to correctly
handle a shim6 connection between two hosts, including locator updates and changes. The
next section will explain the implementation-specific issues and decisions taken to realize

the previously presented design.

4.3 Implementation details

In this section, the details of the implementation will be explained. The different
structures defined and the problems encountered to implement the goals specified in the

previous section will be developed in details.
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4.3.1 Extension header framework

As previously explained, the extension header framework is called at different places
in the netfilter stack. For the implementation of the shim6 support into netfilter only two
calls were needed. So the extension header framework is only called at the end of the call to
ipvé_get_14_proto() and ipv6_pkt_to_tuple () (see also Figure 4.3). But it
would be easy to add other points in the IPv6 netfilter stack where calls to a new extension

header handling function would have been added.

Listing 4.1 shows the structure used to register a new IPv6 extension header handler
into the netfilter connection tracker. Two functions must be registered into this structure and
they must obey to the specifications shown in the listing. The extension header framework
iterates over the extension headers included inside the IPv6 packet. For each extension
header it calls the corresponding handler function. If there is no corresponding handler

function registered in the framework, the generic extension header handler is called.

Listing 4.1: Extension header handler structure for the support of another IPv6 extension

header

struct nf_conntrack_exthdr
{
/+ Extension header protocol number x*/

u_int8_t exthdrproto;

/* Protocol name x*/

const char xname;

/%

* Try to fill in the third arg: nhoff is offset of

* current ipv6 exthdr.

* Return true if possible.

*/

int (xpkt_to_tuple)(const struct sk_buff xskb, unsigned int nhoff,
struct nf_conntrack_tuple =xtuple);

/%
x Called before tracking.
* nhoff: offset of current ipv6 extension header

* xdataoff: will be set after the call to give the length from

* nhoff to the the next exthdr. (if this extension

* header isn’t the 14 protocol)

* +protonum: will be set after the call to be the next extension
* header (if this extension header isn’t the 14

* protocol)

* Returns 0 if the extension header will not act as a 14 protocol

* 1 if it is the 14 protocol
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* a negative value in case of error
*/
int (xget_l4proto)(const struct sk_buff *xskb, unsigned int nhoff,

unsigned int xdataoff, u_int8_t *xprotonum);

To add a new extension header handler, nf_conntrack_exthdr_register (..
must be called with the nf_conntrack_exthdr structure as an argument.
When a packet enters the netfilter stack, the IPv6 handler will make a call to
exthdr_pkt_to_tuple (). This function iterates over the different extension
headers, calls their appropriate pkt_to_tuple () functions, and determines with
their respective get__l4proto () functions if it must continue its traversal through the

extension header stack of the packet.

To treat the concurrent access to the extension header framework, a RCU read/write
lock is used [McKe 06]. The RCU (Read-copy update) supports concurrency between a
single updater and multiple readers. This goal is achieved by separating the update to a
removal and a reclamation phase. The RCU update sequence is the following:

1. Remove pointers to a data structure, so that subsequent readers cannot gain a refer-

ence to it. (current users still see the old data structure)
2. Wait for all previous readers to complete their RCU read-side critical sections.
3. Free the old data structure (no other readers are accessing this data structure)

The original IPv6 connection tracker made inside the «call to
ipv6_get_l4proto () several operations to determine the layer-4 protocol.
Namely for the authentication extension header. As specified in RFC2402 ([Kent 98],
section 2.2) the length of the authentication header is different from the standard
IPv6 extension header specification. So, a specific extension header handler for
the authentication header was needed.  Those extension header handlers are in

net/ipvé6/netfilter/nf_conntrack_exthdr_x.c.

Shimé6 extension header handler

In this part, the two shim6 functions for the extension header framework are ex-

plained. They are implemented in nf_conntrack_exthdr_shimé6.c.

shim6_get_l4proto () examines the shim6 extension headers and looks if it
is a payload or a control message. If it is a control message, the function returns 1, to

indicate that this extension header should be treated as a layer-4 protocol. The pointers to
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the beginning of the extension header will not be modified (see argument dataoff from
get_l4proto in Listing 4.1), as the layer-4 shim6 handler will need to access the shim6
extension header. If the message is a payload message, the function returns 0 and updates
the pointers to the next headers using the function ipv6_optlen () specified in the Linux

Kernel.

The task of shim6_pkt_to_tuple () is to replace the IPv6 addresses in the tuple
by the correct ULIDs that are associated to that shim6 context. For doing so, the context
tag is extracted from the shim6 extension header and based on the context tag the ULIDs
are retrieved (the context tag to ULID mapping is performed using a hashtable which will
be explained later).

As Section 3.2.1 described, in the case of a present ULID-option into the shim6 context es-
tablishment messages, the firewall should extract these ULIDs from the messages (assuming
that the R1 and R2 messages also contain the ULID-option). But due to time-constraints

this has not been implemented in the shim6 firewall.

4.3.2 Layer-4 shimé6 handler

The layer-4 shim6 handler tracks the shim6 context establishment. This need to be
tracked to correctly map the context tag included inside the shim6 extension header to the
ULID that is associated to this state. As described earlier in this document, the shim6 state

tracking begins with the I1 message.

To obtain a fast mapping between the context tag and the ULIDs, a hashtable is used
which links the context tag to the netfilter state of the shim6 connection. This shimo6 state of
the netfilter connection tracker needs to maintain several informations. To protect himself
against the previously described Denial-of-Service attack (see Section 3.1.3), it needs to

track the nonces used by the host.

Listing 4.2: Shim6 state inside the connection tracker

struct nf_ct_shim6
{
uint32_t nonce[2]; /+* last nonce seen from tuplehash[1].src
* to tuplehash[1].dst for nonce[0] and
% other direction for nonce[l] x*/

/* ct[0] = context tag for packets from tuplehash[1].src
* to tuplehash[1].dst

x* ct[1] = context tag for packets from tuplehash[0] =/
uint64_t ct[2];

/% Current shim6 state of that connection */
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char state;
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Figure 4.4: Simplified representation of the netfilter connection tracker maintaining a shim6

state

Figure 4.4 depicts the complete state maintained by the firewall to represent the shim6
state. The shim6 context tag table contains the context tags and a pointer to the existing
netfilter state of the firewall. The details about this table will be explained later.

The netfilter connection tracker state table is also a hashtable. The keys for these entries are
(as explained in Section 2.1.2) the IP addresses, protocol numbers and port numbers. For
the case of the shimb state, the port numbers are 0, as shim6 is only a layer-3 protocol. Due
to the choice of having 0 as a port number, only one state per ULID-pair is possible. The
shim6 protocol specification allows several shim6 states for the same ULID-pair by using
the so-called Forked Instance Identifiers (FII). But the current implementation of LinShim6

does not supports the FII-option and so, the shim6-aware firewall does not support it either.
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Context tags and nonces

Listing 4.2 shows the definition of the state maintained by the firewall. As the shim6
protocol uses two different context tags for each flow direction, these two need to be stored.
The hosts choose the context tag that should figure in the shim6 payload messages for

packets coming from the peer.

At the context creation the state has an initial direction. This direction is the one from
the first shim6 message that the firewall has seen. ct [0] (resp. ct [1]) is the context
tag that will be included in shim6 payload messages in the reply direction (resp. original
direction). The reply direction is the one included in tuplehash[1] (see Listing 4.2).

The same procedure is done to store the bidirectional nonces inside the state.

Hashtable

As mentioned earlier, a hashtable is used to map from context tags to the correspond-
ing shim6 state. That way, on an incoming shim6 payload message, the retrieval of the

corresponding ULIDs is very fast.

For the hashtable, the kernel implementation hlist in 1inux/list.h isused. In
fact, the kernel hashtable is just a table of linked lists. The size of the table influences the
efficiency of the hashtable. Access to the table is in O(1), like any other c-access to elements
of the table. The indexes of the table represent the hash of the key for every element in the
table. In case of hash-collision, the elements are added at the beginning of the linked list,
that is contained at each entry of the table (Figure 4.5 shows the representation of a kernel-
hashtable). This way, the addition of elements in the hashtable has a complexity of O(1).
The retrieval of elements depends on the number of collisions for the specified key. In Worst

case, the kernel will need to iterate over the whole linked list of a table-entry.

usual c-array

[ I A
RN

simply linked-list

Figure 4.5: Kernel-hashtable which is a combination of a c-array of simply linked lists

The structure used for the shim6 hashtable is shown in Listing 4.3. The key for the
hash-entry is the context tag. The object assigned to the hashtable-entry is the netfilter con-

nection tracking state associated to that context tag. The hashtable has a specific size. It
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was chosen to use half the size of the netfilter connection tracking hashtable. This choice
is arbitrary and needs to be reevaluated with the further deployment of shim6 in an actual
environment. In fact it highly depends on the number of shim6 sessions that will be estab-
lished, in comparison with the other connections.

As there exists two context tags for every shimb6 state (one for each direction), the hashtable
contains two entries for each shim6 state. To map the context tag inside the hashtable, we
just took the context tag modulo the size of the hashtable. This is valid, because the shim6

protocol specification defines that the context tag has to be a random 47-bit value [Nord 09].

Listing 4.3: Structure used for the mapping from context tag to shim6 state

struct nf_ct_shim6_hash

{

struct hlist_node hnode;

struct nf_conn xconn;

}s

Timeout handling

Another difficult problem was to solve the handling of timeouts of the shim6 state
inside the firewall.
In fact, after the end of the shim6 context establishment, the two hosts will not exchange
any shim6 messages anymore, as long as there are packets exchanged between both hosts
using the ULIDs as the locators in the packet (see also the Reachability Protocol [Arkk 06]).

When there is only unidirectional traffic, the shim6 hosts will generate Keepalive massages.

To solve this problem, the firewall needs to monitor the traffic and look if there are
any packets with IP addresses that are associated to a shim6 state. Thus, the firewall needs

to do the following steps:
1. Extract the ULIDs associated to each packet passing the firewall.
2. Look in all the shim6 states if there is one with the same ULIDs.
3. Update the timer of this shim6 state.

These functionalities are placed in ipv6_confirm (. ..). This function is called
at the end of the packet’s path through the networking stack, when the packet has passed the
filter. This way, only packets that will be passed to the network will be accounted. The func-
tion shim6_update (...) isin charge to correctly update the associated shim6 state.
To efficiently retrieve the associated shim6 state for this pair of ULIDs, a
special workaround is used. In fact, the packet is passed to the function

nf_ct_get_tuple(...) which is meant to create the tuple based on the packet and
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the layer-3 and layer-4 protocol handlers. But to avoid creating the real tuple (with layer-
4 being TCP, UDP, ...), the function receives the layer-4 shim6 handler as an argument.
Sonf_ct_get_tuple(...) will create an IPv6-shim6 tuple, that will map to the cor-
responding shim6 state. Listing 4.4 shows the call to nf_ct_get_tuple(...), where
the shim6 protocol handler is used instead of the real layer-4 protocol included in the packet.
If the original packet contains a shim6 payload extension header (and so the IP addresses
are locators and not the ULIDs), the tuple will map to the ULIDs, as the shim6 exten-
sion header handler will retrieve these based on the context tag. With this tuple, the
shim6_update (...) function can lookup for the corresponding shim6 state in the net-
filter connection tracking table. To do so it will compute the hash of the previously gener-
ated tuple and lookup inside the linked-list of the hashtable corresponding to this hash. This
may result in a complete lookup on all the states included inside this specific linked-list if
no shim6 state is present for these ULIDs.

After retrieving the corresponding shim6 state the connection tracker can correctly update
the timer of the shim6 state and so prevent the timeout of the connection tracking state of
the shim6 connection.

Listing 4.4: Creation of the shim6 tuple out of a generic packet

nf_ct_get_tuple(skb, skb_network_offset(skb), 0, PF_INET6,
IPPROTO_SHIM6, &tuple ,

__nf_ct_13proto_find (PF_INET6) ,
__nf_ct_l4proto_find (PF_INET6, IPPROTO_SHIMO6))

TCP-checksum

Another issue is the checksum computation inside the firewall. The upper layer pro-
tocol might include a checksum that is based on the ULIDs but not on the locators that the
packet is carrying. Thus, the checksum included is false, because shim6 modified the IP
addresses of the packet.

In fact, the Linux netfilter firewall can be enabled to verify the checksum of the layer-4 pro-
tocols. If the checksum of the packet is wrong, the packet will not get discarded but will be

marked as INVALID and a counter for wrong checksum calculations will be incremented.

To correct this problem, the function nf_ip6_checksum (. . .) needs to be modi-
fied. This function is used inside the netfilter framework to compute the checksum of several
parts of an IPv6 packet. The checksum calculation extracts the IPv6 addresses of the packet.
So, in the case of a shim6 payload packet, the locators inside the IPv6 packet will result in a
wrong checksum calculation. A good solution is to add the ULIDs inside the socket buffer
and so modify nf_ip6_checksum (.. .) ina way that it will use the ULIDs associated

to this shim6 payload packet. The function shim6_set_ulids (...) will examine the
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packet for a possible shim6 extension header and will add the ULIDs inside the socket
buffer. nf_ip6_checksum (. ..) will then use these ULIDs for its checksum computa-
tion (see also Listing 4.5)

The choice of placing the ULIDs inside the socket buffer can be useful for supporting other
protocols which also use a separation of locators and ULIDs. The next part will give a pro-
posal on further work for more properly handling the checksum and timeout issues of those

kinds of protocols.

Listing 4.5: Extract of nf_ip6_checksum(...) using the ULIDs inside the socket buffer

struct in6_addr *src, =xdst;

__suml6 csum = 0;

#if defined (CONFIG_NF_CONNTRACK_SHIM6)
if (shim6_set_ulids(skb)) {
src = (struct in6_addr x*) &skb—>ulid_src;
dst = (struct in6_addr x) &skb—>ulid_dst;
} else {
src = &ipv6_hdr(skb)—>saddr;
dst = &ipv6_hdr(skb)—>daddr;
}

#else

»
-
o
1l

&ipv6_hdr (skb)—>saddr;
&ipv6_hdr (skb)—>daddr;

[=N
»
-
I}

Further work

The current implementation for the handling of the timeout and the checksum calcu-
lation is not generic. Inside the generic netfilter code were placed shim6-specific functions

like shim6_update(...) and shim6_set_ulids(...).

A better design would be to add a “Locator-ULID separator module” into netfil-
ter, that would call a generic framework which iterates over the possible multihoming
handlers. This framework needs to be placed at different points in the netfilter code.
These are the ones described in the previous two sections (ipv6_confirm(...) and
nf_ip6_checksum(. . .)). The different Locator-ULID separator handlers would need
to register into this framework and thus get called at these two functions of the netfilter stack.

Figure 4.6 shows the Locator/ULID separator framework. This framework should be
compiled as a module into the Linux Kernel. Multihoming protocols that need to handle
timeout and checksum issues should register into this framework and use the ULID-field in
the socket buffer.
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Figure 4.6: Locator/ULID separator framework

4.4 Conclusion

This chapter presented the design and implementation of the shim6-firewall. It has
been designed to be as generic as possible by implementing the extension header frame-
work. That way the netfilter connection tracker has a proper way to handle the IPv6 exten-
sion headers. The code can be found on the CD-Rom that is provided with this document.
Appendix A presents a short overview of the different patches that need to be applied to
the Linux Kernel 2.6.24. Some contributions have been done to related projects that are not

directly related to the shim6-firewall but rather bug fixes in these projects (Appendix B)

However some parts of the shim6 specification has not been implemented. This is
mainly due to time constraints, but also because the LinShim6 implementation neither sup-
ports the full protocol (FII-support is not implemented [Barr 08b]). So there was no way to
test this shim6-feature. The parts of the shim6 protocol specification that are not supported

are:

ULID-option As explained in Section 3.2.1, the shim6 protocol needs to be changed so
that the firewall may support the ULID-option.

FII As described in Section 2.2.1, the FII allows to create several shim6 sessions for the
same pair of ULIDs. But as the ULID-option, the FII is neither included in the R1

and R2 messages and so the firewall cannot track it.

Context recovery This part of the shim6 specification enables hosts to recover a lost con-
text. It is only partially supported in the netfilter implementation. Actually, the con-
text recovery is possible provided that the firewall did not lose the shim6 state. Then
the firewall simply monitors the passing R1bis, I2bis and R2 messages. The case

where the firewall loses the state was discussed much more in details in Section 3.2.2
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Context collision The support to handle context collision (shim6 states with the same con-
text tag) neither got implemented. For doing so, the firewall needs to monitor the

locators. The problems related to this were discussed in Section 3.2.3.

Some futher work might be done to handle the timeout of the shim6 states
(shim6_update) and the checksum computation in a generic manner rather than a simple

call to the shim6-specific functions.

The next chapter will present an evaluation of the shim6-firewall by applying some

performance evaluations on the Kernel.
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Chapter 5

Evaluation of the shim6-firewall in
the Linux Kernel

This chapter presents the evaluation of our implementation. The shim6-firewall is
tested when facing a huge number of state creations. The time that these packets stay in the

network stack of the firewall is measured in comparision to the number of states created.

5.1 Setup

As depicted in Figure 5.1, the test-environment is composed of 3 machines, intercon-
nected to each other by a 100Mbps Ethernet Switch. The performances of S and R are of
little importance. However, the firewall is running on an Intel Pentium 4 processor with
1400MHz, it has 376 MB of RAM and a 100 Mbps Ethernet card.

The network is statically configured in such a way that packets sent by S will go
through the firewall, which forwards these to R. When R receives the packets it will just
drop these. The purpose of R is just to have a forwarding station for the firewall. Thus, the
packetflow is unidirectional, which means that for every simulation, the I1, R1, 12 and R2
packets are originated from S. This host spoofs packets so that the firewall sees requests and

responses with the right IP addresses.

5.2 Test description

The firewall will be tested on the delay it introduces when handling the packets. For
doing so a tcpdump will be executed on the firewall. Tcpdump monitors the packets on the
network interface and logs these. With the logging, tcpdump adds a timestamp to the log
so the delay between the incoming and outgoing packet can be computed. That way the
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Figure 5.1: Setup of the performance-evaluation test-lab

firewall is evaluated like a “blackbox” as our only interest is the delay that the connection

tracking introduces.

The firewall does not contain any filtering rules. Its only purpose is to handle the
connection tracking. Packets that go through the firewall will either create a new state or
will be associated to an existing state. This introduces the delay in which we are interested.
To evaluate the performance we created a large number of states on the firewall and observe
how this influences the delay introduced to the packets.

The default Linux firewall limits the number of possible states during boot-time in function
of the memory present on the machine. So this value has been increased manually after the

boot to allow the creation of up to 300000 states.

Three different evaluations were done on the firewall and are explained in the next

sections.

State creation The firewall will be tested for the case when a large number of states will
be created. Every packet that is part of a state creation (for shim6: I1, R1, ...) will
be logged. So we can observe if the delay of these packets varies with the number of

states in the firewall.

Payload messages Another test for the shim6 payload messages. As the previous test,
these messages will be evaluated in relation to the total number of shim6 states present

in the firewall.
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Firewall stressing A good test for deadlock problems is to try to stress the firewall by

sending fast subsequent messages. This was done in the final test.

To send the shim6 messages, the so-called shimulator was used [Mekk 07]. The
shimulator allows to send shim6 messages that have spoofed IP addresses. It is possible to

specify the context tags and nonces included in the shim6 messages.

5.3 State creation

In the first performance tests, a large number of states are created on the firewall to
analyze the delay of these state creation packets as the firewall’s state table grows. For
these tests, the machine S (Figure 5.1) sends the packets necessary to create the state on the
firewall. S is sending the packets with an interval of 1ms between each packet so that the
firewall has enough time to properly parse each packet. To create a large number of states,
S sends these with originating source address 4242 : : 4242 to the destination starting at
1111::1111 upwards. S also needs to generate the replies to its connection establishment
messages by spoofing the addresses. As the destination IP address is increasing, different
states are created on the firewall. To prevent the firewall from deleting these states, the

timeout configuration of the states needs to be increased.
To compare, three tests are done:

TCP-state creation on a clean Kernel As a reference, TCP-state creation is evaluated on
a clean Linux Kernel. The setup consists of a Linux Kernel 2.6.24 with a similar
Kernel configuration than the shim6-firewall. Machine S will send the necessary
messages to create a TCP connection (namely Syn, Syn/Ack and Ack). As described
earlier, the delay of each of these messages will be monitored while the total number
of TCP-states is increasing on the firewall.

TCP-state creation on the shimé6-firewall The shim6-firewall will be flooded by the TCP
connection establishment messages on the shim6 firewall. No other states than these

TCP states are on the firewall.

Shimé6-state creation The shim6-firewall is flooded by shim6 session establishment mes-
sages. The firewall will have more and more shim6 states in its state table.

As described in Section 5.2 tcpdump is used to obtain the time that the packets take to
go thr