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Introduces an additional prefix into the global routing system
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Using a Provider Aggregatable (PA) IPv4 address block

Customer gets a subprefix from its provider

May need to renumber if customer wants to leave ISP1.

Customer network needs an AS number

Makes routing tables bigger

Réf.: Abley et al., RFC4116, IPv4 multihoming practices and limitations
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Expected exhaustion point for RIR’s: March 3rd, 2012

Expected exhaustion point for IANA: February 2nd, 2011
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Sébastien Barré Shim6: Multihoming for IPv6 20 / 54



Introduction
The Shim6 protocol

LinShim6 implementation for Linux
Conclusion

Multihoming with IPv4
Motivations for IPv6
IPv6 addresses

PA vs PI addresses

PI: Provider Independent addresses

The site announces its PI address set through BGP
If multihomed: multiple BGP annoucements

Global announcements of PI prefixes

What if many sites get multihomed ?

Scalability problem

PA: Provider Aggregatable addresses

The site receives a subset of its provider’s addresses
Only the provider announces its address set through BGP
If multihomed : The site receives several address blocks
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The case of UCLouvain

Two providers, thus two global routing prefixes:

2001:6a8:3080: Provider is Belnet
2001:6f8:31c: Provider is Easynet

Several subnetworks:

2: Staff
3: Servers
4: Experiments
2001: Wifi staff
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To detect failures: Monitor the communications

To switch to a working path: Change the current address pair
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An IP address has currently a double semantics: Locator and
Identifier
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its destination.
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Sébastien Barré Shim6: Multihoming for IPv6 32 / 54



Introduction
The Shim6 protocol

LinShim6 implementation for Linux
Conclusion

Shim6 operation
The REAP exploration protocol
Shim6: Security issues

The Shim6 proposal

Separate the two semantics

The transport and application layer see an identifier

The network and data link layer see a locator.

A new Shim layer rewrites identifiers to replace them with
locators

The same Shim layer rewrites locators to replace them with
identifiers
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How to ensure that the public key is
not replaced by the attacker ?
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How to ensure public key authenticity ?

Classical solution: Use a certificate, signed by a trusted
third-party

We cannot give a certificate to everyone in the Internet !

We have long addresses anyway: let’s embed the public key
inside the address. . .
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Cryptographically Generated Addresses (CGAs)

A first proposal:
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Cryptographically Generated Addresses (CGAs)

59 bits is too short a hash to ensure that it won’t be broken.

Solution: artificially extend the hash length

Compute a second hash, with an additional input called
modifier

Require that n bits be 0 in the result
increment the modifier and retry the hash computation until n

bits are zero
Brute-force attack of our own address...
But we are O(259) in advance over our attacker !
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Shim6 operation
The REAP exploration protocol
Shim6: Security issues

Cryptographically Generated Addresses (CGAs): the cost

Generation (owner): O(216∗sec )

Breaking the address (attacker): O(259+16∗sec )

Verification (receiver): O(1)
Two hash computations
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Shim6 operation
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Shim6: Security issues

Hash Based Addresses

Similar to CGA addresses, but lighter.

Same input as for CGAs

Public key is a random number

Extension field is the list of prefixes.

No signature needed, addresses validated by the fact that they
are all bound together.
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Shim6 operation
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HBA vs CGA

CGA is computationnally more expensive (key generation,
signature).

But HBA does not allow adding addresses later

All prefixes are included in the hash
Adding one prefix results in changing all addresses

Tradeoff: CGA-compatible HBAs

A public key is used for generation, but the multi-prefix
extension is included
Initial address set is announced through HBA
Additional addresses can be generated and announced using
CGA.
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HBA vs CGA: efficiency
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Want to play ?

LinShim6 can be downloaded at
http://inl.info.ucl.ac.be/LinShim6

Currently the implementation that best supports the
specification

Allows using CGA/HBA/CGA-compat HBAs.

Can be easily installed in Ubuntu thanks to .deb packages.

No special configuration needed (except for special purposes).
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Shim6 challenges

Bootstrap problem: both ends need to support Shim6 in order
to get any benefit

If you install Shim6 now, almost no peer will know about it. . .
But if it gets installed in standard distributions, the whole
world would have it at once.

Load balancing: The end-host is now responsible for part of it.
How to give control back to the network ?

Use a central server that hints the end-hosts ? (IDIPS)
Allow routers to re-rewrite Shim6 packets to enforce network
policy ?
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Shim6 challenges

Renumbering: All ongoing communications are broken in case
of renumbering

We would probably need a separate identifier space to solve
that.

Transport level multipath: Extending Shim6 to make it a path
manager for transport protocols ?

Mobility: To be investigated
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Questions ?
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