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Abstract
Large data center operators have replaced traditional link-

state IGPs with BGP, an interdomain protocol repurposed

for an intradomain usage. BGP scales well and supports ex-

pressive routing policies, but does not expose the underlying

topology, restricting the diversity of paths used in the net-

work. A BGP extension, called Add-Path, can be used to

improve the diversity of BGP paths, but limit the scalabil-

ity of BGP. We present policy flooding, a flooding-reduction
algorithm for link-state protocols that borrows BGP-style

policies to suppress duplicate link-state announcements. Our

evaluation shows that policy flooding allows reaching BGP-

level scalability, making link-state protocols a viable choice

for data centers without inheriting BGP’s limitations.
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1 Introduction
BGP has been selected as the primary protocol to distribute

routing information inside data center networks [1]. While

link-state protocols are typically used for such intra-domain

scenario, the usage of BGP for data center networks was

motivated by the fact that the flooding process used by link-

state protocols to distribute routing information is highly
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inefficient in densely connected networks [1]. Nowadays,

data center networks are frequently densely connected to

improve the load balancing capabilities of traffic [8], harming

the scalability of link-state protocols. BGP, in comparison

to link-state routing, benefits from a more scalable informa-

tion distribution process by leveraging policies. Using these

policies, BGP can restrict the set of paths used for message

propagation, reducing the amount of duplicate messages

received by routers.

While BGP is effectively more scalable than link-state pro-

tocols in data centers networks, BGP has two major short-

comings. First, BGP can generate unpredictable message

bursts, called churn [5], resulting in CPU spikes in the worst

case scenarios. Second, BGP does not expose the underlying

network topology to routers, reducing the diversity of avail-

able paths. The limited path diversity can lead to unbalanced

traffic loads and slow convergence due to path exploration

when facing failures [6]. While Add-Path, a BGP extension,

can be used to expose some alternate paths, its usage re-

duces the overall scalability of BGP [11] as the number of

BGP updates and RIB size grows linearly with the number

of alternate paths. Another extension, BGP-LS, can be used

to encode the topology in BGP updates, but delegates the

path computation to a centralized controller [10], which

introduces single points of failure.

In this paper, we propose a new flooding-reduction al-

gorithm for link-state protocols, called policy flooding. Our
algorithm leverages BGP-like policies in the flooding pro-

cess to suppress the sending of Link-State Packets (LSP) on

certain links based on the port they were received on. Us-

ing simulation to measure the message rate of LSPs and

BGP updates, we show that policy flooding allows reaching

BGP-level scalability in terms of mean message rate, while

reducing the maximum message rate by a factor 5 compared

to BGP. With this improved scalability, link-state protocols

can now be used in data centers, offering better path diver-

sity without needing a centralized controller. This work does

not raise any ethical issues. We used AI for spell checking.

2 Policy aware LSP flooding
Policy flooding, presented in Algorithm 1, is a new flooding-

reduction algorithm [3] based on BGP-like policies. Our algo-

rithm assumes that each link 𝑣𝑢 connecting node 𝑣 to node
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𝑢 has a type 𝑡𝑢𝑣 ∈ 𝑇 associated by the operator, where 𝑇 is

the set of all link types. Using link types, each node 𝑣 of the

network can then define a specific policy 𝑃𝑣 (𝑡𝑣𝑢, 𝑡𝑣𝑤). This
policy dictates whether an LSP received by node 𝑣 on a link

with type 𝑡𝑣𝑢 should be sent on a link with type 𝑡𝑣𝑤 .

Let us consider a classical fat-tree topology [2]. In this

topology, two types of links exist from a node’s perspective:

up and down-links. Routers can then filter messages by using

a valley-free policy, as currently used in data centers [1]. This

valley-free policy indicates that a message received on an

up-link should only be sent on down-links, while a message

received on a down-link should be sent on all links.

Whenever an LSP is received by a router, this router uses

its policy to determine the set of neighbours the LSP should

be sent to. However, there are two key differences between

our algorithm and the classical flooding currently used by

link-state protocols. First, policy flooding may prevent the

exchange of LSPs between a pair of routers if no path re-

specting the per-hop policies exists between these routers.

This means that routers may not receive the LSPs of all other

routers, but an important property is that all paths respect-

ing the policies can still be used even with this partial view.

Second, an LSP with an identical sequence number may need

to be propagated again to some neighbours. In the classical

flooding algorithm, routers maintain for each router the high-

est sequence number observed to prevent the propagation of

outdated or duplicated LSPs. In comparison, policy flooding

may need to propagate an LSP with an identical sequence

number to some neighbours, as the policy may have blocked

its propagation depending on which neighbour the LSP was

received from. An identical LSP is however never sent twice

on the same link. This behaviour can typically be observed

on some non fat-tree topologies with the valley-free routing

policy. Consider an LSP that a node 𝑣 has already received

from an up-link. If 𝑣 receives the same LSP from a down-link,

it should be propagated on all up-links as no copy of this

LSP has been sent on these links.

Each router should thus maintain in its LSDB, for each

LSP, both the highest sequence number and the set of link

types on which the LSP was already sent. This is illustrated

in Algorithm 1 at line 4, where the LSP is sent to a neighbour

if policies allow it and if this LSP has not been sent yet on
this link type. Consequently, the usage of policy flooding

thus requires maintaining 𝑂 ( |𝑇 |) propagation information

per router in the network, instead of𝑂 (1) for classical flood-
ing. For the valley-free policy, note that the impact of this

state is very limited, as only two types of links are used.

3 Evaluation
We compare policy flooding with the classical flooding used

currently by link-state protocols and with BGP in realistic

Algorithm 1: Policy flooding LSP reception function

for node 𝑣

Input: 𝑙𝑠𝑝 , the received LSP

Input: 𝑢, the neighbour from which 𝑙𝑠𝑝 was received

1 begin
2 𝑇 ← ∅;
3 for𝑤 ∈ 𝑎𝑑 𝑗 (𝑣) do

/* Send LSP if not already sent on

this link type and allowed */

4 if 𝑡𝑣𝑤 ∉ 𝑠𝑒𝑛𝑡 [𝑙𝑠𝑝] ∧ 𝑃𝑣 (𝑡𝑣𝑢, 𝑡𝑣𝑤) then
5 𝑇 ← 𝑇 ∪ {𝑡𝑣𝑤};
6 𝑠𝑒𝑛𝑑 (𝑤, 𝑙𝑠𝑝);
7 end
8 end
9 𝑠𝑒𝑛𝑡 [𝑙𝑠𝑝] ← 𝑠𝑒𝑛𝑡 [𝑙𝑠𝑝] ∪𝑇 ;

10 end

scenarios. In particular, we evaluate how BGP and link-state

protocols react to link failure, which are frequent events

[4] due to the size of data centers. This section details our

experimental setup and the preliminary results we obtained.

Experimental setup. To compare our solution with clas-

sical flooding and BGP, we implemented two simulators: a

generic link-state protocol simulator and a minimalist BGP

simulator, with respectively ∼ 800 and ∼ 600 lines of Rust.

While several BGP simulators have been proposed in the

literature, e.g. [7], we decided to implement our own BGP

simulator with a restricted set of features to allow the sim-

ulation of large topologies in reasonable time. To ensure

that our simulator was reflecting realistic BGP behaviour,

we validated it with a state-of-the-art simulator: C-BGP [7],

extended to count the number of messages. To study how

link-state routing and BGP react to failures, we randomly

generate link failures and restorations in our simulators. We

generate 500 failures using an exponential distribution with

a mean inter-failure time of 1 week and a repair time of 5min,

modelling realistic failure rates observed in data centers [4].

Experiments are repeated over 5 runs with different failures.

In these experiments, we compare the control plane load of

different solutions, which can be seen as the amount of stress

put on the control plane. In practice, we define this load as the

reception rate of LSPs or BGP updates. We do not consider

messages used for maintaining sessions between nodes (i.e.

OSPF/IS-IS Hellos, BGP Keepalives), as these messages are

not only very small, but we can also expect similar configured

message rates for both protocols. We also assume that LSP

refreshes are suppressed [9].

Our experiments are carried on a fat-tree topology [2]

consisting of 320 nodes, with each device having 16 ports.
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Figure 1: Mean (solid) and maximum (transparent) message rates when facing link failures (log scale).

Evaluation results Figure 1 presents our results. When

facing link failures, BGP has a better mean message rate

(i.e., number of messages per second) at the spines and leaf

switches than classical flooding and policy flooding. By inte-

grating shortest-path computation in its propagation process,

BGP can typically suppress some updates if the best route has

not changed. In comparison, link-state routing must inform

all reachable nodes of the failure, to ensure a consistent view

of the topology. Using this update suppression mechanism,

BGP can effectively reduce the amount of messages at the

spines/leaves compared to both classical and policy flooding,

even if the difference is quite small for policy flooding.

However, the BGP decision process can also affect nega-

tively the scalability of the protocol. If a link was used for

many prefixes, BGP will send a burst of messages to an-

nounce for each affected prefix either a new route to reach

this prefix, or a route withdrawal indicating that the prefix

is now unreachable. This traffic burst not only wastes band-

width, but also puts a burden on the control plane, which

needs to handle each message appropriately. In comparison,

link-state routing is much more stable, as only two LSPs

are sent by adjacent nodes for each link failure/restoration,

regardless of the number of prefixes using this link. This

is illustrated in figure 1, where the maximum message rate

seen when using BGP is several order of magnitude higher

than the mean message rate. Nodes face a much more stable

rate with link-state routing, represented by a 5x maximum

rate reduction compared to BGP.

When comparing policy flooding with BGP, there is thus

a trade-off between the mean and maximum message rates.

BGP benefits from a better mean message rate, at the cost of

potential message burst, increasing drastically the maximum

message rate. Link-state routing is more stable than BGP in

its message rates, at the cost of having a higher mean rate.

4 Conclusion
In this paper, we presented our policy flooding algorithm, a

new flooding reduction algorithm leveraging BGP-like poli-

cies. Our preliminary results show that, when combined

with valley-free routing, policy flooding has a slightly higher

mean message rate than BGP, but our algorithm reduces by a

factor 5 the maximum message rate, showing that link-state

routing can be a viable choice for data center routing. As

future work, instead of only considering message counts or

rates, we would like to explore in more details how policy

flooding, classical flooding or BGP impacts the overall con-

trol plane scalability by measuring other routing metrics,

such as CPU load, memory usage or convergence time.
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