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A clever person solves a problem.

A wise person avoids it.
ALBERT EINSTEIN






Use of Artificial Intelligence

No large language models (LLMs) have been used to generate the text of this
thesis. We used tools such as Grammarly to correct grammatical mistakes and
improve the text’s form based on the first human-written text. Anthropic’s
Claude Opus 4.8 has been used to generate some Figures from the background,
namely Figures 1.7, 1.8, 1.15 and 1.16.

The source code, evaluation scripts, and experimental results discussed in
this thesis have not been generated or derived from such LLMs and constitute
original work from the author.
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Preamble

The Internet is one of the most prevalent tools in today’s society. What started
as a research project now connects around 6 billion users worldwide, almost
three-quarters of the world’s population [ITU2026]. The Internet is a shared
architecture that interconnects more than 75k networks [cIDR2026; Hus25].
As the Internet grew, use-cases emerged with ever-stronger bandwidth and
latency requirements. While initial applications were emails, short file trans-
fers and remote terminal accesses [Rob88], the improvement in quality of
service offered by today’s networks enables much more powerful use-cases,
such as immersive live streaming through virtual reality.

One such range of applications involves sharing the same content with
numerous clients simultaneously, known as one-to-many communications.
These scenarios typically involve live-streaming events, e.g., sports matches,
since all clients want to receive the stream as quickly as possible, but they also
occur during the release of popular software, such as system updates [Ble+18]
and video games [ope25]. While these large one-to-many communications
occur sporadically, studies show they are becoming more frequent [Li+22].
The combination of ever-increasing quality of service and large one-to-many
distribution induces a paradox, which is the starting point of this thesis:

To ingest sporadic, large one-to-many communications, network
providers must over-provision their networks far beyond daily require-
ments. As such, networks are most of the time underutilized and struggle
to offer a consistent quality of service for these one-to-many applications.

Examples showing this paradox are not isolated and represent different
entities. For example, Akamai, one of the largest Content Distribution Net-
works (CDN), reached multiple times more than 250 Tbps of traffic at peak
times [Aka22], and reported that between 20 % and 50 % of it is duplicate traf-
fic [Hol20]. Vodafone, a large telecommunications company, reported that its
network scales to ingest up to 8 Tbps of traffic, while daily requirements are
only 4 Tbps, and that this over-provisioning is especially due to live stream-
ing [Ber25]. During this thesis, we studied the evolution of the network of
OVH, a large European Cloud Provider, which exposes its network through a
weathermap [ovH]. We reported a similar over-provisioning, i.e., the network
uses less than 50 % of its capacity more than 99 % of the time [Pir+22b].

ix



X Preamble

This thesis starts from the aforementioned observation and suggests meth-
ods to improve the efficiency of communication. In the first part, we leverage
the network’s over-provisioning to propose a network-layer tunnel support-
ing Forward Erasure Correction (FEC), a form of channel coding, that reduces
application latency transparently. Instead of relying on transport-layer re-
transmissions, which require time to detect lost data, FEC injects redundant
packets into the network a priori to recover from losses more quickly.

In the second part, we focus on the principal factor that necessitates net-
work over-provisioning to ingest large-scale one-to-many communications:
how servers distribute content to their clients, using unicast transport proto-
cols. Another possibility is to rely on multicast protocols, which guarantee
efficient data distribution by replicating data where necessary inside the net-
work to reach all intended receivers. Despite the benefits of the approach,
multicast suffers from severe deployment issues [Dio+00], which hinder its
widespread adoption on the Internet. In this thesis, we reconsider the use
of multicast for large-scale one-to-many communications. We focus on the
transport layer by starting from QUIC [RFc9000], a modern protocol that re-
flects the knowledge gained from several decades of experience with TCP. We
extend QUIC with flexible multicast, a paradigm that benefits from multicast
when available and from unicast otherwise. We explore multicast transport-
layer questions such as reliability, congestion control, and server scalability.

Multicast communication was proposed almost 40 years ago and has been
extensively studied since then. Several multicast transport protocols have
been proposed, each aiming to provide scalable delivery assuming the sup-
port from a multicast-capable underlying network. The failure to deploy mul-
ticast on the Internet — also due to routing problems that we mention but
do not explore in this thesis — thus led to the all-or-nothing problem, where
multicast works if and only if the source and all receivers have end-to-end
multicast connectivity. Since then, researchers have proposed overlay net-
works by implementing multicast at the application layer on top of unicast
routing [CRZ00], with limited success. What has been less studied is the pos-
sibility of combining multicast and unicast delivery within the same reliable
transport protocol, allowing a fallback to unicast delivery if multicast is un-
available. Clients that benefit from end-to-end multicast connectivity with
the server could leverage it to improve the underlying network’s resource
usage. The others can rely on unicast to ensure data delivery directly from
the source (i.e., without requiring support from other entities). Closely inte-
grating unicast and multicast within a single transport raises several ques-
tions, including those about reliability and congestion control. This thesis
pushes these interactions further, shifting the paradigm of multicast trans-
port: clients should seamlessly transition between robust unicast and effi-
cient multicast, e.g., based on their network quality. Thinking about multi-
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cast transport this way also enables us to reconsider other historical issues,
such as how to guarantee a minimal quality of service for multicast members
in the presence of a single or a subset of bottleneck receivers. This design
is further made possible with the development of modern protocols such as
QUIC [rFc9000] and its Multipath extension [Liu+26].

An interesting question is whether supporting multicast should be imple-
mented at the transport or application layer. Indeed, applications can imple-
ment all features exposed by the transport layer, such as reliability, congestion
control, and flow control. Similarly, the application layer can be responsible
for using multicast when available and unicast otherwise, at the cost of more
implementation complexity. QUIC [RFc9000] demonstrates that these mech-
anisms, implemented in the transport, offer easier interaction for the applica-
tion. As we will analyze later in this thesis, flexible multicast heavily relies on
features exposed by Multipath [Liu+26], which is implemented in the trans-
port layer [WHB08]. With flexible multicast implemented in the transport,
applications can rely on a single protocol that simultaneously guarantees ef-
ficiency (multicast) and fallback (unicast).

While this thesis focuses solely on multicast at the transport layer, we
acknowledge that the widespread adoption of the mechanisms discussed in
some of these chapters is closely linked to multicast issues at different layers,
which involve routing and economic issues [Dio+00]. Recent advancements
in multicast routing, through Bit Index Explicit Replication (BIER) [RFc8279]
and Automatic Multicast Tunneling (AMT) [rRFc7450], aim to provide such
solutions. It is interesting to note that AMT, similarly to flexicast, shifts the
paradigm from the all-or-nothing problem to incremental multicast support,
by leveraging efficient multicast when available, and using unicast tunneling
for receivers with unicast-only support.

This thesis is split into seven chapters.

s Chapter 1 introduces the concepts needed to understand the thesis. It
covers transport-layer mechanisms introduced with TCP, and presents
the QUIC protocol and its soon-to-be-standardized multiple paths man-
agement extension. The chapter also presents Forward Erasure Correc-
tion (FEC) to recover from packet losses. Finally, we detail how multi-
cast protocols enable efficient data delivery, the challenges arising from
this communication method that hindered its deployment, and recent
advancements enabling us to reconsider its use today.

m Chapter 2 suggests utilizing the spare bandwidth stemming from net-
work over-provisioning by exposing a tunnel transparent for appli-
cations — and their underlying transport — aiming to reduce latency
in the presence of packet losses. We present the High-speed Robust
Tunnel (HIRT), a tunnel powered by IPv6 Segment Routing to dynam-
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ically inject redundant information at the tunnel ingress through For-
ward Erasure Correction techniques, allowing for faster recovery of
packet losses than relying on transport-level retransmissions. We de-
sign an adaptive FEC scheduler that adjusts redundancy based on net-
work feedback from the tunnel egress. To avoid injecting redundant
data when spare bandwidth is unavailable, HIRT detects router over-
load and prioritizes packet forwarding over generating redundant data
that may further contribute to node overload. We implement HIRT in
software and show that our optimizations allow us to protect >50 Gbps
of traffic under heavy losses. We further evaluate HIRT over Starlink,
a Low Earth Orbit network that suffers from non-congestion-induced
losses [Mic+22b], and highlight the benefits for latency-sensitive appli-
cations.

Chapter 3 reconsiders multicast transport protocols by proposing flex-
ible multicast, i.e., flexicast, as a close interplay between efficient mul-
ticast and robust unicast within a single protocol, with seamless tran-
sitions between the two. We introduce Flexicast QUIC (FCQUIC), an
extension of QUIC [RFc9000] leveraging its multiple path management
mechanism (Multipath QUIC in short) [Liu+26]. The design includes re-
liability and congestion-control mechanisms and provides a path sched-
uler that seamlessly detects multicast link failures and bottleneck re-
ceivers, falls back to unicast delivery, and reintegrates the multicast
group when possible. We provide an initial implementation of FCQUIC
based on the Multipath QUIC specifications from October 2024 [Liu+24],
and show the robustness enabled by the flexible multicast paradigm.
Next to the clear benefits of multicast over unicast in network usage,
we present benchmarks showing that FCQUIC improves server scala-
bility compared to QUIC alone.

Chapter 4 builds upon Flexicast QUIC to investigate the ACK implo-
sion problem of multicast, where a single data packet triggers acknowl-
edgments from all receivers, potentially overwhelming the source. We
design an adaptive delayed strategy to cap the acknowledgment rate
from receivers based on the data rate and the group size. Because our
testbed limits the scale of our experiments, we model the CPU load of
an FCQUIC source, enabling theoretical extrapolation of benchmarks
to larger experimental setups. We also provide a more efficient imple-
mentation of Flexicast QUIC, based on the experience from Chapter 3
and with Multipath QUIC starting from July 2025 [Liu+26].

Chapter 5 constitutes an additional contribution that arose from the dis-
cussions initiating the work of Chapter 4. A common strategy to limit
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ACK implosion is to rely on negative acknowledgments (NACKs), i.e.,
reporting only missing ranges of packet numbers. However, the QUIC
specification states that emitters can skip packet numbers when sending
packets [RFc9000], which would instead induce NACK implosion. The
objective behind this packet skipping feature is to mitigate the optimistic
acknowledgment attack, in which a client fakes acknowledgments to
the server, forcing it to increase its sending rate and thus saturating
the network. In this chapter, we analyze the optimistic acknowledg-
ment attack in QUIC, showing that despite being part of the specifica-
tion, the packet number skip was not widely implemented, and that nu-
merous QUIC implementations were vulnerable, including production-
ready stacks from tech giants deployed in real servers. We show how to
mount this attack to force all vulnerable stacks to effectively increase
their sending rate to a level significantly higher than what the underly-
ing network can support, and show how the packet number skip feature
mitigates it.

m Chapter 6 takes a step back from the contributions of this thesis, high-
lighting future research questions that emerged from this work.

m Chapter 7 concludes this thesis.
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Background

This chapter introduces all the concepts that we use throughout this thesis. It
also discusses the state-of-the-art techniques that we build upon in the sub-
sequent chapters.

1.1 Connecting two hosts over a network

Hosts use interfaces to communicate with each other, similarly to humans
having multiple ways to communicate with each other, e.g., their mouths and
hands. These interfaces rely on different underlying technologies, such as
RJ45 cables, Wi-Fi, and Bluetooth. For example, two computers can directly
transmit data if they are connected through their Bluetooth adapter. The
spread of communication technologies did not stop at having two devices
communicate directly. As such, these electronic tools often rely on a network
to carry their messages from one host to another, even if they are not directly
connected. Figure 1.1 illustrates a simplified view of two end-hosts indirectly
connected through a network. A network is essentially composed of routers,
which forward packets from a source to a destination. In that regard, we can
view the Internet as a gigantic entity composed of numerous networks. Once
a device is connected to the Internet, e.g., through its provider, it can contact
any other end-host also connected to the Internet. There are multiple points
worth discussing in Figure 1.1, from a high-level perspective.

Data
SRC: 10.10.1.1

DST: 10.10.2.2
= ==] ==]
Host 1

IP: 10.10.1.1

=

Host 2
IP: 10.10.2.2

Network

Figure 1.1: Two hosts communicate through a network.
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1.1.1 IP addresses identify devices on a network

The interfaces of end-host devices and routers are uniquely identified in a
network. Computer networks rely on the Internet Protocol, in which the in-
terfaces of devices are identified by an IP address. The first deployment of the
Internet relied on IPv4 [RFc791], where an IP address spans 32 bits, giving
roughly 4.3 billion possible addresses. Some of these ranges were reserved
for specific purposes — such as multicast, which we detail later in this chap-
ter. At the time IPv4 was designed, the Internet was only a research project
connecting at most a few hundred hosts, and that limited address space was
not a concern. However, this limitation became apparent with the exponen-
tial growth of the Internet, and the IPv4 address space rapidly became ex-
hausted, prompting the development of IPv6 [RFc8200], which uses 128-bit
addresses. Devices exchange packets to communicate, which contain, among
other things, the source and destination IP addresses, allowing routers to for-
ward them. The Maximum Transmission Unit (MTU) defines the maximum
packet size that an interface supports. In Ethernet networks, the MTU is usu-
ally 1500 B. IP addresses are allocated hierarchically, starting from the IANA,
which maintains the global pool of IP addresses.

1.1.2 Network protocols

All these devices must agree on how to communicate with each other. If we
take one more look at our previous analogy, humans developed language to
transmit information to one another. For electronic devices, this agreement
takes the form of network protocols, i.e., sets of defined rules governing the ex-
change of data. In the domain of global, interoperable, and open communica-
tion, these protocols usually take the form of specifications written in "Request
For Comments” (RFC) documents, which use a precise notation to describe
each protocol, namely its purpose, scope, and behavior. As an example, the
document describing IPv6 is RFC 8200 [RFc8200], which defines, among other
things, its header and address length, its placement within network packets,
and the operations one can perform on such packets.

The Internet Engineering Task Force is the organization responsible
for defining and writing these RFC documents. Each RFC describing a net-
work protocol allows engineers to implement their own stack, e.g., in a spe-
cific framework or programming language, while ensuring interoperability.

1.1.3 Routing protocols

Routing protocols maintain the tables used to forward packets from a source
to a destination. Returning to Figure 1.1, once the two end-hosts have their IP
addresses, they do not know how to reach each other. They only know their
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peer’s address. Multiple strategies exist to send packets to the destination,
e.g., broadcasting the data to all nodes in the network, which results in ineffi-
cient resource utilization. Static routing is another strategy where the routes
are statically defined and installed on routers. This strategy works well but
suffers from network topology changes and failures, as nodes cannot dynam-
ically learn new paths to reach the destination. A final strategy is to rely on
routing protocols to learn the path towards other nodes in the network.

Intra-domain protocols run inside a specific domain, such as an In-
ternet Service Provider network. By exchanging specific information, the
routers in the domain learn how to reach other nodes inside the domain.
Routers forward packets along the shortest path toward the destination based
on the IP destination address. OSPF [RFc5340] and IS-IS [RFc1195] are two ex-
amples of intra-domain routing protocols.

Inter-domain protocols. The Internet is a large coordination of numer-
ous intra-domain networks. While each domain runs its own services with
its own configuration, networks must coordinate to ensure global delivery of
data across the planet. BGP [rrc4271] is the inter-domain protocol used on
the Internet.

1.2 Transport protocols

IP networks provide a best-effort service to end-hosts, meaning that routers
forward packets as efficiently as possible based on current resource availabil-
ity, but without guarantee of packet reliability, latency, or order, as packets
may be altered during transmission (e.g., due to transient congestion). De-
pending on the use-case, hosts may require such ordered, reliable data deliv-
ery. For this, they rely on transport protocols.

Operating systems expose several transport protocols to end-hosts with
different service guarantees. The interface between the kernel and the appli-
cation is commonly known as the Socket API [sockeT]. This API abstracts
the transport-layer mechanisms to the application, providing the following
contracts, depending on the Socket type, which can either be SOCK_DGRAM
or SOCK_STREAM:

m SOCK_DGRAM: support for unreliable, unordered datagrams. A data-
gram is a message of a fixed length, which must fit within the MTU of
the underlying network.

m SOCK_STREAM: support for a reliable, ordered stream. This type estab-
lishes a connection between the two hosts and opens a bidirectional
byte stream. The SOCK_STREAM contract ensures that our peer will
reliably receive the data, in order, within a reasonable amount of time,
or the connection will close, indicating that the transmission failed. In
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contrast to datagrams, there are no strict boundaries, as the sent data
conceptually flows in a bidirectional single stream of bytes from the
source to the destination, even though the protocol chunks them into
individual packets to fit in the MTU of the network.

Behind these two abstractions, the operating systems use the UDP [RFC768]
protocol for SOCK_DGRAM and TCP [RFc9293] for SOCK_STREAM.

Application multiplexing and the use of ports. In addition to ensur-
ing end-to-end data delivery, transport protocols also enable application mul-
tiplexing through the use of ports: two end-hosts can communicate through
different transport instances for distinct applications simultaneously. Ports
are 16-bit unsigned integers. Some of them are reserved for specific protocols,
for example, clients sending an HTTP [RFc2616] request to fetch an HTML
page contact the server on port 80; the Secure Shell (SSH) [RFc4253] uses the
port 22.

Chaining protocols. End-hosts use transport protocols to ensure end-
to-end delivery, and rely on routers to forward them in a hop-by-hop manner,
as described earlier. While the application data is embedded within the trans-
port protocol, this transport-specific payload is encapsulated in an IP packet
to let intermediate routers forward it correctly. This mechanism defines proto-
col encapsulation: routers process the IP packet, considering the inner payload
as data, which potentially contains a TCP/UDP header.

1.3 The User Datagram Protocol

The User Datagram Protocol (UDP) [RFc768] is a simple transport protocol.
Applications send UDP datagrams in a best-effort fashion. The receiver can
process these datagrams as soon as it receives them, which may happen out
of order or with losses. A datagram is a self-contained piece of information.
UDP ensures that a datagram is either delivered entirely (i.e., no truncating),
or not delivered at all, but does not guarantee reliability.

Figure 1.2 illustrates the UDP header format. The Source and Destination
ports identify the source and destination ports of a UDP datagram, respec-
tively. The Length field represents the length, in bytes, of the UDP datagram,
including the header length. Finally, the Checksum contains the checksum
computed over a pseudo-IP header comprising subfields of the IP outer header
(including the IP source and destination addresses), the UDP header, with its
checksum set to 0, and the UDP payload. The role of this checksum is to
ensure that the data has not been corrupted during transmission. UDP is a
connectionless protocol, meaning that no endpoint keeps transport state for
the ongoing communication. The UDP header is 8 bytes long.
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Length Checksum

Payload

Figure 1.2: UDP header format. The header is fixed at 8 bytes.
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0123 45 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

Source Port Destination Port

Sequence Number

Acknowledgment Number

Data

Offset Rsvd % Elg|3|E|5|2|2 Window Size
Checksum Urgent Pointer

[Options (variable)]

Payload

Figure 1.3: TCP header format. The minimum header size is 20 bytes (Data
Offset = 5); options extend it up to 60 bytes.

The Transmission Control Protocol (TCP) is a connection-oriented, reliable
transport protocol [RFc9293]. Figure 1.3 presents the TCP header format. To
remain concise, we present only the most pertinent fields of the header for
this thesis. The Source and Destination Port have similar meanings to those
of UDP. The Sequence Number is the shifted index of the first byte of data of
the byte stream contained in this packet, modulo 2%2. The shifted index is the
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index plus the initial sequence number, a random value chosen by the end-
point during connection establishment. As we will see in the next section,
the Sequence Number is used to ensure reliability. Conversely, the Acknowl-
edgment Number is the shifted index of the next payload data byte we expect
to receive from the peer’s byte stream. The Window indicates the number of
data octets that the endpoint is willing to accept, starting from the Acknowl-
edgment Number. The Checksum has a similar meaning to UDP’s checksum.
TCP supports multiple options to extend the protocol’s behavior. As such, the
Data Offset field indicates the number of 32-bit additional words before the
data payload. Finally, control bits in the TCP header add information used
through the connection. As an example, the FIN bit is set whenever the con-
nection can be safely closed; the ACK bit is set when the Acknowledgment
Number value is significant; the SYN bit is used during connection establish-
ment. We now present how TCP ensures reliable, ordered data transfer from
connection establishment.

1.4.1 The three-way handshake

Client Server

Connection established ACK (ack=y + 1)
Connection established
Data (seq:x +1)

Figure 1.4: TCP’s three-way handshake.

The three-way handshake, illustrated in Figure 1.4, is the method TCP uses to
establish a connection. Connection establishment through a handshake has
multiple purposes. First, it allows endpoints to verify that their peer uses the
correct address, i.e., that the peer does not spoof another entity’s IP address.
Second, it allows them to negotiate the use of extensions (e.g., the Window
Scaling extension [Rrc7323]). For simplicity, we assume that the client initi-
ates a connection to the server. The client starts by sending an empty TCP
segment with the SYN flag set. This segment contains a Sequence number
that the client chooses. If the server accepts the connection, it sends a TCP
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Figure 1.5: Spurious retransmissions due to packet reordering in TCP.

segment with the SYN and ACK flags, with the client’s Sequence Number (in-
creased by 1) echoed in the Acknowledgment Number field of the sent packet.
In its turn, the server chooses its initial Sequence Number. The initial sequence
number sent in the SYN packets by both hosts must be chosen to avoid ses-
sion hijacking and prevent corruption from old, delayed packets. This three-
way procedure allows hosts to detect duplicate connection initiations. For the
client, the connection is established once it receives the SYN+ACK from the
server; for the server, it is established upon reception of the ACK segment. No
endpoint may send application data until it has established the connection.
As such, the client must wait an entire round-trip before sending data (e.g.,
its HTTP request).

1.4.2 Reliable transfer

TCP endpoints rely on acknowledgments to guarantee correct data delivery.
The Acknowledgment Number of the TCP header indicates the index of the
next byte the peer expects to receive in the byte stream. Emitters use these
acknowledgments and a loss detection mechanism to determine whether pack-
ets have been lost and need to be retransmitted.

The selective acknowledgments (SACKs) [Rrc2018] option allows a
TCP endpoint to indicate ranges of sequence numbers it received out-of-order,
as illustrated in Figure 1.5. The next expected sequence number in the byte
stream is 30, but the client already received 40 . . 50. Endpoints can advertise
a maximum of 3 to 4 ranges of out-of-order received data, depending on the
presence of other options [RFc2018].
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With SACKSs, it became possible to identify gaps in the acknowledgments.
This ability to identify and retransmit only missing data is an instance of Se-
lective Repeat ARQ (SR-ARQ), a reliability principle in which only lost or cor-
rupted frames are retransmitted. A naive strategy would be to retransmit the
data associated with the missed sequence number immediately. This strategy
does not account for packet reordering, which can happen in IP networks. As
illustrated in Figure 1.5, a delayed TCP segment may trigger SACKSs, in turn
triggering the retransmission of a TCP segment for data 30. . 40, which was
just delayed by the network. Such an event is called spurious retransmission,
and contributes to inefficiencies: (i) these spurious retransmissions contribute
to the network usage of the emitter, ultimately wasting bandwidth; (ii) the
server cannot identify whether the initial TCP segment or the retransmission
triggered the acknowledgment from the client, which makes its round-trip-
time (RTT) estimation ambiguous. Over the years, several improvements
have been proposed to TCP’s retransmission strategy:

m The Retransmission Timeout (RTO) [RFc1122] is the amount of time
the emitter waits without receiving any feedback before considering
the sent segments lost. The emitter retransmits all unacknowledged
data sent earlier than the expired RTO. The initial RTO is set to 1-3
seconds [RFC6298], but the value is adjusted to the real round-trip-time
during the communication, using the formula [RFc6298]:

RTO = RTTsmoothed + K X RTTyar (1.1)

where RT Tsmoothed and RT Ty, respectively represent the smoothed RTT
and the RTT variance. The Linux kernel uses K = 4.

m Fast Retransmit [RFc5681] is the first optimization that aims to detect
losses rather than waiting for RTO expiration. Upon reception of 3 ac-
knowledgments for the same expected next byte (i.e., three duplicate
Acknowledgment Number values) while subsequent data is sent but not
acknowledged, the TCP emitter retransmits in-flight data. Such dupli-
cate acknowledgments are generated by the receiver when it processes
out-of-order segments.

m Recent Acknowledgment (RACK) and Tail-Loss Probes (TLP) [RFc8985]
are two recent optimizations improving TCP’s loss detection and re-
silience to spurious retransmissions, aiming to replace Fast Retrans-
mits for applications with limited in-flight data. Instead of counting
(S)ACK:s to infer losses, RACK uses per-segment timestamps and lever-
ages SACKs to conduct time-based loss inferences [RFc8985]. The ra-
tionale behind TLP is to trigger ACK packets from the peer when the
tail of packets in flight is lost, rather than waiting for the RTO to expire.
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1.4.3 Congestion control

The Internet is a shared infrastructure with limited capacity. Due to its in-
creasing popularity over the years, more and more devices are connected to
the Internet, increasing the quantity of packets exchanged on the network.
Routers forward these packets as quickly as possible, while constrained by
either link capacity or the cost of processing them, e.g., updating fields in the
IP header. When packets arrive faster than these routers can process them,
they remain in the receiving queue. If the queue becomes full, the node can de-
cide to drop packets, which will be recovered through retransmissions of the
transport protocol. However, packets remaining in the queue are not dropped,;
instead, their transmission time increases. This phenomenon led to the first
Internet congestion collapse in October 1986 [Jac88]. The pressure from the
numerous devices connected to the Internet saturated the routers’ receiving
queues, creating congestion events in which the packet transmission time be-
came significantly longer than the previously measured round-trip time on
the end-hosts. These hosts then marked the packets as lost, triggering spu-
rious retransmissions, which further increased the routers’ queues, creating
a vicious circle. Measurements at that time showed a goodput up to 1000
times lower during the first congestion collapse. This event led to the de-
velopment of congestion control algorithms, whose objective is to limit the
emitter’s transmission rate in reaction to these events. End-hosts implement
these algorithms at the transport layer, where they access connection statis-
tics (e.g., RTT measurements) and control packet transmission timing. These
algorithms require network signaling to detect congestion events.

Explicit Congestion Notification. A first suggested solution used ex-
plicit notification of congestion events from routers in the network [RJ88].
However, this solution required updating all network nodes to support the
feature. Still, this work led to the standardization of Explicit Congestion Notifi-
cation (ECN) [Rrc3168]. ECN uses two bits in the IP header to indicate support
for the feature and to explicitly notify congestion. Intermediate routers along
the transmission path can mark the packet by setting the CE bit to 1 when
they detect congestion. The idea behind ECN is to notify end-hosts of con-
gestion events before packet losses occur, thereby decreasing the number of
retransmissions in the network. The exact timing for marking the CE bit based
on buffer queue occupancy is determined by Active Queue Management al-
gorithms. Though we do not detail them here, modern congestion control
algorithms leverage ECN, and modern architecture using ECN emerged, such
as Low Latency, Low Losses, Scalable Throughput (L4S) [RFC9330].

Packet losses as implicit signaling. Instead of relying on ECN, re-

searchers inferred congestion events through implicit signaling using packet
losses [Jac88]. Ideally, a congestion controller must fulfill both fairness and re-
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silience. Fairness ensures that all competing flows share the limited bandwidth
capacity equally, despite differing network conditions (e.g., RTT). Moreover,
these algorithms must be resilient and adapt to moving network conditions.
For example, a steady bandwidth share can be disrupted upon the arrival of a
new competing flow. Conversely, if more bandwidth becomes available (e.g., a
competing flow finishes the communication), the congestion controller must
be able to use this increased available bandwidth. As such, these algorithms
aim to maximize bandwidth utilization while avoiding network congestion.

Most congestion controllers operate using a congestion window, which
represents the number of bytes the emitter is allowed to send in the network
while avoiding congestion. This value is computed by the congestion control
algorithm based on its view of the network state. Next to it lies the number
of bytes in flight, i.e., the number of bytes sent to the peer that have not been
acknowledged yet. When a packet is acknowledged or lost, the emitter sub-
tracts its length from the number of in-flight bytes, recomputes its congestion
window according to its congestion control algorithm, and potentially sends
packets if the number of bytes in flight is less than the new computed window.
Two families of congestion control algorithms co-exist with different strate-
gies and goals. The primary (and first designed) family relies on loss events
to update its window, while the second models the state of the network to
maximize bandwidth usage with low latency increase.

1.4.3.1 Loss-based congestion control algorithms

The first congestion control algorithms were loss-based with the initial work
from Jacobson [Jac88]. These algorithms assume that congestion events ac-
count for the vast majority of packet losses on the Internet. These algorithms
split into two phases: slow-start and congestion avoidance [RFC5681].
Slow-start. The congestion window (cwnd) is initially set to a low value
to avoid saturating a low-capacity network at the beginning of the connec-
tion. The slow-start phase aims to quickly increase this cwnd to gain initial
insight into available bandwidth. During this phase, the congestion window
is roughly doubled every RTT. For every new ACK received from the peer:

cwnd = cwnd + min(N, SMSS), (1.2)

where N is the number of bytes previously unacknowledged that are ac-
knowledged in the incoming ACK, and SMSS is the sender’s maximum seg-
ment size. When the first loss is seen, the congestion window is halved, set-
ting the first value of the slow-start threshold (ssthresh). If cwnd < ssthresh,
the algorithm re-enters the slow-start phase; otherwise, it enters congestion
avoidance.
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Figure 1.6: Evolution of the congestion window of Reno when varying the
RTT.

Congestion Avoidance. This phase aims to carefully probe for addi-
tional bandwidth, provided no congestion event is observed, using the additive-
increase-multiplicative-decrease strategy. In a nutshell, the congestion win-
dow is increased by SMSS every RTT. When a light congestion event is ob-
served (e.g., 3 consecutive duplicate ACKs), the cwnd is halved, and the ssthresh
is updated to the same value. A retransmission timeout (RTO) expiration is
considered a severe congestion event, and the window is set to SMSS. Be-
cause cwnd < ssthresh, the emitter enters the slow-start phase to probe for
more bandwidth more quickly.

This algorithm is often referred to as the Reno algorithm, in reference to
the BSD release that implemented it in 1990 [FF96]. The Reno congestion
control algorithm struggled to achieve fairness when two competing flows
had significantly different round-trip times, because its additive-increase is
directly linked to the measured RTT. Figure 1.6 shows how the RTT impacts
the evolution of the congestion window of Reno. Moreover, the linear additive
increase induces a long delay before the congestion window reaches the value
just before the last congestion event in networks with a high bandwidth-delay
product (BDP).

To address this, researchers developed the CUBIC [Rrc9438] algorithm.
CUBIC retains the slow-start and congestion-avoidance phases but introduces
two changes that remedy the aforementioned Reno issues. CUBIC uses a cu-
bic function (rather than Reno’s linear increase) in the congestion-avoidance
phase. Figure 1.7 illustrates an example of the evolution of the congestion
window of a CUBIC sender. After a congestion event, CUBIC rapidly in-
creases its congestion window and plateaus at the previous window value
that triggered the event. After a slow increase around this value, CUBIC
aggressively probes for additional bandwidth in case the network condition
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changes. Since 2006, CUBIC is the default congestion control algorithm in
Linux distributions [Lin06].

1.4.3.2 Model-based congestion control algorithms

Loss-based algorithms react to losses as a sign of congestion. Depending
on the Active Queue Management (AQM) strategy, these losses occur only
when the receiving queue on the routers is (almost) full. Even if packets
are not dropped, their transmission time can significantly increase due to
the additional time they spend in these queues, especially when routers keep
large buffers, thereby artificially increasing the connection’s delay. This phe-
nomenon is often called bufferbloat [GN12]. A first obvious solution is to
decrease the buffer size, which may trigger unnecessary retransmissions be-
cause routers drop packets more easily.

Google researchers introduced the Bottleneck Bandwidth and Round-trip
propagation time (BBR) algorithm in 2016 [Car+16], which suggested another
strategy to estimate the bandwidth endpoints can use. Since this initial work,
two additional versions of BBR have been studied, bringing incremental im-
provements. BBRv3 [CSB26] is the latest version discussed within the IETF.
Instead of solely relying on packet loss, BBR models the network path using
recent measurements of the delivery rate, the evolution of the RTT, and packet
loss'. BBR estimates the bandwidth-delay product (BDP) based on this model,
and regulates both its pacing rate (to match the estimated bandwidth) and its
in-flight data (to approximate the BDP), targeting maximum link utilization
with minimal buffer occupancy. To quickly sample the maximum available
bandwidth at the beginning of the transmission, the BBR emitter increases

IBBRv1 [Car+17] did not use packet loss to model the network path.
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Figure 1.8: Scheme of the BBR congestion control algorithm, which alter-
nates between ProbeBW and ProbeRTT phases to model the link.

its data rate, then reduces it to allow routers to drain their queues after the
generated burst of packets. It then alternates between the ProbeBW and the
ProbeRTT phases. Figure 1.8 illustrates BBR’s behavior.

ProbeBW. The Probe Bandwidth state is the steady state of a BBR emitter.
Packets are paced at a rate close to the estimated bottleneck bandwidth, while
the amount of in-flight data is bounded around the BDP. During this phase,
BBR periodically slightly increases the sending rate above the BDP to probe
for additional bandwidth, and then decreases it to drain the buffer’s occu-
pancy. Using the ACKs from its peer, the BBR emitter estimates the available
bandwidth.

ProbeRTT. Occasionally, BBR significantly reduces its sending rate to
avoid contributing to buffer occupancy. With this reduced rate, it samples
the RTT. Using the measured RTT and previously measured bandwidth, the
algorithm can estimate new BDP samples.

1.4.4 Transport-layer security

During the design of UDP and TCP, the Internet was a research project in-
volving only a few trusted parties, and it did not handle sensitive data. As the
project gained popularity and ultimately became a public infrastructure, the
need to protect and authenticate the data exchanged increased. The Trans-
port Layer Security (TLS) protocol [RFc2246] was designed to protect the ap-
plication payload over a TCP byte stream. With TLS, two endpoints negotiate
the cryptographic material, such as which encryption algorithm to use, ulti-
mately deriving a set of TLS keys that only these two endpoints possess. They
then use these keys to encrypt and authenticate the content as TLS Records,
which are subsequently sent over the TCP connection. The latest version of
the protocol is TLS 1.3 [RFc8446]. The main sensitive part of the TLS hand-
shake is to derive the TLS Secrets, from which the set of TLS keys is computed.
An entity with access to these TLS secrets, although not part of the handshake
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Figure 1.9: Head-of-Line blocking in TCP with HTTP/2. A packet loss in
Stream 1 prevents TCP from delivering Stream 2 data to the application, de-
spite it being already received.

itself, can reconstruct the corresponding TLS keys. Let us note that these
TLS secrets are derived independently on each endpoint using the HKDF al-
gorithm [RFc5869], ensuring that both endpoints deterministically compute
identical key material without exchanging these secrets over the network.

Because TLS is negotiated independently of TCP, the TLS handshake is
performed only after the TCP three-way handshake completes, so an appli-
cation using TLS 1.3 requires a total of 2 RTTs before being able to send data;
using an older version required 3 RTTs. The Fast-Open extension [Che+14]
has been proposed to reduce the cost of connection establishment in TCP,
allowing the client to send application data alongside the connection estab-
lishment - and, with TLS 1.3, which also introduced the same feature — to a
server with a previously established connection, but this extension is hardly
deployed.

1.4.5 Shortcomings of TCP

Designed more than 40 years ago, TCP faces shortcomings in today’s appli-
cations, especially for web content, which typically uses a TCP+TLS+HTTP
stack. As discussed above, the sequential TCP-then-TLS handshake adds la-
tency, and the TCP header is forwarded in clear text, allowing external attack-
ers to track an ongoing TCP connection. In addition, TCP faces the Head-of-
Line (HoL) blocking problem due to its single-stream nature, as illustrated
in Figure 1.9. In this example, an HTTP/2 server sends two files in different
HTTP streams over TCP. Despite multiplexing enabled in HTTP/2 [RFc9113]
(older HTTP versions also suffered from HoL blocking at the application level),
a packet loss during the transmission of the first response blocks the second
because TCP delivers the byte stream in order.



1.5. The QUIC protocol 15

1.5 The QUIC protocol

QUIC [rFc9000] is a modern transport protocol aiming to solve the shortcom-
ings of TCP and replace it for web content distribution. Initially standing for
Quick UDP Internet Connections, QUIC was launched by Google in 2012 [Quic-
CHROMIUM; QUICBLOG] as an experimental project to decrease the number
of round-trips required to establish a secure connection before forwarding
HTTP data. QUIC combines transport and security (through TLS) in the same
design, bringing multiple benefits. First, connection establishment is quicker
because both the transport connection and TLS sessions are established si-
multaneously. Second, most parts of the QUIC packets are encrypted, pre-
venting third-party eavesdropping. QUIC also solves head-of-line blocking
with stream multiplexing, similarly to the Stream Control Transport Protocol
(SCTP) [rFc9260]. QUIC runs on top of UDP, meaning that QUIC packets are
sent as UDP datagrams. It allows QUIC to rely on existing SOCK_DGRAM sock-
ets to interact with the kernel. As such, the protocol can be implemented as
a user-space library and packaged inside applications. Updating or extending
QUIC is much simpler because it only requires a new library version, unlike
TCP, which inherently suffers from ossification [Hon+11]. Moreover, relying
on UDP ensures that QUIC can traverse most firewalls on the Internet, since
this unreliable protocol has co-existed with TCP for more than 40 years.

The success of this first experimental version of QUIC by Google [Lan+17]
pushed the IETF to create a working group dedicated to standardizing the pro-
tocol in 2016 [Quicwa], leading to QUIC version 1 in 2021 [RFc9000]. As of
April 2026, QUIC is used in more than 38 % of web communication across
the world [qQuic-w3]. In Belgium, around 70 % of web object fetching uses
QUIC [g@uic-LaBs], which has been in constant increase since its initial re-
lease [Lan+17; QUIC-APNIC; Zir+21].

Frame container. To further facilitate extensibility, QUIC packets work
as frame containers. The protocol defines a set of frames, each with a specific
purpose for control or data delivery [RFc9000]. For example, the STREAM
frame carries a reliable, ordered stream of data, while the ACK frame con-
tains acknowledgment ranges. Extending QUIC with a new feature is done
by adding a new frame type with the desired control logic [De +19; MB24;
Mic+22a].

Connection Identifiers. A major difference between TCP and QUIC is
how endpoints identify connections. While TCP uses the four-tuple (source
and destination IP addresses and port numbers), QUIC relies on source and
destination Connection Identifiers (CID). The primary role of this CID is to
remain capable of identifying an ongoing connection despite changes in the
underlying network address and/or port, for example, due to NAT rebind-
ing, but servers can also use this CID to embed information, e.g., for load-
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balancing [DBH25]. Each endpoint uses its own source Connection ID as the
Source CID during the handshake and uses the remote endpoint’s Connec-
tion ID as the Destination CID. Because the client does not know the server’s
Source CID when it sends its first QUIC packet, it initially chooses a Destina-
tion CID, which the server will change. Connection Identifiers are encoded
on up to 20 bytes.

1.5.1 Connection establishment

Similar to TCP, QUIC endpoints establish a connection through a handshake
to ensure bidirectional reachability and to negotiate the use of extensions and
cryptographic algorithms for secure data transfer. By embedding TLS 1.3 into
its design, QUIC reduces the two round-trips from TCP+TLS to a single one
by simultaneously establishing the transport connection and the security ses-
sion. Similarly to TCP Fast-Open, QUIC’s design includes the 0-RTT feature,
allowing a client to send application data during connection establishment, if
state from a previous connection exists. The feature is implemented in most
QUIC stacks [See25]. Finally, transport parameter exchange also occurs dur-
ing the connection handshake. Transport parameters are protocol options
that both endpoints negotiate, e.g., to discuss initial flow-control values or
indicate support for features such as Connection Migration.

1.5.2 The QUIC packet

QUIC uses two packet formats, depending on the connection state. Dur-
ing connection establishment, endpoints use the Long header format, i.e., the
header explicitly contains all the required information to create state on both
endpoints. Once the handshake is complete, endpoints use Short headers (also
called 1-RTT packets) to reduce overhead.

The Long Header has four different types, depending on the state of
the connection handshake. Initial packets contain the CRYPTO frames for the
TLS ClientHello/ServerHello, and are protected using the Destination CID
chosen by the client; as such, the traffic is not completely protected because
an external observer may decrypt the packet content. Then, the Handshake
packets carry the remaining TLS handshake data and are protected using the
keys derived during the first phase. The client uses the 0-RTT packet to send
early data if a previous connection to the same server exists. Finally, the
server can reply to the client’s first Initial with a Retry packet containing a
token that the client must echo to verify that it is not spoofing an IP address.

The Short Header (1-RTT) is used for the remainder of the connec-
tion once the handshake is complete on both sides. This is illustrated by Fig-
ure 1.10. The header contains only a few unencrypted fields. The remaining
control information is either contained in frames (i.e., payload of the QUIC
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Figure 1.10: QUIC 1-RTT (short header) packet format (RFC 9000). S = spin
bit, Rsv = reserved, K = key phase, PnLen = packet number length. In this ex-
ample, the packet number is 32 bits long for readability, but could be shorter
(8-32 bits).

packet) or part of the encrypted header. Underlined values are part of the
encrypted header.

The Header Form indicates whether this is a short (0) or long (1) header;

The Fixed Bit is always set to 1, allowing quick identification of non-
QUIC packets;

The Spin Bit allows passive monitoring of the round-trip time (RTT)
from observation points along the path between the two hosts. The
server echoes the received value, while the client spins the bit every
RTT;

The Reserved Bits must be set to 0;

The Key Phase indicates the key phase, allowing the recipient to select
the appropriate protection keys to decrypt the packet [RFc9001];

The Packet Number Length indicates the length of the Packet Number
in bytes, minus one;

The Destination Connection ID, as presented earlier, allows the recipient
to match the packet to an existing QUIC connection;

Finally, the Packet Number is encoded between 1 and 4 bytes, and con-
tains the least significant bits of the 64-bit packet number of the QUIC
packet.

The remainder of the packet contains the encrypted QUIC Payload.
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1.5.3 Packet number and packet number spaces

QUIC uniquely identifies packets using a monotonically increasing packet
number, independent of the carried frames. It contrasts with TCP’s sequence
number, which is the position of the first byte of the segment’s payload in the
byte stream. When a QUIC packet carrying reliable frames (such as a STREAM
frame) is lost, the content of the frames is sent in a new packet with increased
packet number. This way of identifying packets has several benefits over TCP,
as it allows endpoints to disambiguate lost packets from retransmissions, en-
abling more accurate and efficient loss recovery and RTT estimation. Nothing
constrains a QUIC packet emitter to use contiguous packet numbers, as we
will further analyze in Chapter 5.

Packet number spaces. QUIC uses distinct packet number spaces for
each different packet type. As each type uses a distinct set of encryption
keys, it ensures that acknowledgments of packets with one key do not cause
spurious retransmissions of packets encrypted with another set. This mech-
anism implies that the packet numbers can be reused across different packet
types, but not within the same packet type.

1.5.4 QUIC frames

The QUIC payload consists of one or more frames, which are logical enti-
ties used for both control and data delivery. These frames are encrypted and
authenticated [RFC9001], preventing external observers from inspecting their
content. Unlike TCP, where acknowledgments and flow-control updates are
forwarded in clear text, this information is securely exchanged within dedi-
cated frames. Each frame has its own type, encoded as a variable-length inte-
ger. We review the most relevant frames of QUIC version 1 in the context of
this thesis.

= PING: the role of this frame is to trigger an ACK frame from the recip-
ient. It can be used to keep the connection alive if no application data
needs to be sent.

m ACK: it contains ranges of packet numbers received by the emitter of
this frame. Similarly to TCP SACKSs, the emitter can advertise multiple
ranges of acknowledged packets, but the number of ranges is limited to
QUIC’s packet size rather than the TCP option length. The ACK frame
only acknowledges packets from the same packet number space. Be-
cause the ACK frame is used to estimate the RTT of the connection,
delaying sending such ACK frame could inflate such RTT estimation.
To prevent this inflation, the ACK frame contains the ACK Delay, in-
dicating the time the emitter waited between reception of the last ac-
knowledged packet and the emission of the frame. The ACK frame also
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Figure 1.11: QUIC’s stream multiplexing prevents the Head-of-Line blocking
problem. Stream S; is delivered even if S; is lost. The content of S; is retrans-
mitted in a new QUIC packet with increased number.

contains ECN counts. An endpoint must send ACK frames upon receiv-
ing ack-eliciting packets.

m STREAM: this frame carries reliable, ordered byte stream data. It con-
tains the Stream ID, which enables multiplexing, as well as the pay-
load offset and length for this frame. We detail the principles of QUIC
streams in the subsequent section.

m DATAGRAM: the unreliable datagram QUIC extension [RFc9221] defines
this frame as a way to send unreliable datagrams in a QUIC connection,
exposing the same service as UDP. DATAGRAM frames are also subject
to congestion control limits.

= NEW_CONNECTION_ID: an endpoint sends this frame to issue new source
Connection IDs that can be used during the connection.

m PATH_CHALLENGE and PATH_RESPONSE: endpoints send these two
frames to verify the reachability of a new network path.

1.5.5 QUIC Streams

QUIC solves the Head-of-Line blocking problem by introducing stream mul-
tiplexing, as illustrated in Figure 1.11. If packet 1 carrying a STREAM frame
with identifier S; is lost, only subsequent data from the same stream will
be blocked, which is expected because streams provide an ordered byte se-
quence. However, the stream with identifier S, can be processed by the appli-
cation even if the previous packet is lost, since both streams are independent.
The two lowest-order bits of the stream identifier indicate its stream type:
streams can either be unidirectional or bidirectional, and client or server-
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initiated. For example, a unidirectional, server-initiated stream has its lowest
bits set to 0b11, i.e., streams 3, 7, 11, ...

1.5.6 Reliability mechanism

QUIC implements its own reliability mechanism to ensure the correct delivery
of its streams. The protocol leverages recent advancements in TCP loss re-
covery mechanisms, namely Fast Retransmit [RFc5681], SACK [rFc6675], and
RACK-TLP [rrc8985]. QUIC uses acknowledgments to detect packet losses,
and probe timeouts to trigger such acknowledgments [RFc9002]. In a nut-
shell, a QUIC sender considers a packet as lost if it meets the two following
conditions:

m This packet is in flight but unacknowledged, and at least a packet with
a higher packet number is acknowledged;

m This packet was sent at least kPacketThreshold packets before an ac-
knowledged packet, or it was sent more than tTimeThreshold in the
past.

QUIC recovery’s specification recommends setting kPacketThreshold =
3 and potentially increasing it if larger network reordering is detected to avoid
spurious retransmissions. The time-based threshold, ¢t TimeThreshold, is com-
puted using the RTT estimation:

9
tTimeThreshold = s + max(smoothed_rtt, latest_rtt), (1.3)

where smoothed_rtt and latest_rtt are, respectively, the smoothed RTT and
the last RTT sample, and assuming a minimum RTT of 1 ms.

1.5.7 Applications relying on QUIC

HTTP/3 [rRFc9114] is the most prevalent application protocol running on top
of QUIC, as it natively supports the protocol’s stream multiplexing and ben-
efits from its integrated security features. The IETF discusses new exten-
sions atop QUIC and HTTP/3, such as WebTransport [FKV26], Media over
QUIC [Nan+26] and MASQUE [rFc9298]. Other protocols, such as the Do-
main Name System (DNS), have been standardized on top of QUIC [rRFc9250].

QUIC Implementations and Interop Runner. More than twenty open-
source QUIC implementations co-exist [IET25], in several programming lan-
guages. The QUIC interop runner [SI20; See25] is an initiative to provide
an open-source, free, and fully automated tool to assess the interoperability
of QUIC stacks in different scenarios. Seventeen implementations currently
participate in the QUIC interop runner.
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1.6 Managing multiple paths for a QUIC connection

Inspired by the standardization of Multipath TCP (MPTCP) [RFc8684] as the
IETF leaned toward QUIC [RFc9000], researchers investigated extending the
protocol to manage multiple paths within a single QUIC connection [DB17].
While QUIC itself has significantly changed since then, this work led to the
adoption of this extension for standardization in 2022 [Liu+26]. At the time of
writing this thesis, Managing multiple paths for a QUIC Connection is becom-
ing an IETF standard. In this section, we present the extension, highlighting
the key design ideas we leverage throughout this thesis. For simplicity, we
refer to Managing multiple paths for a QUIC Connection as Multipath QUIC.

Multipath use-cases. By managing multiple paths within the same con-
nection, transport protocols expose additional features to applications. Paths
can use different interfaces, enabling, for example, a mobile device to use its
Wi-Fi and cellular interfaces simultaneously. This combination enables two
possibilities initially discussed with MPTCP [RFc8684]:

1. Handle path failover: consider a mobile device moving away from home.
It establishes a transport connection to an IP address associated with its
Wi-Fi interface, then opens a second path from the IP address of its cel-
lular interface. When the user loses Wi-Fi connectivity, the transport
connection seamlessly falls back to the second path using cellular.

2. Path aggregation: the application can leverage these two paths to send
and receive data simultaneously. It potentially increases the cumulated
bandwidth as it is the sum of the individual bandwidths of the two
paths.

QUIC’s specification [RFc9000] includes the Connection Migration feature,
enabling the client to change the network path without breaking the connec-
tion, thereby handling path failover without requiring multiple-path man-
agement. Still, the IETF pushes forward with this Multipath extension, as
new use-cases leveraging the modern design of QUIC have emerged [RHB18;
MK?26]. Only the client can initiate the creation of new paths.

Extending QUIC path for multipath. QUIC [rRFc9000] uses a single
active path at a time. To enable multiple paths to be active simultaneously,
Multipath QUIC introduces the path ID, a monotonically increasing integer, to
identify each path. The first path of a QUIC connection, which is established
during the connection handshake, has a path ID of 0. Similar to a single-path
QUIC connection, which maintains a pool of Connection IDs to use while a
single CID is active at a time, each path in Multipath QUIC maintains a set of
CIDs to use during its lifetime. Identifying paths by path ID allows the reuse of
the same four-tuple from the underlying network path across different QUIC
logical paths.
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Path 1 validation

PATH_RESPONSE (data=D,, CID=C,)
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Figure 1.12: Example of negotiation of Multipath QUIC [Liu+26] and creation
of an additional path. We assume that the issued Destination Connection
IDs used for the first path are Cc, and Cs,, respectively, for the client and the
server. In this example, the server sends its PATH_ACK frames on the first
path.

1.6.1 Creating new paths

Endpoints negotiate multipath via the initial_max_path_id transport
parameter, which indicates the maximum path identifier they are willing to
initially support. Multipath can only be negotiated if the Connection Mi-
gration feature is enabled on both hosts. To create a new path, both end-
points must issue at least one new Connection ID for the new path with an
increased path identifier. They exchange these Connection IDs through the
PATH_NEW_CONNECTION_ID frame, extending the NEW_CONNECTION_ID
by including the associated path ID for which this CID is issued. Figure 1.12
provides an example of creating a new path in Multipath QUIC starting from
the handshake.

Path validation is a mechanism introduced in QUIC [rRFc9000] to sup-
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port its Connection Migration feature and ensure the bidirectional reacha-
bility of a new path during an ongoing connection. The client initiates a
PATH_CHALLENGE frame containing random 8-byte data, which the server
echoes through the PATH_RESPONSE using the same path. To check bidirec-
tional reachability, the server must perform the same challenge-response pro-
cedure in reverse. For Multipath QUIC, the packets containing these frames
are sent with Connection IDs issued with the path ID of the new path to val-
idate, allowing hosts to correctly identify that they belong to the validation
of a new additional path.

1.6.2 Managing multiple paths

Now that the connection can manage multiple paths simultaneously, Multi-
path extends QUIC in several ways.

Packet number spaces. Each Multipath QUIC path uses its own packet
number space, meaning that packet numbers are completely independent across
paths. Compared to a single packet number space shared across all paths,
separating them reduces complexity and can even improve delivery times on
heterogeneous paths [De 22].

Packet protection. Multipath QUIC uses the same set of TLS keys across
all paths. This set is derived at connection establishment. Because the packet
number is used when creating the nonce to encrypt the packet header, using
multiple packet number spaces may result in the same nonce computation
across different paths. To avoid this security issue, Multipath QUIC further
uses the path ID when computing the nonce. Because path IDs are unique
per path within a connection, it ensures that nonces are not repeated.

Congestion control. Each path has its own congestion control state be-
cause, e.g., Wi-Fi and cellular networks may have completely different net-
work quality. Similarly, when a new path is established, hosts must use the
initial congestion-control parameters and not infer anything about the con-
gestion state of the new path from older ones. This may raise a fairness issue
when two or more QUIC paths share the same underlying network path, since
other connections may have to share their bandwidth with more entities on
the same connection. Coupled congestion control algorithms [RFc6356] pro-
vide additional knowledge to the congestion state estimation.

1.6.3 Sending QUIC packets over multiple paths

When two or more paths are used simultaneously, they can be combined to
transfer application data. Hosts are then responsible for choosing which path
to use to convey data. This is the role of Packet Schedulers. Multiple packet
schedulers have been studied in the literature, initially for MPTCP [Paa+14]
and later for Multipath QUIC [DB17; RHB18; MK26]. While Multipath QUIC
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paths use separate packet number spaces and congestion control states, they
share the same stream state. Figure 1.12 illustrates this process: different
pieces of streams (using the STREAM frame) can be sent through different
paths. This example highlights the benefit of QUIC in separating path logic
from application data handling.

The simplest scheduler is the Round-Robin, where the host alternates be-
tween the two paths to send data. Though simple, it risks blocking the stream
if one path offers significantly poorer quality (e.g., lower bandwidth, higher
delay) than another. Another well-known scheduler is the Lowest-RTT, which
primarily sends packets to the path with the lowest RTT. As we will see in this
thesis, Multipath QUIC allows us to define more original schedulers, such as
only using the second path to retransmit reliable frames that have been lost
on the primary.

Acknowledging Multipath QUIC packets. The last important piece
brought by Multipath QUIC is the way hosts acknowledge packets. The ACK
frame is extended with the PATH_ACK by adding the path ID of the path that
conveyed the packets being acknowledged by this PATH_ACK frame. This
mechanism will be heavily used in this thesis, as it allows a host to acknowl-
edge packets received on a path by sending a PATH_ACK over another path, as
illustrated by Figure 1.12, where packets from both paths are acknowledged
through a PATH_ACK frame sent over the path using the client’s Wi-Fi inter-
face.

1.7 Forward Erasure Correction

Forward Erasure Correction (FEC) in network communication is a mechanism
in which an emitter sends redundant data, allowing the peer to recover from
packet losses without retransmissions, which take up to an entire RTT to
detect packet erasure. FEC is usually referred to as Forward Error Correction,
i.e., the set of techniques adding redundancy to recover from transmission
errors. In this thesis, we use the term Forward Erasure Correction, a subset of
Error Correction that focuses on adding redundancy to recover from packet
losses.

FEC operates on symbols, which are fixed-size units of data. A FEC en-
coder takes k source symbols and produces r coded symbols, such that a re-
ceiver collecting any k out of k + r symbols can reconstruct the original k
source symbols. The ratio & is called the code rate, and characterizes the
proportion of useful data among all transmitted symbols. We call FEC scheme
the algorithm used to generate the k + r symbols and to recover from the
packet losses.

The simplest FEC scheme is the bitwise XOR scheme, which generates
r = 1 additional coded symbol based on the k input source symbols, i.e., a sin-
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Figure 1.13: Example of Forward Erasure Correction with the XOR scheme.

gle redundant symbol. Figure 1.13 shows an example of the XOR scheme pro-
tecting 3 symbols of 4 bits each, and how the recipient recovers the loss of the
second symbol. While computationally efficient, the XOR scheme can only re-
cover a single loss per block of k symbols. More complex coding schemes aim
to generate multiple additional symbols from the same set of source symbols,
thereby increasing recovery capabilities in lossy communication. We call the
encoder the entity that generates the coded symbols, and the decoder the en-
tity that decodes them, potentially recovering from packet losses.

1.7.1 Systematic codes

FEC schemes take as input k source symbols and produce k + r coded sym-
bols, making any subset of k coded symbols sufficient to recover from poten-
tial losses to decode the k initial source symbols. Another strategy is to rely
on systematic code schemes, which do not modify the input source symbols,
and produce r additional repair symbols. This strategy has multiple advan-
tages, especially regarding latency-sensitive applications. First, because the
source symbols are sent as is, the encoder can forward them before the re-
pair symbols are generated. Conversely, non-systematic codes add latency
on the decoder, as it must wait to receive k coded symbols in order to decode
the original source symbols. With systematic codes, the decoder can forward
the source symbols as soon as it receives them and use the additional repair
packets to recover from the lost source symbols. Second, a more complex
FEC scheme than XOR requires more mathematical operations on the sym-
bols. Generating only r repair symbols with systematic codes instead of k +r
with non-systematic ones reduces the CPU load on the encoder and decoder.
The XOR scheme is a simple example of a systematic code scheme. Because
this thesis only relies on systematic codes, the remainder of this section as-
sumes the consistent use of systematic codes.
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1.7.2 Block and fountain codes

Block codes operate on a fixed number of source symbols k, generating addi-
tional r repair symbols, with a fixed code rate of % The encoder generates
these r repair symbols after seeing the k source symbols it protects. Thus,
the r additional symbols protect the same set of source symbols. Block codes
can be Maximum Distance Separable (MDS), an important property in coding
theory stemming from the optimality of the Hamming distance: any subset
of k out of the k + r symbols (independently of the mix between source and
repair symbols in the context of systematic codes) is always sufficient to re-
cover the k original source symbols. The most well-known MDS block code
is the Reed-Solomon scheme [RS60].

Fountain codes, also called rateless codes, operate without a fixed rate,
i.e., without a fixed number of additional symbols per block of k source sym-
bols [Bye+98]. Their advantage over block codes is that they allow for dynam-
ically generating more/fewer repair symbols per k source symbols. Examples
of fountain codes include Tornado [Bye+98] and Raptor codes [Sho06]. Foun-
tain codes are not always Maximum Distance Separable, as it heavily depends
on the number of generated repair symbols by sets of k source symbols. We
provide a more precise explanation of Random Linear Codes (RLC), which we
use in this thesis.

1.7.3 Random Linear Codes

Random Linear Codes (RLC) enable rateless coding by generating repair sym-
bols as a linear combination of source symbols using pseudo-random coeffi-
cients. For k source symbols Sy, S, ..., Sk, RLC generates r repair symbols
Ri,Ry, ... Ry

Ry =c1,1S1+ 1282 + -+ + ¢Sk,

Ry =¢3151 + 0252 + - -+ + 2k Sk (1.4)

5

Ry =cr1S1+c¢r Sy + -+ +cr i Sk.

The coefficients c; j in Equation 1.4 are pseudo-randomly generated. RLC thus
generates k X r such coefficients. Adding a repair symbol only requires gen-
erating k new coefficients and computing R,41 = 25:1 Cre1,jS;.

If the decoder receives any k symbols out of the k + r source and re-
pair symbols sent by the encoder, it can recover missing source symbols by
solving a linear system of equations, where the unknowns are missing source
symbols, the coefficients are the corresponding c; ; and the constants are com-
posed of the received source and repair symbols. As an example, let us con-
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sider that k = 4 and r = 2. Equation 1.4 becomes:

(15)

Ry = ¢1151 + ¢1,252 + 1353 + €1,454,
Ry =¢9181 +¢2250 + 2353 + €2.454,

Let us now consider that source symbols S; and S; have been erased. The
decoder builds the following system:

01,252 + C1,4S4 =R - C1,151 - 01,353 (1 6)
2252 +€2454 = Ry — ¢3151 — 2353

We can write the Equation as a matrix product:
ci2 cual| |S2 _ Ri—c¢1151 — 1353 (1.7)
C22  Co4| [Sa Ry — 2,151 — ¢2353 ’

Let us recall that the right-hand side of the system is known, since we as-
sume that the decoder received Si, S3, Ry, and R,. The linear system from
Equation 1.7 can be solved if the matrix is of full rank, yielding the recovery
of S; and S4. The challenge with RLC is to generate the coefficients so as to
maximize the probability of obtaining a full-rank system.

1.7.4 Block and convolutional windows

We call window the span of source symbols being protected by one or multiple
repair symbols. FEC schemes such as Reed-Solomon usually operate on block
windows, while fountain codes like RLC can also operate on convolutional
ones.

In a block-window mode, the repair symbols are generated and forwarded
in batch after the source symbols they protect, as illustrated in Figure 1.14. If
S4 and Ss are lost, the decoder must wait for the reception of R; and R; to re-
cover them both, which adds latency for the application. With a convolutional
(or sliding) window, repair symbols are generated over the current window of
source symbols. When new symbols are to be protected, they enter at the end
of the window, sliding it by one element. Repair symbols can be generated
sequentially on overlapping windows, as illustrated by Figure 1.14. Again,
considering the erasure of S; and Ss, the decoder recovers Sy directly after the
reception of Ry, and subsequently recovers Ss after the reception of R,.

1.7.5 Network packet as source symbols

This section leverages Forward Erasure Correction techniques to protect net-
work packets as source symbols. The first example from Figure 1.13 operates
on bits, while network packets weigh up to ~ 1500 B on the Internet. FEC
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Figure 1.14: Per-block (left) and convolutional windows (right).

techniques can be applied at the bit-level or packet-level, i.e., they can re-
cover from bit flipping or from complete packet erasure. Here, we investigate
the use of FEC to recover from complete packet erasure. Bit-level protec-
tion, or at least verification, is performed by transport-layer protocols such as
UDP and TCP, which both include a checksum of their respective header, the
pseudo-IP header, and the payload. On the other hand, routers usually drop
entire packets when they face congestion or due to medium imperfection. As
such, we focus on packet-level protection, i.e., source symbols are composed
of packets.

Equation (1.7) shows that we can recover from packet losses by solving
linear systems of equations. However, the bytes that compose network pack-
ets are integers constrained to the natural numbers, whereas techniques such
as Gaussian Elimination on computer systems may introduce floating-point
imprecision. To perform such complex mathematical operations on network
packets, the standard approach is to rely on Galois Fields, which exclusively
operate on an integer space. Because packets are composed of bytes, we
use the Galois Field GF(2%). In this field, addition and subtraction are per-
formed using XOR operations, whereas multiplication and division require
more complex successive operations.

1.8 Multicast

The rise in popularity of the Internet motivated researchers to design more
efficient ways to distribute information to receivers. Protocols we have de-
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Figure 1.15: Example of unicast and multicast.

tailed so far use unicast forwarding: a single source sends packets to a single
receiver. This communication method works well for web content, e.g., a
client requesting a specific page from a specific server. However, use-cases in
the 90’s emerged in which multiple receivers request the same content simul-
taneously, such as to participate remotely in IETF and SIGCOMM meetings.
Considering n simultaneous clients in such scenarios, using unicast protocols
leads to inefficient network resource usage and additional work for the server,
as illustrated in Figure 1.15. We call this communication method one-to-many,
in opposition to the one-to-one method we described until now.

A much more efficient way to distribute this duplicate content is to send
the data once and let the network replicate it to all receivers. It led to the
development of multicast protocols, in which the core idea is that at most one
copy of each packet traverses every link in the network, enabled by intelligent
replication. This mechanism of duplicating packets only when needed forms
a multicast tree, rooted at the source, with receivers acting as leaves.

1.8.1 IP Multicast

IP Multicast is the first major initiative to improve the efficiency of one-to-
many communication, inspired by Dr. Deering’s work [Dee88; rRrc1112] and
based on the Internet Protocol (IP). An IP Multicast group is identified with
a group IP address that receivers can listen to. IP Multicast reserves the IPv4
224.0.0.0/4 prefix, and ff00::/8 prefix for IPv6. In opposition to unicast, where
the sender uses the receiver’s IP address to send packets, a multicast sender
uses the multicast group’s IP address as the destination address.
IGMP/MLD. Receivers advertise their willingness to listen to a specific
multicast group to their access router with the Internet Group Management
Protocol (IGMP) [RFc1112; RFC2236] in IPv4 and the Multicast Listener Dis-
covery (MLD) [RFc2710] in IPv6. The access router then propagates the mem-
bership information upstream through the multicast routing infrastructure.
Protocol-Independent Multicast (PIM) is the most widely used pro-
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tocol to build the multicast tree, available in multiple flavors. The initial
multicast design relied on the Any-Source Multicast (ASM) model, in which
a multicast group is uniquely identified by its group IP address. PIM Dense-
Mode (PIM-DM) [rFc3973] uses a flood-and-prune algorithm to build the
multicast distribution tree. Multicast packets are first flooded in the net-
work, and routers without active membership for the multicast group send
prune messages to prevent further packet arrivals. PIM Sparse Mode (PIM-
SM) [rrc7761] defines the concept of Rendezvous Point (RP), a router chosen
in advance and known to all routers in the network, that operates as the root
of the multicast trees of the network. The first-hop router of the source send-
ing packets to a specific multicast group must first tunnel them towards the
RP, which then starts sending packets along the tree.

Upon reception of an IGMP/MLD request from an end-host, the router
forwards PIM Join messages for the specific multicast group IP toward the
Rendezvous Point, using the underlying multicast routing tables to determine
the best path to reach the RP. These PIM Join messages are propagated hop-
by-hop, creating state on each intermediate router that indicates: "For this
multicast group IP address, the router will forward each packet to the in-
terfaces from which it received a PIM Join". If a router receives a PIM Join
for a group for which it already has state, it does not propagate the mes-
sage further. Instead, it adds the interface from which this later message was
received to the list of outgoing interfaces for this group. This mechanism cre-
ates a reverse shortest-path multicast tree toward the RP, as it is built from the
leaves. Because PIM uses information from the underlying routing protocol,
it is protocol-independent when building this tree.

The MBONE [Eri94] was the first large-scale deployment of IP Multicast
on the Internet. It was initiated in 1992 as an experimental project to support
multi-point audio and video conferencing, supporting multiple protocols, in-
cluding VIC [M]95] and VAT.

The ASM model suffered from several issues. First, using a Rendezvous
Point means that all multicast trees start from the same place, limiting the
network’s scalability because the RP becomes a bottleneck when numerous
trees are present. Second, the model prevents source filtering, meaning that
any potentially malicious device could send data to any group. Third, address
collisions arise when multiple sources distributing different content use the
same multicast group IP by accident. These issues led to the design of Source-
Specific Multicast (SSM) [rrc4607] and the deprecation of ASM on the Inter-
net [RFc8815].

Source-Specific Multicast (SSM) identifies a multicast group through
the group IP G and the source’s IP address S, thus forming the (S, G) tu-
ple. SSM addresses the aforementioned issues by allowing PIM to propagate
JOIN messages directly toward the source, avoiding the need for a Rendezvous
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Point. The remainder of this thesis focuses on Multicast SSM.

1.8.2 Multicast Transport

Applications primarily use UDP as the transport layer for multicast. TCP’s de-
sign does not extend to one-to-many connections, making multicast commu-
nication initially unreliable. For more than two decades, extensive research
has been conducted to design multicast transport protocols [LG96; Obr02;
LP96] that offer the same service and agility as their unicast equivalents, such
as TCP.

One-to-many transport challenges. The one-to-many nature of mul-
ticast necessitates a different paradigm than what was designed for unicast
protocols. As a comparative note, one can imagine the potential frustration
during primary/high school lectures. A single teacher must adapt their in-
formation rate to the whole classroom, which is composed of students with
different levels of understanding, as opposed to private lessons where the
teacher adjusts the explanation to a specific student. This analogy trans-
poses to multicast transport naturally. Multicast congestion control algo-
rithms must handle heterogeneous receiver sets, which forces them to limit
the sending rate to the slowest client, thereby impacting communication for
the other receivers [ML09]. For example, PGMCC [Riz00] elects a single mem-
ber of the group to infer the sending rate of the source. Another possibility is
to use multiple groups, each with a different bit rate, to accommodate slower
receivers without impacting those with higher available bandwidth [KB03].

The TCP-Friendly Multicast Congestion Control (TFMCC) [RFc4654], ini-
tially proposed in [WHO01], defines a congestion control for single-rate multi-
cast delivery, based on receiver feedback, and adapting to the slowest receiver
in the group. TFMCC uses a simplified version of Reno’s algorithm, by com-
puting the estimated rate X as:

$

X RTT x (\2p/3 + (12 X A3p/8 X p X (1 +32p?)))’
with p the loss rate, RTT the RTT in seconds and s the packet size in bits.
Another challenge arises with one-to-many reliable communication. Sim-
ilarly to congestion control, a receiver exposed to numerous losses may block
the remainder of the group, resulting in degraded communication quality.
Moreover, reliability is ensured through acknowledgments, leading to the
ACK implosion problem in multicast, since a single data packet sent by the
source triggers an acknowledgment from each receiver, potentially overwhelm-
ing the source. Research explored several ways to mitigate the ACK im-
plosion problem, including hierarchical acknowledgments and negative ACK
(NACK). RMTP [Pau+97] clusters receivers in sub-groups, and elects a desig-
nated receiver per group that is responsible for collecting acknowledgments

(1.8)
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Figure 1.16: Example of Forward Erasure Correction using the XOR, gener-
ating a single repair symbol S to protect three source symbols S;, S, and Ss.

from its members and sending an aggregated ACK to the source. Pragmatic
General Multicast (PGM) [Gem+03] combines hierarchical acknowledgments,
NACKSs, and NACK suppression to scale to large receiver groups.

NACK and suppression. A common technique to scale while limiting
the impact of the ACK implosion problem is to use negative acknowledg-
ments (NACK). Instead of acknowledging received packets, receivers report
only gaps in the observed sequence, if any. As such, in perfect condition with-
out packet losses, receivers do not send any feedback to the source. Another
issue arising from NACK is the NACK implosion problem, which occurs when
numerous receivers observe the same gaps in the packet sequence. These
receivers all send the same report for the same gap simultaneously, over-
whelming the source. Researchers proposed NACK suppression to mitigate
the impact of NACK implosion: instead of directly sending a NACK, receivers
start a random timer before sending the message [AM02]. The first NACK the
source receives is echoed to all receivers via multicast. Receivers getting the
echoed NACK for the same gap cancel their own NACK. In the ideal case, a
single NACK returns to the source.

Forward Erasure Correction (FEC) suits multicast communication, as
a single repair packet can recover distinct losses on different clients [BLM02],
as illustrated in Figure 1.16. In this example, client R; received symbols 1 and
2, while R, received 1 and 3; both received the repair symbol Sg. Even using
a simple XOR algorithm, a single repair packet sent on multicast allows both
receivers to recover their losses. Multiple multicast transport protocols rely
on FEC, either proactively [RKT98] or upon loss detection [Gem+03].



1.8. Multicast 33

01 2 3 45 6 7 8 9 10111213 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

ver type hdr_len sequence
source_id
instance_id grtt back-off| gsize
flags fec_id object_transport_id

fec_payload_id (variable)

Payload

Figure 1.17: NORM NORM_DATA message format.

1.8.3 NACK-Oriented Reliable Multicast

The NACK-Oriented Reliable Multicast (NORM) protocol [RFc5740] is an IETF
standard since 2009. NORM uses multicast above UDP to send data to re-
ceivers, assuming a working underlying multicast network. Figure 1.17 rep-
resents NORM’s header for application data forwarding.

The first eight bytes of the header are generic to all NORM messages,
while the remaining bytes are specific to NORM_DATA messages, which con-
vey application data. NORM combines NACK with echo/suppression to limit
(N)ACK implosion, and uses Forward Erasure Correction to recover from
packet losses instead of pure packet retransmission. The protocol embeds
multiplexing via objects. A NORM source estimates its sending rate using a
variation of the TFMCC specification [RFc4654]. NORM receivers estimate
their own view of the loss rate, then estimate their reception bit rate using
Equation (1.8). Receivers advertise their rate in response to NORM_CMD (CC)
queries emitted by the source. The source sets its sending rate to the slowest
advertised value. To avoid message implosion, the source echoes the slowest
advertised sending rate on the multicast channel. Receivers with a higher rate
thus avoid sending their own rate.

1.8.4 Multicast deployment issues

The potential benefits of multicast raised the research community’s inter-
est in the 1990s, arguably the golden age of multicast protocols. The com-
bination of several reasons prevented its widespread inter-domain deploy-
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ment. Some technical causes have been identified and discussed in the liter-
ature [Dio+00]. We review some of them, as they lay the foundation of this
thesis, but acknowledge that multiple other reasons, e.g., political and finan-
cial, contributed to the lack of Internet deployment of multicast.

Multicast state on routers. PIM requires each router on the multicast
tree to maintain per-group state. However, the memory available for multi-
cast state is often limited on routers, thus constraining the scale of possible
multicast communication in large networks. There are two possible reactions
when a router receives a new PIM Join, and its state is full, depending on the
router’s strategy. First, it drops the coming Join, thus stopping the creation of
the tree for this group. Therefore, receivers will never receive the multicast
traffic for this group. Second, it can broadcast the traffic linked to groups with
no state due to memory saturation, which can lead to network flooding, and
ultimately to numerous packet losses due to high bandwidth usage [Vig+10].

Lack of inter-domain multicast. Intra-domain multicast worked well,
motivating network operators to try establishing multicast connectivity be-
tween domains (e.g., the MBONE). However, inter-domain multicast requires
trusts between entities and dedicated protocols, such as multicast extensions
for BGP [rrc4760]. The lack of efficient and easy-to-deploy inter-domain
mechanisms constrained multicast to intra-domain boundaries. This ulti-
mately led to the chicken-and-egg problem of multicast: to motivate operators
to deploy inter-domain multicast, an important use-case must be developed,
while application developers will not rely on the technology until it is de-
ployed.

Receiver model mismatch and security considerations. Multicast
was designed with a receiver-driven model, i.e., receivers choose which mul-
ticast group to listen to, without the source’s consent. Worse, a source inside
an IP multicast network does not know the exact set of receivers listening to
the group. A misbehaving endpoint injecting packets can impact numerous
receivers, as each packet is replicated in a multicast network, thus amplifying
the effect of injection attacks.

The all-or-nothing of multicast. Due to the aforementioned issues, de-
ploying multicast became an all-or-nothing problem: to receive multicast con-
tent, hosts need an end-to-end working multicast network from the source.
A single router along the path between the source and the receiver without
multicast support entirely breaks reachability. Similarly, multicast transport
protocols, such as NORM [Rrc5740], assume end-to-end multicast connec-
tivity from the source to the receivers, without fallback mechanisms in case
(subsets of) receivers lie in unicast-only networks, further limiting the attrac-
tiveness of multicast for application maintainers.
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1.8.5 Application-layer multicast

The lack of inter-domain multicast deployment led researchers to develop
protocols to construct multicast trees at the application layer, using unicast
protocols beneath. End-System Multicast [CRZ00] first constructs an overlay
network directly from the receivers, then builds an application-layer multi-
cast tree from it. Packets are forwarded along the tree using hop-by-hop uni-
cast. Overcast [Jan+00] is another application-layer multicast architecture
building an overlay network from the participating end-hosts. These meth-
ods enable multicast across domains at the cost of efficiency, since all traffic is
replicated at the application layer, potentially sending multiple copies of the
same packet over the same physical link.

To bridge native and application-layer multicast, Transparent Hybrid mul-
ticast [RFC7046] proposed a common multicast API that allows both underlay
(native IP multicast) and overlay implementations, allowing applications to
transparently use the most efficient multicast service available in the net-
work. The API also supports building gateways that interconnect separate
multicast domains across the Internet.

1.8.6 Recent Advancements in Multicast

Recent protocols have been proposed and standardized to address some of the
issues stemming from the initial design of multicast.

The Bit Index Explicit Replication (BIER) architecture [RFc8279] solves
the scalability problem stemming from per-group multicast state by embed-
ding the multicast tree inside the packet header. Instead of explicitly building
the trees, a BIER ingress router encapsulates packets with a BIER header that
contains a bitstring, where each bit identifies an egress router in the network.
A bit with a value of 1 indicates that the corresponding egress node must re-
ceive the packet. BIER leverages the underlying routing algorithm to reach
all the intended egress routers, while intermediate routers use simple bitwise
operations to forward packets without creating forwarding loops. Only the
ingress router must keep per-group state, i.e., the bitstring corresponding to
a (S, G) tuple, since the other routers rely only on the bitstring to forward
the packet along the implicit multicast tree. The drawback of this approach is
that the bitstring consumes space in the data-plane, proportionally to the size
of the network. BIER-TE is an extension allowing custom traffic-engineering
techniques, e.g., to bypass the shortest-path routing algorithm [RFc9262].

Automatic Multicast Tunneling (AMT) [RFc7450] addresses the inter-
domain deployment problem by allowing receivers in unicast-only networks
to still benefit from multicast delivery without network support, by creating
UDP-based tunnels. AMT introduces two components: the AMT Gateway
running on the client, and the AMT Relay, a node at the edge of a multicast-
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capable network that serves as the tunnel’s ingress. When the client wants
to receive multicast traffic, its gateway establishes a tunnel to the relay, fol-
lowing the AMT handshake procedure [RFc7450]. The relay then joins the
tree in its multicast-capable network, using the standard IGMP/MLD proce-
dure. Then, all multicast traffic is encapsulated in the established UDP tunnel
to the AMT Gateway, finally reaching the client’s application. This process is
transparent from the receiver application’s perspective since the decapsulated
traffic is multicast, even though the underlying network does not support
multicast routing. AMT directly addresses the all-or-nothing problem by en-
abling incremental multicast deployment: multicast-capable networks bene-
fit from multicast efficiency, while unicast-only clients receive traffic through
tunnels. AMT Gateways discover AMT Relays through anycast and DNS ex-
tension [RFC8777].

Tree-DN, standing for Tree-based Delivery Network [RFC9706], is the first
application that leverages AMT to distribute video streams using multicast
over the Internet. In practice, sources send content over GEANT, the Euro-
pean research network that supports IP Multicast and hosts AMT Relays. As
a concrete deployment example, the VLC media player was extended with
an embedded AMT Gateway daemon, enabling end-users to receive multi-
cast streams from GEANT’s AMT Relays without any network-level multicast
support on their side. EUMETCast [EUMETCAST], EUMETSAT’s distribution
system for meteorological data, is another example of application using AMT
in GEANT.



A High-Speed Robust
Tunnel using Forward
Erasure Correction

In this chapter, we leverage spare bandwidth to reduce application latency
during loss events by transparently protecting traffic with Forward Erasure
Correction at the network layer. We design, implement, and evaluate a high-
speed extension of IPv6 Segment Routing (SRv6) in that perspective. This
SRv6 extension aims to provide a tunnel in which packet losses can be recov-
ered on time to improve application latency, transparently for the applications
that do not need to implement FEC themselves.

Because this tunnel operates at the network layer, it must process packets
at high speed. We thus focus on an efficient design and software implemen-
tation, capable of handling >50 Gbps of traffic under heavy losses. When
run over Starlink [STARLINK], a real network that exposes non-congestion-
induced losses [Mic+22b], we further demonstrate the benefits of transpar-
ently protecting data-plane traffic to improve the tail latency of HTTP re-
sponses and file system operations. This chapter led to a publication at the
International Conference on Network Protocols (ICNP) in 2024 [NMB24].

2.1 Introduction

While the Internet used to be limited by the available bandwidth of a flow,
this over-provisioned network capacity shifts the priority to improving the
latency of modern applications. As such, content providers seek optimiza-
tions to reduce the time to completion of HT TP requests [Tre+21], especially
focusing on the latency of the slowest responses — referred to as tail latency.
Studies have shown that accepting a slower 1% response time for web ser-
vices can seriously erode market share [Jak; Aka]. For instance, this require-
ment led to 5G networks being built with low latency as a key feature [SYJ19;
Sac+18b; Sac+18a]. Other modern use-cases require low latency, including
automotive, augmented reality, online gaming, and future applications such
as telemedicine. In these contexts, a slow response can result in poor user
experience at best or serious casualties at worst.

Standard Selective-Repeat ARQ (SR-ARQ) loss recovery mechanisms used

37
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by standard transport protocols, such as TCP [rRrc9293] and QUIC [RFc9000],
are not well-designed to provide low latency in lossy networks. First, time-
consuming retransmissions can take several round-trip times [rRFc2988]. In
case of high end-to-end delays, the added retransmission time can severely
impact the application and, consequently, the quality of experience. Second,
retransmission mechanisms require resources on the sender and the receiver.
The sender must manage retransmission timers, and both endpoints must
maintain buffers to store out-of-order data or to retransmit potential losses.
This can be problematic for devices with limited memory and computing
power, such as embedded systems. Long flow completion times also drain
battery life on portable devices by keeping network chips awake [Wel22].

Finally, on networks that expose non-congestion-induced losses, such as
Starlink [Mic+22b] and 5G Fixed Wireless Access (FWA), loss-based conges-
tion control algorithms may inadequately decrease the transmission rate at
the source. Network service providers know that packet losses can nega-
tively affect the performance their customers perceive. To cope with packet
losses in access networks, some network operators have deployed middle-
boxes that intercept TCP connections to improve their performance [Xu+15].
However, with the growth of QUIC [rRFc9000] and the use of encrypted tun-
nels for VPNs, network operators cannot deploy middleboxes that intercept
all these connections. Recent works, such as Sidekick, show that encrypted
data can still provide benefits when using such middleboxes for QUIC traf-
fic [Yua+24].

Forward Erasure Correction (FEC) can be used to alleviate the cost of
retransmissions [Bad+17; MDB19; Coh+20b; Kim+12; Det+15; Mic+22a]. It
adds redundancy packets a priori, in contrast to ARQ mechanisms [Wel82],
which act a posteriori, retransmitting packets after receiving feedback from
the receiver. The added delay is significantly reduced as it corresponds to the
arrival of the redundancy packets, which are independent of the RTT. This
delay benefit comes at the cost of increased memory, CPU, and network band-
width use compared to classical SR-ARQ mechanisms [COM10]. Indeed, gen-
erating the repair symbols on the encoder requires numerous linear combi-
nations of bytes with the Random Linear Code (RLC) encoding scheme, while
recovering (one or more) symbols requires solving linear systems of equations
on the decoder. If not carefully designed, this can slow packet processing, ul-
timately leading to decreased performance. FEC consumes more bandwidth
than SR-ARQ, since the encoder generates the repair symbols a priori. Even
if adaptive coding algorithms, such as the one we present in this chapter, dy-
namically adjust the redundancy rate based on the perceived loss rate, the en-
coder usually sends more repair symbols than an SR-ARQ mechanism, which
retransmits only lost packets (excluding spurious retransmissions). In light
of the bandwidth over-provisioning of network operators, we argue that this
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additional bandwidth consumption, though it should be minimized, is neg-
ligible in most situations. When bandwidth is limited, it should be possible
to disable FEC protection. We also concede that FEC requires additional re-
sources for mathematical computation, with potential energy considerations
that we do not discuss in this chapter.

We leverage the fact that many network operators are replacing their core
IP or MPLS network with Segment Routing [Fil+15]. In particular, the de-
ployment of IPv6 Segment Routing [RFc8754; Tia+24] provides support for
network programming [RFc8986], enabling operators to deploy advanced ser-
vices in their networks. This chapter proposes the High-Speed Robust Tun-
nel (HIRT), which implements FEC at the network layer using IPv6 Segment
Routing. As further detailed in this chapter, HIRT enables the protection of
multiple segments simultaneously or even an entire backbone inside a tunnel
formed by intermediate nodes in the network such as routers. FEC can be
suggested as a service to end-hosts wishing to optimize the latency of their
applications without requiring them to implement FEC themselves. Multiple
end-hosts may benefit from the same tunnel simultaneously without com-
promising the security and integrity of their communication. Tunnels play
an important role in the Internet today. They are used for Virtual Private
Networks [Ber06], networks using orthogonal technologies [BWL07; Sch21;
PB20], MPLS [Arm00], Segment Routing [Fil+15] and even in cellular net-
works [Pra+16].

Three main questions arise when considering FEC at the network layer,
which we discuss in the following sections:

1. What are the benefits of adding FEC in SRv6? Should not FEC be im-
plemented in the transport or application? (Section 2.3);

2. How to adapt the ratio of redundancy packets to the network condi-
tions to avoid wasting too much bandwidth while offering good enough
protection to recover losses in the tunnel? (Section 2.5);

3. How to efficiently generate redundancy packets and provide fast lost
data recovery to simultaneously protect distinct flows? (Section 2.6).

The use of FEC below the transport layer to protect aggregated traffic across
data centers has already been explored by Maelstrom [Bal+11]. Maelstrom
uses multiple interleaved XOR coding windows to recover from burst losses.

We provide an implementation of HIRT leveraging IPv6 Segment Routing
(SRv6) [RFC8754] and its network programmability [RFc8986] to deploy FEC
tunnels protecting specific segments in the network. Figure 2.1 shows an ex-
ample of the overall architecture of HIRT to protect a VPN session. The Cus-
tomer Edge (CE) encapsulates the traffic from the Client with an SRv6 header
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Figure 2.1: Architecture of HIRT to protect VPN traffic. The PE encapsulates
the packets from its client with an SRv6 header and adds the Encoder and
Decoder SIDs to protect the packets with HIRT. The Encoder also assigns an
Encoding Symbol ID (ESI) to each source symbol and generates the repair
symbols (dashed packet) using the RLC coding scheme. The CE decoder re-
covers the losses using the received symbols (source symbol with ESI=1 and
the repair symbol) and decapsulates the SRv6 header of the source symbols
before transmitting the packet to the server. The repair symbol does not exit

the tunnel.

to trigger FEC protection without requiring the Client or the Server to im-
plement FEC themselves. HIRT leverages the Convolutional Random Linear
Code (RLC) [rRFc8681] to dynamically adapt the amount of redundancy. We
implement HIRT in FastClick [BSM15] with several optimizations, including
kernel bypass and a scalable multithreading architecture. We show that HIRT

can protect >50 Gbps under >3 % losses.

We further demonstrate the effectiveness of HIRT over the Low Earth Or-
bit (LEO) satellite network Starlink [STARLINK], which exhibits non-congestion
induced losses [Mic+22b] that can double the flow completion time of short
requests. We use HTTP benchmarks to show that HIRT can effectively re-
cover lost packets independently of the transport protocol and reduce this tail
latency by up to a factor of 2. HIRT also reduces the request completion time
of longer responses by several RTTs by recovering packet losses without im-
pacting the end-host’s transport congestion controller. Finally, we highlight
the benefits of HIRT on a network file system benchmark using Starlink. We
show that the tail latency is reduced by up to 20 %. The source code of Mael-
strom is not publicly available for comparison. As such, it is not possible to
compare the performance in high-speed environments. As an indication, in
2011, Maelstrom could protect up to 700 Mbps of traffic. Instead, we build an
ad hoc packet simulator generating reproducible losses and implement HIRT
and Maelstrom to further compare their performance in Section 2.9.2.

Contributions. We make the following contributions in this chapter:
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m The design of HIRT inside IPv6 Segment Routing.

m An adaptive algorithm to schedule the generation of repair symbols
based on loss estimation feedback and RLC.

= A high-speed implementation of HIRT, enabling >50 Gbps of traffic
protection under heavy losses.

m Evaluations of HIRT in a real network exposing transmission errors
(Starlink) under HTTP and file transfer benchmarks.

m A packet simulator where we compare HIRT and the closest state-of-
the-art, Maelstrom [Bal+11] under reproducible loss patterns.

The remainder of this chapter is organized as follows. We first provide a
reminder about IPv6 Segment Routing in Section 2.2. Then, we highlight the
benefits of FEC at the network layer compared to other approaches in Sec-
tion 2.3. We detail our design of HIRT at the network layer with IPv6 Segment
Routing in Section 2.4. Section 2.5 presents our adaptive FEC scheme to dy-
namically respond to the estimated network conditions. Section 2.6 presents
our approach and the challenges to enable high-speed FEC on routers. We
benchmark the system in Section 2.7 and evaluate its impact over Starlink in
Section 2.8. Section 2.9.2 compares HIRT to Maelstrom through simulations.
Finally, we present the related works in Section 2.10 and conclude this chapter
in Section 2.11.

2.2 IPv6 Segment Routing

Routing protocols populate the forwarding tables of routers in a network.
Through what we commonly call the control plane, routers exchange topolog-
ical information, ultimately letting them have a global view of the network.
To determine the path packets follow, routing algorithms usually compute
the shortest path towards all other nodes in the network. Based on the IP
destination address, routers then use this shortest path to forward packets.

However, this mechanism only uses the shortest-path policy based on
shared topological information, whereas use-cases may require other, specific
paths to send packets depending on specific source/destination pairs. For ex-
ample, network operators may want to use longer, less-optimized paths for
backup applications to keep available bandwidth on the faster path for sen-
sitive applications. This class of routing strategy is called traffic engineering,
and led to the development of source routing. In source routing, the source
partially or entirely defines the path a packet takes to reach the destination,
bypassing the network’s underlying routing algorithm.

IPv6 Segment Routing (SRv6) [Rrc8754; rRFc8402] enforces the spe-
cific behavior to execute inside the packet. An SRv6 source defines a list of
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Figure 2.2: SRv6 Segment Routing Header (SRH) format.

segments, indicating the intermediate endpoints a packet must traverse, and
how these intermediate nodes must forward it. Only the segment endpoint
processes the specific forwarding method defined in the segment; all non-
endpoint routers forward the packet using the underlying routing algorithm,
usually the shortest-path algorithm. IPv6 Segment Routing is implemented
in the Linux kernel version 4.10 [LB17].

2.2.1 IPv6 Segment Routing Header

IPv6 Segment Routing (SRv6) [RFc8754] uses the IPv6 data plane in the seg-
ment routing architecture. Segments Identifiers (SIDs) are represented as IPv6
addresses, i.e., each segment is 128 bits long, and the segment list consists of a
list of the IPv6 addresses of intermediate endpoints. The ingress router of the
SRv6 data plane adds an SRv6 header, which is represented in Figure 2.2. The
router either adds the header after the existing IPv6 header or completely en-
capsulates the packet with new IPv6+SRv6 headers. The segment list works
as a reversed stack: the first segment to process is the last segment (index
n — 1), all the way back to the top. The Segments Left indicates the index
of the active segment in the list and is decremented at each endpoint, while
the Last Entry indicates the index of the last segment in the list. Like other
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IPv6 routing headers [RFc8200], SRv6 defines Type-Length-Value (TLV) op-
tions. The Type and Length are 8 bits long. The Length indicates the length of
the Value field. SRv6’s specification [RFc8754] defines Padding TLVs, as the
SRv6 header must be a multiple of 8 bytes long.

2.2.2 SRv6 Packet processing

Algorithm 1: SRv6 packet processing.

Segments Left «— Segments Left —1

IPv6 Destination Address «— Segment List[Segments Left]

Execute network programming function of the previous
(finished) segment

1 if IPv6 Destination Address ¢ local SID table then

2 ‘ Forward packet using standard IPv6 routing > Transit node
3 else

4 if Segments Left = 0 then

5 ‘ Remove SRH and deliver to next header > Final endpoint
6 else

7

8

9

Algorithm 1 summarizes SRv6 packet processing on a segment routing-
aware router. For clarity, we omit parts of the algorithm related to IPv6 Hop
Limit verification. When a packet is SRv6-encapsulated, we can distinguish
endpoint routers from transit routers. An endpoint router is the termination
point of a segment; i.e., one of the segments in the list corresponds to a lo-
cal segment identifier of this router. There are as many endpoints as there
are segments in the list. A transit router is not a segment termination, and
simply forwards the packet to the active segment endpoint. The concept of
segmenting the path is reflected in the IPv6 header: the IPv6 header’s des-
tination address is set to the segment identifier of the active SRv6 segment,
allowing a transit router to forward the packet solely based on the IPv6 des-
tination address (Line 2).

A segment termination (i.e., endpoint) processes the packet differently
(Lines 4-9). If it is the last segment of the list (Segments Left = 0), it removes
the SRv6 header and processes the next header in the IPv6 headers chain, po-
tentially processing subsequent protocols, e.g., TCP (Line 5). Otherwise, be-
cause the router is the endpoint of the current segment, it updates the packet’s
destination address to the next segment in the list - by decreasing the Seg-
ments Left. Line 9 indicates local processing of the segment by the endpoint,
which relates to the Network Programming paradigm [RFC8986].
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2.2.3 SRv6 Network Programming

The SRv6 Network Programming framework [RFc8986] allows operators to
define specific functions to execute on segment endpoints. Line 9 of Algo-
rithm 1 refers to the execution of a local function associated with the active
SID, which is the core of the SRv6 Network Programming framework. In
practice, these functions are encoded in the segment identifier (SID), which
is an IPv6 address. The framework leverages the large 128-bit long address
space to semantically split an address into LOC:FUNC:ARGS, ensuring that
|LOC| + |[FUNC]| + |ARGS| < 128:

m LOC stands for locator. In practice, this is (one of) the endpoint’s pre-
fixes, allowing transit routers to forward the packet to the correct seg-
ment’s termination point;

m FUNC refers to a specific function that the endpoint applies before/when
processing the packet;

m The ARGS embeds parameters to further specify the behavior of the
function to execute on the packet.

The exact mapping between FUNC/ARGS and the associated functions/argu-
ments is left to the network operators to define, but once the policy is deter-
mined, this framework allows SRv6 ingress routers to define specific packet
processing along a determined path to reach the destination.

Multiple SRv6 network programming functions have been standardized
to allow strong traffic engineering capabilities [RFC8986; Aub+16; Jad+19].
For example, the End function defines the packet’s basic processing: after
decrementing the Segments Left and updating the IPv6 Destination Address,
the endpoint forwards the packet according to the underlying routing algo-
rithm’s policy. The End . X function asks the endpoint to forward the packet at
a specific outgoing interface, even if the underlying routing algorithm would
use another interface to reach the new segment’s locator.

While this set of functions [RFc8986] is statically defined, operators can
theoretically define other functions. For example, the End.BPF functions
have been studied in the literature [XDB18], proposing the dynamic creation
of new functions using the eBPF virtual machine within the Linux kernel, an
extension of the BSD packet filter [MJ+93].

2.3 Network Layer Forward Erasure Correction

FEC techniques are typically applied at the datalink [CZT99; ZZ11; Fuk+10]
and the transport layer [MDB19; SMR18; RSM18; LK04; COM10; De +19;
Coh+20a; RV98; TZ01; Lub+02], respectively, to protect a single link or an
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Figure 2.3: Transport-layer FEC. Each end-host generates its own repair sym-
bols (r) to protect its source symbols (s) individually.

entire communication path between two end-hosts. At the transport layer,
the FEC mechanism can leverage knowledge from the application [Mic+22a;
MB24], e.g., to protect only specific application objects. While this may seem
counter-intuitive at first glance, end-to-end FEC also enables faster recov-
ery from congestion-induced losses than retransmissions in particular sce-
narios [Mic23].

Despite losing this application-level knowledge with network-layer FEC,
we offer benefits over transport-layer FEC. First, the computation is per-
formed on intermediate routers, enabling end-hosts to leverage the mech-
anism without implementing it themselves. This is particularly interesting
when we consider the heterogeneous landscape of implementations for the
same protocol (e.g., more than twenty QUIC stacks coexist in the wild [IET25]).
Extending the protocol with FEC requires standardization, which might take
several years, and even more time to be deployed [Wir+20]. This FEC offload
comes at the cost of more processing on the encoding and decoding routers.
We analyze this overhead in Section 2.7.

Second, network-layer FEC enables aggregation of traffic from multiple
sources to increase the overall flow from the encoder to the decoder. This is
illustrated in Figure 2.3 and Figure 2.4, respectively, for transport-layer and
network-layer FEC. In the first case, each sender e generates a set of repair
symbols r to protect its own traffic. In the Figure, every sender must generate
two repair symbols to be able to recover any loss of two packets. This strategy
results in a total of six additional packets entering the network.

With network-layer FEC, the encoder and decoder nodes aggregate the
three flows to generate fewer repair symbols (see Figure 2.4). Aggregating
numerous flows helps conserve resources, as the same redundant packets can
protect multiple flows. When losses occur in bursts, this prevents every trans-
port sender from sending numerous redundant packets for each flow, allow-
ing long bursts to be recovered. For example, r; and r, alone can recover any
pair of erased source symbols.

Third, at the transport layer, the FEC mechanism cannot make any as-
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Figure 2.4: Network-layer FEC. The encoder aggregates the three flows, gen-
erating only two repair symbols (r) that protect the source symbols (s) of all
flows simultaneously.

sumption about the paths its packets follow. At the network layer, one can
dynamically deploy FEC to protect specific links or paths that exhibit non-
congestion induced losses. It is also possible to deploy multiple independent
instances within a given network. The flexible deployment of the tunnels en-
ables network operators to make several assumptions about the link or path
to protect, such as the available resources of the routers (buffer sizes, net-
work interface controllers, link reliability, etc.). When the network is over-
provisioned for bandwidth, one may assume that packet losses are mainly
due to transmission errors. When the error is due to congestion within the
tunnel, the decoder can mark the recovered packet with ECN [Rrc3168] to
notify the end-user stacks. The encoder can also mark repair packets with a
lower quality-of-service level so that routers along the tunnel drop them first.

When operating over a link with non-congestion-induced packet losses,
recovering these packets at the network layer and hiding those loss events
from the transport layer avoids an unnecessary decrease of the transport layer
congestion window. Hiding loss events to the congestion controller is explic-
itly discouraged at the transport layer, where the origin of loss events is un-
determined [RFC9265]. By deploying HIRT on links where losses are known
not to be congestion-induced, erasures can be recovered and hidden from the
transport layer to increase the throughput of transport connections with no
harm to the network. We highlight this behaviour in Section 2.8.1.

2.4 Integration in IPv6 Segment Routing

This section presents the design of HIRT within IPv6 Segment Routing (SRv6)
using the Network Programming paradigm [RFc8986]. Similar approaches
can be developed to integrate network-layer FEC in other protocols, e.g.,
MPLS [rrc3031]. Operators often deploy SRv6 for intra-domain purposes,
but its deployment is increasing on the Internet [SR]. As a result, HIRT is
dependent on the deployment of SRv6.
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Figure 2.5: HIRT SRv6 repair symbol TLV. The source symbol TLV uses a
Type of 28, Length of 6 and stops after the Encoding Symbol ID field, totaling
8 bytes.

2.4.1 HIRT in SRv6 Network Programming

We leverage the Segment List in the IPv6 Segment Routing header to deploy
FEC on routers. The two SIDs of the encoder and decoder are carried in the
Segment List of the SRv6 header. This SRv6 header can be added by the en-
coder, an upstream router, or the source (in Figure 2.1, the CE adds it). In the
first case, the network operator may decide to protect all traffic to a given
destination without requiring applications to be aware of the tunnel. In the
second situation, any host may decide to use the tunnel for its specific traffic.
Only applications that may benefit from HIRT (e.g., latency-sensitive ones)
can activate it by adding the SRv6 header. This list is also used to recover
some fields of the IPv6 packet header that may be altered by intermediate
routers within the tunnel, such as the destination address, which differs when
a packet is processed by the encoder and decoder routers.

2.4.2 Source and repair symbols representation

HIRT protects data at the packet level. Thus, the source symbols are IPv6
packets exchanged between end-hosts via the tunnel. Using packet-level pro-
tection enables the tunnel to make no assumptions about the data it protects,
and it does not require the encoder and the decoder to analyze the content of
the packets. HIRT processes SRv6 packets as payload without compromising
the security of communication.

Each source symbol is uniquely identified by an Encoding Symbol ID (ESI),
a 32-bit value incremented by one for each source symbol protected by the
encoder. To carry the ESI, the encoder adds an SRv6 Type-Length-Value (TLV)
option [RFCc8754]. Routers that do not recognize the TLV type skip it during
the packet processing since the highest-order 2 bits of the Type are set to
0 [rRrc8200]. This allows HIRT to be forwarded by existing routers that do
not support our system.

The repair symbols carry the Repair FEC payload, i.e., the redundancy
data used to recover lost packets. They are generated by the encoder and
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sent to the decoder (Figure 2.1). They are not forwarded outside the tun-
nel. The repair payload is encapsulated in an SRv6 header to be routed to
the decoder. This forms the repair packet. A repair symbol is also uniquely
identified, using the ESI of the last source symbol it protects in its window.
The representation of the repair symbol TLV is given in Figure 2.5. It also
contains FEC scheme-specific information, e.g., the RLC seed used to gener-
ate the pseudo-random coefficients of the repair symbol (Repair FEC Info), as
well as the number of source symbols protected by the current repair symbol
(Window size). Because packets can be of different sizes, the encoding and de-
coding processes must first pad them by adding zeros at the end of the packet
to reach 1500 B (we assume that the MTU is 1500 B). To retrieve the original
length (i.e., remove the padding) of a recovered symbol, the Coded Payload
Length contains the FEC-encoded packet size, using the same algorithm as
the Repair FEC payload. Finally, the SRv6 TLV of repair packets contains a
field indicating which FEC algorithm was used to generate the repair sym-
bols. HIRT only implements RLC, but network operators could implement,
e.g., XOR-based algorithms. Both the source and repair TLV additionally con-
tain the Implem. Reserved 16-bit field. As indicated by the name, the meaning
of this field is left to the implementation. It ensures that the TLV is a multiple
of 8 bytes [RFc8200]. We leverage this field in Section 2.6.

2.5 Adaptive FEC

The use of Forward Erasure Correction involves a trade-off between trans-
mission delay and bandwidth consumption [Hui96]. Adding redundancy in-
creases the probability of recovering lost data, reducing the transmission de-
lay, but it also increases the bandwidth usage. Several works suggest schemes
to adapt the coding rate of FEC based on feedback [BFT99; AHH05; Coh+20a;
Coh+20b]. However, these designs focus on providing (partial or full) reliabil-
ity at the cost of added delay and do not prioritize efficient packet processing.
We design an adaptive algorithm to schedule repair symbols with three con-
siderations: (i) it must perform well in heterogeneous networks, such as those
with varying delay or reliability (e.g., satellite networks); (ii) the resources re-
quired to generate the feedback must remain adequate to ensure a high-speed
delivery; and (iii) no assumptions can be made about the protected traffic. For
example, it may be a bulk download, a video conference call or a mix of both.

Our system leverages feedback from the decoder to the encoder to esti-
mate the loss events in the tunnel. The amount of generated repair symbols is
adjusted using this estimation. HIRT leverages the sliding-window RLC algo-
rithm [RFc8681] and adapts the step size according to the adaptive algorithm
described in this section.
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2.5.1 Loss estimation and feedback

Parameter Description

B Factor to take into account the standard deviation in loss
estimation, 6 when computing the redundancy ratio.

ng Number of data-plane packets before sending feedback
from the decoder to the encoder with new loss estima-
tions.

w FEC sliding window size.

Table 2.1: Parameters introduced in HIRT.

The decoder sends feedback messages to the encoder inside the data plane.
Concretely, it regularly sends an SRv6 packet with feedback information in-
side an SRv6 TLV option [RFc8754] of Type 30. These messages contain the
estimated loss characteristics from the decoder’s viewpoint since the last feed-
back. Because each source symbol is identified with a monotonically increas-
ing Encoding Symbol ID (ESI), the decoder marks a packet as lost if it sees a
gap in the ESI sequence. We discuss packet reordering in Section 2.6. Table 2.1
summarizes the parameters introduced in this chapter. Feedback is computed
and forwarded every n¢ packets. The decoder returns the window size n¢ and
the number of missing ESI in that window. Other strategies to send this feed-
back exist, e.g., using a TCP connection between the encoder and the decoder
to send this feedback reliably. Instead, HIRT uses the SRv6 data plane as the
implementation is optimized to process these packets efficiently. Similarly to
the repair packets, these feedback SRv6 packets do not exit the tunnel and the
encoder drops them after processing. The SRv6 Segment List contains a single
entry for the encoder’s address (e: : £ in Figure 2.1).

With this feedback, the encoder adjusts its estimation of the mean loss
inside the tunnel, 4. The algorithm uses a moving average update to give
more importance to recent estimations to adjust to the heterogeneity of the
network. The encoder also computes the standard deviation in the mean num-
ber of losses, 6. This feedback is easy to compute both for the encoder and
the decoder: the decoder must only keep a bitmap of size ny to store the state
of received ESI. The loss of feedback messages does not prevent the encoder
from producing FEC repair packets; only its view of the network condition is
potentially impacted until the next feedback is received. Finally, no assump-
tions are made on the protected traffic, except that we analyze the network
condition based only on protected packets.
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2.5.2 Adaptive algorithm

The encoder generates repair symbols to compensate the estimated loss dis-
tribution using the feedback mechanism. As the number of repair packets to
generate is based on the previous estimation (and thus computed a priori), the
encoder may generate too many or too few symbols. The first case results in
wasted bandwidth; the latter in the impossibility of recovering all lost sym-
bols. To compensate for the i estimated symbols that will be dropped within
the next ny sent source symbols, the encoder generates at least [ﬁ X nf] re-
pair symbols every ny source symbols. The variance ¢ is taken into account
in this computation. We introduce a new parameter, 8, which amplifies the
impact of the variance in the redundancy, such that the encoder generates
[(ﬂ + B6) X nf] repair symbols every ny source symbols. We evaluate the
impact of this parameter in Section 2.7.

Two strategies exist to schedule the generation of repair packets. First,
they can either be generated all at once, every ny source symbols (block win-
dow). In that case, if one of the first source symbols of the window is lost, the
decoder must wait for the reception of all remaining source and repair sym-
bols to be able to recover the loss. This can potentially add a great amount
of delay for the receiving end-host. The other strategy is to interleave re-
pair symbols with the data (convolutional window). Evaluations of Forward
Erasure Correction methods showed that the second strategy provides lower
delay to recover lost source symbols without impacting the quality of recov-
ery [Roc+17; MDB19]. HIRT relies on the second strategy using the RLC
coding scheme as it can generate repair symbols interleaved with the source
symbols.

The scheduler thus generates n repair packets every [;%20-' source sym-
bols. HIRT interleaves these repair packets and generates a repair symbol with
a step of (ﬂ +1ﬁ{7] source symbols. The step is dynamically adjusted with the

feedback from the decoder.

2.6 High performance software implementation

A natural approach for network-layer Forward Erasure Correction with high-
speed packet processing and recovery is to implement it in hardware directly,
e.g., in P4 [Bos+14]. However, RLC requires computing linear combinations
of packets (at the encoder) and solving linear systems of equations (at the de-
coder), which is complex and tedious to be efficiently implemented in hard-
ware. Simpler algorithms could be implemented, such as the XOR erasure
code, but its efficiency has been demonstrated to be low [MDB19] and we do
not consider it in this work. Maelstrom [Bal+11] explores multi-layered XOR
codes, which can protect burst losses at the cost of constant and significant
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Figure 2.6: Sliding window coding with w = 4 (window size) and /I = 0.5 (mean
loss estimation) resulting in a step of 2 between two repair symbols.

overhead. We compare Maelstrom and HIRT in Section 2.9.2.

HIRT leverages FastClick [BSM15], an enhanced version of the Click mod-
ular router toolkit [Koh+00] to build software network functions support-
ing traffic above 100 Gbps. FastClick integrates kernel bypass I/O such as
DPDK [Foul5] and packet batching. With FastClick, one defines packet pro-
cessing as a graph of smaller components that run in user-space. We extended
the toolkit to support basic SRv6 processing. This required ~330 lines of code
(LoC). FEC must be done carefully as it can be CPU-intensive to compute the
repair symbols and to solve the RLC linear system. Packets that are not pro-
tected by the tunnel (i.e., packets without the SRv6 header with the encoder
and decoder SIDs) are processed and forwarded without entering the HIRT
component in FastClick. The whole implementation required ~2300 LoC.

FEC sliding window. Conventional FEC approaches use a constant and
limited FEC window size, i.e., all repair symbols protect the same number
of source symbols. As detailed in Section 2.5, repair symbols are interleaved
with the source symbols they protect. HIRT uses a constant sliding window
of size w, and we set ng=w all the time. In steady state, a new symbol
entering the window removes the oldest one. Figure 2.6 shows an example of
six source symbols protected by two repair symbols and a step of 2. Repair
R; and R; respectively protect sources S;—,4 and S3_¢. Increasing w improves
recovery capabilities at the cost of more processing each time a new repair
packet is generated, and a linear system is built. Carefully choosing the right
value of w thus brings a trade-off between recovery capability and processing
performance.

DPDK. Our implementation uses DPDK [Foul5]. The toolkit provides
kernel bypass to speed up the packet processing in user-space [BSM15]. DPDK
reserves beforehand a pool of buffers for the packets, thus cancelling the cost
of memory allocation. Our solution also uses batching of 32 packets. These
two features are already supported in FastClick. Packets shorter than the
1500 B MTU are padded using the spare bytes from the pre-allocated buffer
in the pool.

AVX instruction. RLC is computationally intensive. It uses costly Galois
Field operations to work with integer numbers in our equation systems. To
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Figure 2.7: Multithreading architecture of our implementation with 3 par-
allel streams. The Encoder distributes the incoming packets among the en-
coder streams e;, e; and e;. Each encoder stream e¢; communicates with its
decoder stream d;. All packets are independently sent with the same tunnel
but each stream is independent from each other. At the end of the decoding
streams (d), the traffic is aggregated and forwarded. The curved arrows be-
tween the e;s and d;s represent the streams.

alleviate the cost, we use the moepgf C library [MOEPGF]| which uses AVX
SIMD instructions.

Zero copy. The source symbols are kept in memory to generate the re-
pair symbols (at the encoder) and construct the linear system to recover lost
packets (at the decoder). Instead of copying the packet in separate buffers, our
implementation keeps a pointer to the packet buffer and updates the DPDK
buffer’s reference counter. Memory is only released once every reference to
the same packet is no longer valid, i.e., the packet has been processed and is
removed from the FEC buffers. The packet may be modified while being kept
by reference counting. It happens when the SRv6 header is modified after
the encoding or decoding operation is applied, e.g., to change the IPv6 Des-
tination Header field and decrement the Hop Limit. FastClick prevents con-
current writing by automatically copying shared packets when an attempt to
get a writable reference to a shared packet is made. This adds unnecessary
copies that reduce the performance. Instead, the implementation only keeps
a copy of the fields that might be modified and manually fixes the modified
buffer upon repair symbol generation and system solving. The size of these
fields does not exceed 40 bytes. This trick allows disabling the copy-on-write
security of FastClick and keeping only one copy for each packet.

Multithread architecture. Our implementation supports multithread-
ing. The bottleneck operations are the generation of the repair symbols, and
the construction and the solving of the linear system. When a CPU core per-
forms one of these operations, it cannot process other incoming packets in its
queue. Our implementation scales by using several cores in parallel. For this,
we split the traffic into parallel streams.

Figure 2.7 presents the multithread architecture with 3 concurrent pro-
cessing threads. At the encoder, the network interface controller (NIC) dis-
tributes incoming packets among the available CPU cores. This distribution
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uses RSS++[Bar+19] to spread the load equitably among the cores and dy-
namically scale according to the input load. RSS++ maps packets from each
flow to the same CPU core to avoid possible reordering.

There is a one-to-one mapping between an encoding thread and an avail-
able CPU core. A Stream ID is assigned to each encoding thread. There is
no communication between encoding threads with distinct Stream IDs. Each
thread processes its packets and encodes them independently of the other
threads. For example, each stream uses its own Encoding Symbol ID (ESI)
space. This architecture creates several concurrent streams inside HIRT, as
represented in Figure 2.7. The Stream ID of a source or repair symbol is carried
inside the Implem. Reserved field of the SRv6 TLV of the source, repair and
feedback packets. The decoder uses the same architecture. It uses the Stream
ID from the TLV to map the symbol to the correct decoding CPU core. The
system constructions and resolutions are also independent between streams,
i.e., each stream constitutes an independent FEC tunnel from the others. The
feedback messages are also stream-dependent. Each stream has its own esti-
mation of the loss pattern inside the tunnel. This architecture enables us to
arbitrarily increase the number of threads and Stream IDs without contention
of a single performance bottleneck for the FEC computation.

Overloading detection. A vicious circle may occur in case of severe
losses in the tunnel. In that scenario, the encoder decides to generate nu-
merous repair symbols in a short amount of time, increasing its CPU load. If
the load reaches the maximal capacity, the router will have to drop incoming
packets, thus creating losses at the tunnel ingress. This would deteriorate the
performance of the applications using the tunnel. The decoder may also be-
come overloaded in case of severe losses as it tries to solve numerous linear
systems. Similarly, it would drop packets at its ingress, thus creating more
losses inside the tunnel. These drops will increase the estimated network
losses. In response to this additional loss, the encoder will decide to generate
more repair symbols, keeping increasing the CPU load at the decoder.

Our implementation alleviates this situation by randomly skipping repair
symbols generation and system solving if needed. When a stream CPU core
sees its load reaching a defined threshold value, it starts to randomly skip
these events with a probability proportional to the current CPU overload.
Other methods could be implemented to, for example, genuinely decide which
linear system the decoder should skip instead of randomly selecting one sys-
tem to discard. However, this situation occurs when the CPU load is high,
and it should not require additional resources to make a decision.

Loss detection and packet reordering. The strategy to consider a packet
as lost has an impact on the performance of the implementation. A missing
ESI in the source symbol buffer is interpreted as a lost packet. A repair sym-
bol is always sent by the encoder after the source symbols it protects, as il-
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lustrated in Figure 2.1. Upon reception of the repair symbol, a missing ESI
can only be due to losses or reordering. Intermediate routers in the protec-
tion tunnel can introduce reordering. A study highlighted that such events
are rare but the average out-of-order length is of 8 packets [BS02]. If a source
symbol is not lost and simply out-of-order, the decoder might trigger the re-
covery mechanism, increasing the CPU load. Two different strategies can
be implemented to counter this side effect. First, upon reception of a repair
symbol, the decoder can postpone the recovery mechanism for a few packets.
The decoder could receive out-of-order packets and detect that a recovery is
not necessary anymore. The second approach is to consider that out-of-order
source symbols are already delayed for the application. In that case, recov-
ering this source symbol means that it will be sent faster out of the tunnel
compared to the first solution because the tunnel does not need to wait for
the reception of the out-of-order packet. However, it adds CPU load because
additional recoveries are triggered. Our implementation uses the second ap-
proach to decrease the impact of reordered packets, thus reducing the overall
jitter for the applications using HIRT.

2.7 Benchmarks

Section 2.5 presented our adaptive FEC scheduler, introducing S, i.e., the im-
pact of the variance of the number of lost packets in the tunnel when gen-
erating new repair symbols. In this section, we first analyze the impact of
this parameter under emulated losses in a controller environment. Then, we
benchmark our high-speed implementation of HIRT to identify the system’s
scalability limits.

2.7.1 Adaptive algorithm performance

We evaluate the performance of our adaptive algorithm compared to a more
standard solution involving a fixed step size (similarly to Figure 2.6). For this,
we run iperf3 experiments between two network namespaces on an Am-
pere(R) Altra(R) Processor Q80-30 CPU at 2.8 GHz. An iperf3 experiment
consists of the client sending UDP 100 B-payload packets at a constant rate of
1 Mbps for 30 s. We emulate a one-way delay of 25 ms in each direction using
tc. To evaluate our adaptive scheme, we emulate losses using a simplified
Gilbert-Elliott drop model [HH08] and perform an experimental design on its
parameters with 99 points [Kir12].

Gilbert-Elliott model. This model emulates burst losses by running a
two-state Markov model (Figure 2.8). Packets are forwarded if the model lies
in the Good state, and dropped if it is in the Bad state. The probability to go
from the Good to the Bad state is p; the probability to go from the Bad to the
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Figure 2.8: Simplified Gilbert-Elliott drop model consisting of two states.
Packets are dropped in the Bad state.
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Figure 2.9: Impact of j regarding recovery capabilities under a controlled
environment.

Good state is r. The more generic model also accounts for drop probability
while remaining in the Good and Bad states; for simplicity, we assume that
packets are erased only in the Bad state.

Experimental design. The experimental design approach [Kir12] re-
moves the subjectivity in choosing model parameters. It samples points in a
defined parameter space such that the distance between two points is max-
imized. We use the ranges p € [0.01,0.1] and r € [0.1,0.8] of the Gilbert-
Elliott model. Such extreme scenarios do not attempt to represent reality.
Instead, they show the performance and limits of our algorithm.

Figure 2.9 shows the loss percentage measured by the iperf3 receiver.
We compare the adaptive algorithm with several values of f (HIRT-x where
B = x) with a solution considering a simple strategy of constant step size
of 5 (S-5) and the baseline, i.e., without FEC (the Baseline curve). Since
traffic is unreliable, this curve shows the CDF of the loss percentage. We use
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a constant window size of ny = w = 200 packets.

In more than half the experiments, the constant-step-size recovers all
packets, since the number of repair packets (overhead of 20 %) is sufficient
to recover from a small amount of losses. The adaptive algorithm never re-
covers all losses, even for high values of . By analyzing the traces, we see
that the loss estimation converges slowly to the correct value. During this
time, the system can not recover all the losses. However, the adaptive scheme
becomes more efficient for f > 2 in the ~20 % most extreme scenarios. As
expected, § plays a major role in the number of packets we recover. Increas-
ing its value increases the probability that the loss pattern is covered by the
number of repair symbols sent. When the scheduler does not include the
variance (f = 0), HIRT almost recovers none of the lost symbols. The value
of f§ captures the variance of the estimated loss rate as losses are not evenly
distributed. Generating just enough repair symbols (f = 0 in Figure 2.9) to
compensate for the loss rate is not sufficient to recover from packet losses.
By increasing 5, we account for this variance in the loss rate estimation, thus
generating more repair symbols, allowing for better packet recovery.

Increased recovery capabilities also come with higher packet overhead.
However, not all repair symbols will be used to recover lost symbols, result-
ing in wasted bandwidth. We call the repair symbol utility the proportion of
generated repair symbols that actually recovered lost packets. This is com-
puted as the ratio of recovered packets to sent repair symbols. The results are
presented on the right-hand side of Figure 2.9. Again, for = 0, the encoder
does not generate enough repair symbols to compensate for the longer burst
losses. The few repair symbols thus cannot recover many source symbols.

We see that f > 2 produces the most useful repair symbols. More than
40 % of the generated redundancy symbols are used in 40 % of the experiments.
From the Figure, we see that on average, f = 3 generates the best trade-off
between loss-recovery capabilities and repair symbol utility. At higher values,
the added overhead is significant for a marginal improvement in recovered
packets. We use f§ = 3 for the remainder of the evaluations of this chapter.

2.7.2 HIRT under high-speed traffic

We assess the performance of HIRT at high speed to show that a carefully de-
signed prototype, even when implemented in software, can support >50 Gbps
of traffic under heavy losses using a few commodity CPU cores. Throughout
the experiments, we set w = 200. We experimentally found that a higher value
does not significantly improve the recovery capabilities, while the processing
overhead decreases the performance at high speeds. We rely on the CloudLab
infrastructure [Dup+19] to benchmark our implementation. We use a linear
topology composed of five nodes, respectively the server, the encoder, a node
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Figure 2.10: Throughput reached by HIRT under 3 % losses.

emulating losses, the decoder, and the client. All nodes are equipped with x86
AMD EPYC 7452 processors. Each node has 32 CPU cores. The L1, L2 and L3
cache layers are respectively 32kB, 512 kB and 16 384 kB. All nodes are con-
nected through 100 Gbps links inside the Utah cluster. We evaluate the limits
of HIRT in terms of throughput.

Offered load. Figure 2.10 shows the percentage of packets received by
the client given an increasing offered load, using 1024-byte UDP packets. The
baseline curve (i.e., without losses or HIRT) shows that we observe losses
before an offered load of 80 Gbps. This result shows that we cannot fully
utilize the available 100 Gbps bandwidth and that the machines become the
bottleneck of the experiment. By verifying the NIC counters, we attribute this
limit to the congestion inside the NIC when using two ports on a single card.

When inducing 3 % of packets uniformly dropped, HIRT recovers
all dropped packets below 60 Gbps. When the CPU load on the routers
increases, the number of recovered packets is capped, as explained in Sec-
tion 2.6, to avoid dropping packets due to CPU contention. Above 60 Gbps,
the client receives fewer packets with HIRT than in the Baseline+Losses
situation, i.e., coding nodes drop packets in the tunnel because FEC process-
ing increases CPU utilization too much. We argue that the CloudLab servers
used in this experiment are the bottleneck. First, the multithreading archi-
tecture allows HIRT to use more computing cores, scaling to even more of-
fered payload. FastClick [BSM15] and RSS++ [Bar+19] can sustain more than
100 Gbps traffic while the link capacity between the CloudLab nodes should
sustain 100 Gbps. We believe that with more advanced servers featuring more
CPU cores for processing, one could push the limits of HIRT beyond 100 Gbps.
Additionally, HIRT supports only 10 Gbps less traffic compared to the Baseline
curve to recover 3 % of losses. With fewer losses, we expect HIRT to sustain
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Figure 2.11: Impact of the optimizations on processing,.

even more traffic and close the gap compared to the baseline. The drop rate of
3 % is chosen to understand the performance limits of HIRT. When the server
keeps increasing the offered load to > 80 Gbps, we observe that HIRT pro-
vides more packets to the tunnel egress than the Baseline, with and without
losses. Again, we observe that the machines used in this experiment cannot
sustain such an amount of traffic. By recovering some of these losses us-
ing FEC, HIRT slightly improves throughput compared to the Baseline, even
though it forwards only 55 % of the input traffic.

Impact of the optimizations. Figure 2.11 shows the average number of
CPU cycles per packets of HIRT for the decoding operation with the optimiza-
tions mentioned in Section 2.6. We increase the uniform drop rate from 0 % to
5 %. Each subsequent curve adds an optimization over the previous one; e.g.,
the +SIMD curve results from enabling DPDK, Zero Copy, and SIMD. With-
out optimization, we observe that the number of CPU cycles remains constant
as the uniform drop rate increases, while we would expect it to increase. This
indicates that without optimization, the implementation struggles to sustain
high traffic even without losses. DPDK provides the biggest performance
boost, as already established by previous research [BSM15]. Then, we cor-
rectly observe that the number of cycles increases with the drop rate, as more
work is required to recover lost packets. The technique that enables zero-copy
delivers an almost constant 600-cycle improvement. This is independent of
the number of losses, since the zero-copy applies only to received packets.
Using SIMD instructions provides a strong performance gain under heavy
losses. With no packet drop, there is nearly no packet recovery, and SIMD in-
structions do not accelerate processing. However, as the drop rate increases,
the speedup approaches 3x, with 5 % of packets being dropped, because more
linear systems must be solved. With all optimizations enabled, the num-
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Figure 2.12: Experimental setup using the Starlink access. The Server and En-
coder are run on the same physical machine using different network names-
paces; similarly for Client and Decoder. The Encoder and Decoder are respec-
tively the CE and PE.

ber of CPU cycles decreases by a factor between 3 and 9, depending on
the loss percentage.

2.8 Evaluation in a real network

We demonstrate the benefits of HIRT in a real-world environment using the
Starlink [STARLINK] communication system with HTTP and NFS benchmarks.
Starlink is a modern Low Earth Orbit (LEO) satellite communication system
that aims to provide high connectivity. Starlink gained much interest in the
research community [Mic+22b; Kas+22; Ma+23; Per+22]. More particularly,
measurements have shown that this medium generates losses that are not
induced by congestion [Mic+22b]. The study measured a mean loss ratio of
~0.45 %, with bursts of losses of at most 9 packets in 75 % of measurements
under light traffic. These losses can be recovered by an FEC algorithm, as the
overhead induced by the repair packets should not contribute to increasing
the number of data losses in the network. Previous works already proved the
benefits of FEC in QUIC above Starlink [Mic23; MB24].

Figure 2.12 illustrates the experimental setup. The server and the encoder
run on the same machine with separate network namespaces; the same holds
for the decoder and the client. The encoder is directly connected to the Star-
link access point; the decoder is connected to our university campus network.
The RTT is ~50 ms, and we found similar loss conditions to [Mic+22b] since
we share the same Starlink testbed. Since the Server is only reachable through
Starlink, the traffic sent by the Client is also subject to the erasures of the
medium. We only run HIRT in the Server — Client direction, as this repre-
sents the highest traffic flow.

2.8.1 HTTP requests over Starlink

We show how HIRT transparently protects VPN traffic over Starlink. Such
service can be provided to any VPN user to increase the reliability of the ser-
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vice, independently of their protocols and applications. Additionally, using
a VPN inside HIRT shows that the tunnel can recover losses without access-
ing the protected data. We use the Linux kernel implementation of Wire-
Guard [Don17]. We start an HTTP server on the Server, and run a wrk [WRK]
benchmark for 20 minutes. Wrk is an HTTP benchmarking tool designed to
evaluate a server’s responsiveness. We analyze the impact of the losses on the
request completion time (RCT). Each benchmark consists of 5 parallel request
flows to avoid congesting the access link.

HIRT reduces the last percentile of 10 kB HTTP request comple-
tion times by a factor of 2. Figure 2.13 shows the distribution of the re-
quest completion time (RCT) for responses of 10kB, i.e., responses that can
be sent within a single round-trip. We compare the RCT between HIRT and
a baseline solution only relying on retransmissions (the Baseline curve). Fig-
ure 2.13a uses TCP as the transport protocol. As Starlink exposes <1 % losses,
the impact of packet erasure only appears around the last percentile of the
distribution. For lower percentiles, we observe a similar RCT for the baseline
and HIRT. The Baseline curve suffers from the losses, and the retransmis-
sions increase the request completion time up to more than 1 s for almost 1%
of these requests, whereas the median over all data is ~100 ms. As expected,
HIRT decreases the RCT for the 99" percentile from 1s to 500 ms. We mea-
sured an overhead of 9.25 % with HIRT. As we do not fully utilize the link, we
do not expect results to vary between upload and download Starlink access.

HIRT protects traffic independently of the underlying protocols.
We also used a version of wrk [Bar+21] which uses the picoquic [23] im-
plementation of QUIC [RFc9000] instead of TCP as the underlying transport
for the HTTP requests. Figure 2.13b shows the results. Again, HIRT does not
harm the mean RCT, while improving the last percentile. HIRT decreases the
99.5"" RCT from 1 s to 500 ms. Both the QUIC and TCP servers used CUBIC as
their congestion controller, which reacts to the observed losses by reducing
the congestion window. However, for small HTTP responses such as 10 kB,
these losses do not harmfully impact this window. The initial congestion win-
dow of the Linux TCP implementation is 10 packets, which is sufficient to
transmit all the response within a single flight. In this case, packet losses in-
crease the request completion time by 1 to a few RTTs, but no subsequent
packets will be affected by a congestion window decrease. Next, we anal-
yse how these packet erasures impact longer transmissions, and how HIRT
contributes to improving the RCT.

By hiding the losses from the transport protocol, HIRT decreases
the median RCT of longer HTTP responses by 20 % over Starlink.
Longer HTTP responses involving multiple packet flights are more impacted
by packet losses when the transport protocol uses a loss-based congestion
controller. Improvements in the loss recovery mechanism and its impact on
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Figure 2.13: HTTP request completion time CDF for 10 kB responses. For
each sub-Figure, the left part shows the global CDF; the right-hand side fo-
cuses on the last percentile (i.e., the framed part from the left-hand side).

the congestion control have been added to TCP [rRrc5681]. However, loss-
based congestion control algorithms use packet losses as an indicator of con-
gestion. The erasures caused by Starlink can negatively affect the sender’s
congestion window, even if they are not due to congestion.

Figure 2.14 shows the impact of HIRT on the request completion time of
TCP/HTTP responses of 1 MB (left sub-Figure). Both endpoints use CUBIC.
In contrast to the 10 kB requests, we observe a positive impact of FEC across
all experiments, not just the last percentile, even though Starlink losses affect
fewer than 1 % of packets. With HIRT, the median is lower (1.9 s compared to
2.36 s, 18 % improvement). By recovering erased packets at the network layer,
the TCP congestion controller is unaware of these losses. Thus, it avoids de-
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Figure 2.14: HTTP request completion time (left) and TCP congestion win-
dow (right) for 1 MB responses.

creasing its congestion window. This increases the overall throughput com-
pared to the baseline. Figure 2.14 also reports the congestion window (CWND)
of the server at the end of each HTTP response. It remains higher using FEC
because the recovered packets prevent CUBIC from decreasing its window.
Finally, we expect the main outcomes from Figure 2.14 to remain identical
with QUIC instead of TCP, as well as with longer HTTP responses.

CUBIC vs BBR. Since CUBIC [Rrc9438] is a loss-based congestion con-
trol algorithm (CCA), hiding losses has a positive impact on the evolution of
the source bit rate. For shorter requests (Figure 2.13), we do not expect a dif-
ference between CUBIC and BBR [CSB25] as congestion control algorithms
since the whole response fits in the first packet flight, thereby still having ben-
efits using HIRT. For longer requests, we expect less significant results with
BBR since the algorithm does not primarily use losses as a congestion indi-
cator. Still, we believe that HIRT brings improvement by recovering erased
packets, especially in the case of BBRv3, which includes packet losses in its
model of the network.

By understanding Starlink’s characteristics, we know that a part of these
observed losses is not due to congestion, allowing the transport congestion
controller to make better decisions. However, as discussed in Section 2.3, one
cannot always guarantee that losses are transmission errors. To alleviate this
situation, we run HIRT and mark recovered packets with the Explicit Conges-
tion Notification (ECN) flags [Rrc3168]. With this notification, the tunnel still
recovers packets but no longer hides losses to end-hosts. This is represented
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by the HIRT+ECN curve from Figure 2.14. Both the RCT and the CWND are
similar to the baseline. We also notice that the RCT is marginally higher when
ECN is activated. We believe that the 5.4 Linux TCP implementation used by
the server is more optimized to handle packet losses than ECN-flagged pack-
ets. The TCP stack triggers a congestion-reduction phase upon each ECN
notification received from the receiver, and when HIRT marks multiple recov-
ered packets with CE across successive RTTs, this leads to repeated window
reductions that would not occur with loss-based recovery assisted by SACK.
However, we note that for the last 10 percentiles, HIRT+ECN improves the
latency by ~200 ms compared to the baseline.

2.8.2 File system benchmark

Network File System (NFS) is an important application for remote workers
who need to access files on enterprise servers. As these applications require
interactions with humans, they are latency-sensitive. We focus on NFS bench-
marks as representative of remote file access applications. Increased latency
hinders the user experience. FEC protection can improve tail latency for these
applications. However, due to the low traffic and the human interaction, im-
plementing FEC in the application or relying on the transport layer would
require a huge overhead to recover from lost packets. Moreover, NFS can use
TCP or UDP. With HIRT, applications benefit from traffic aggregation and
from the FEC protection independently of the transport protocol.

We show how increased latency due to Starlink losses impacts an NFS
application. We consider this use-case realistic, as Starlink aims to provide
internet connectivity to remote places in the world. We start an NFS server on
the machine in our university campus and start a f io [F10] benchmark on the
Client from Figure 2.12. Fio executes sequential read and write operations
using NFS and measures the latency of each request. We run the benchmark
for 20 min with random read/write sequences of 5 MB files and a block size
of 4kB. The objective is not to objectively evaluate the NFS disk capabilities,
but to see the relative impact of losses and HIRT on the latency. Figure 2.15
shows the CDF distribution of the latency of each read (left) and write (right)
request from the benchmark. The improvements of HIRT are significant, as
more than 97 % of the samples present a latency below 10 seconds.
Without HIRT, only 75 % of the samples are completed within this
time. For the 99™ percentile, HIRT improves the latency by 14 %.

2.9 Simulation results

This section provides a more thorough analysis of HIRT with the state of
the art through simulations, namely highlighting the benefits of network-
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Figure 2.15: Read (left) and write (right) latency results of the £io bench-
mark.

layer FEC against transport-layer FEC (Section 2.9.1) and comparing HIRT
with Maelstrom [Bal+11] (Section 2.9.2). We build an FEC packet simulator
composed of five nodes, using the same topology as in Section 2.7.2, for a
total of ~3000 LoC. The source code of the simulator is also publicly available.
We reuse the RLC library used inside FastClick for HIRT. The Dropper node
simulates packet erasures, both using a simple uniform drop pattern and the
Gilbert-Elliott model to generate burst losses. These losses are reproducible
across experiments using pseudo-random generators. To explore various loss
scenarios without introducing bias in parameter selection, we again use an
experimental design [Kir12] approach with 99 points when using the Gilbert-
Elliott drop model, with the ranges p € [0.0001,0.01] and r € [0.10,0.50].
For each experiment, we simulate the transmission of 50,000 packets to limit
each experiment to 1-minute runs; longer transmissions do not yield different
results.

2.9.1 Benefits of network-layer FEC against transport-layer FEC

We first highlight the benefits of network-layer FEC against transport-layer
FEC using our simulator, i.e., we show that aggregating packets from distinct
flows improves the recovery capabilities of an FEC system, as discussed in
Section 2.3. The simulator generates packets at the ingress of the Encoder
across 10 flows, simulating 10 concurrent transport communications within
the same tunnel. The 10 flows send packets at (pseudo-)random times, with
uniform random probability. We implement two variants of HIRT in the sim-
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ulator:

1. Network-layer FEC (NL-HIRT): HIRT, offering FEC at the network-layer,
as discussed in this chapter;

2. Transport-layer FEC (TL-FEC): a tweaked variant of HIRT, protecting
each flow individually. In a nutshell, TL-FEC is similar to implementing
HIRT at the transport layer.

We report the results in Figure 2.16.

NL-HIRT recovers erased packets much faster than TL-FEC. The
left part of Figure 2.16 shows the ratio of recovered packets across the 99
experiments. The transport-layer FEC system recovers more erasures in 25 %
of the experiments, but network-layer FEC outperforms the first approach
in the remaining runs. We expected such results since both approaches use
the same RLC coding scheme underneath; in the case of TL-FEC, each flow
carries sufficient source symbols (~ 5000 each) to recover the losses inside
each independent tunnel.

The right-hand side of Figure 2.16 exhibits the real benefits of NL-HIRT.
For each erased and recovered packet, we count the introduced jitter relative
to other packets from the same flow, since this packet is recovered only after
enough source and repair symbols are received by the Decoder. Because a sin-
gle tunnel aggregates the ten flows when generating repair symbols, NL-HIRT
recovers losses faster than per-flow FEC tunnels, which can only recover the
lost packet once enough symbols from their own flow arrive.

2.9.2 Comparing with Maelstrom

Maelstrom [Bal+11] is the closest related work to HIRT. It suggests deploy-
ing proxies between DCs and WANs and injecting FEC packets between un-
modified packets at the network layer. It proposes encoding packets across
multiple layers. For example, the first layer encodes every packet, while sub-
sequent layers, e.g., with an interleaving of 4, encode 4 streams of 1 packet
every 4 packets. The idea is to allow recovery of dropped bursts. All lay-
ers use the XOR coding scheme to generate the repair symbols. We note the
following differences between Maelstrom and HIRT: (i) Maelstrom suggests
constant-rate redundancy generation inside the tunnel. It does not adapt to
the network condition. As a result, Maelstrom may send too many or too
few repair packets, respectively causing bandwidth waste or impossibility
to recover the majority of lost source symbols; (ii) Maelstrom design does
not focus on high-speed packet processing and could not sustain more than
700 Mbps [Bal+11] of protected traffic in 2011. The throughput should be
higher on more recent machines, but we could not test it because the source
code is not available.
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Figure 2.16: By aggregating flows together when generating repair symbols,
network-layer FEC (modelling HIRT) recovers lost symbols more quickly
than transport-layer FEC (i.e., per-flow HIRT).

In this section, we compare the recovery capabilities of HIRT with those of
Maelstrom. We added the Maelstrom encoder and decoder components to our
simulator. We use a single-source flow because we focus on comparing two
distinct network-layer FEC mechanisms. We tune Maelstrom with different
interleaves and window sizes to trade off overhead for recovery capabilities,
using the best interleaves from the original paper [Bal+11]. In Figure 2.17
and 2.18, M:X-Y-Z:W means Maelstrom with interleaves I = (X, Y, Z) and a
window W, similarly to the notation in Maelstrom’s paper [Bal+11]. For ex-
ample, M:1-3-6:4 means that Maelstrom uses three layers of packet encoding,
each with a window of 4 symbols:

m I: each (non-overlapping) window of 4 consecutive symbols generates
a new repair symbol;

m 3: the second layer groups symbols with an identifier %3 == 0 by win-
dows of 4 symbols together, %3 == 1 and %3 == 2 separately;

m 6: similarly, symbols with identifiers %6 == 0 form another layer of
source symbols, %6 == 1, ...

For an interleave Y, there are Y parallel windows of size W containing sym-
bols with gaps of Y symbols.

Uniform drop model. We first compare HIRT and Maelstrom by in-
creasing the uniform drop rate in Figure 2.17. We measure the overhead,
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Figure 2.17: Uniform drop model simulation.

i.e., the ratio of repair packets injected to the network compared to the num-
ber of source symbols (upper sub-Figure), and the ratio of recovered packets,
i.e., the number of recovered symbols with respect to the number of losses
(lower sub-Figure). Maelstrom does not adapt to the uniform drop rate since
it uses static interleaving. Figure 2.17 shows that HIRT correctly adapts to
the observed losses, and provides lower overhead than Maelstrom while still
recovering erasures. For example, with a drop rate of 0.5 %, HIRT recovers all
erased symbols with an overhead of 3.3 % while M:1-20:20 only recovers 89 %
of them for an overhead of 5 %. With more layers (e.g., M:1-20-40:20), Mael-
strom recovers almost all lost symbols at the cost of a higher and constant
overhead compared to HIRT. Even if RLC is more computationally intensive,
its recovery capabilities outperform Maelstrom’s method.

Gilbert-Elliott model. Figure 2.18 presents the CDFs of the overhead
(left) and ratio of recovered packets (right) using the experimental design ap-
proach with the Gilbert-Elliott drop model. The impact of burst losses on
Maelstrom’s performance is significant: with I = (1,20) and a window of
20, more than 50 % of the experiments recover less than 75 % of the erased
packets. On the other hand, the adaptive algorithm allows HIRT to correctly
adapt to the loss rate. More than 95 % of erased packets are recovered in 80 %
of the experiments. Figure 2.18 also presents how Maelstrom performs with
I = (1,20,40) and a window of 8 packets, values similar to the original pa-
per [Bal+11]. In that setup, the overhead is 34 %, which is constantly above
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Figure 2.18: Simulation with the Gilbert-Elliott drop model using experi-
mental design with 99 points. M:X-Y-Z:W means Maelstrom with interleaves
I=(XY,Z) and a window W.

that of HIRT. However, the ratio of recovered packets of Maelstrom remains
almost always lower than HIRT.

Figure 2.19 shows results where we approximate the loss model of Star-
link [Mic+22b]; we set r = % and p = 0.00151. Again, HIRT outperforms
Maelstrom. With its adaptive scheduling and the Convolutional RLC
erasure code, HIRT recovers many more erased packets than Mael-
strom while ensuring lower overhead. As the implementation of Mael-
strom is not publicly available, we could not compare its performance at high
speed. Even if we could expect a higher throughput than 700 Mbps [Bal+11]
nowadays, we still believe that the architecture of HIRT and the optimizations

done would sustain a higher throughput than Maelstrom.

2.10 Related work

This section reviews related state-of-the-art work to improve network-layer
communication latency.

Network-layer coding. Sundararajan et al. [Sun+11] propose a network-
coding extension of TCP. The FEC mechanism is implemented between TCP
and the network layer, and intermediate routers can perform packet coding
to recover from packet erasures. Our approach is completely agnostic of the
transport layer of the protected packets. It leverages SRv6 network program-
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Figure 2.19: Simulation with the Gilbert-Elliott drop model, fitting Starlink’s
loss rate. M:X-Y-Z:W means Maelstrom with interleaves I = (X,Y,Z) and a
window W

ming [RFc8986] rather than extending the TCP stack to deploy the solution.
Moreover, our work focuses on a design and implementation that can protect
traffic at high speeds.

Loss recovery. Another option to mitigate losses without FEC is to send
a priori several copies of the same packet. Duplicating the traffic would in-
crease too much the bandwidth consumption and CPU usage. Selective Loss
Prevention [ZY21] proposes a new algorithm that duplicates only selected
packets in a TCP flow, such as those with the SYN and PSH set. It reduces
overhead and improves performance in a lossy environment. HIRT suggests
an underlying-layer-independent tunnel that can recover any packet in the
tunnel. The FEC redundancy provides protection across a range of packets at
the cost of higher CPU usage for encoding and decoding the repair symbols.

AC-RLNC [Coh+20b] proposes an adaptive, causal network coding algo-
rithm with feedback for multipath and multi-hop communications. Using
FEC, AC-RLNC adapts its coding rate by leveraging feedback from the end-
host every RTT. Repair symbols are sent a priori using this estimation, and a
posteriori with feedback to reach reliability. No implementation of AC-RLNC
could be found for performance comparison. Because HIRT includes a feed-
back mechanism, extending our solution to support AC-RLNC is theoretically
possible, though it would require meticulous tweaking to provide high-speed
packet processing.

Congestion avoidance. Microbursts are known causes of bursty data
center losses [BAM10]. Deflection is a mechanism that temporarily changes
a packet’s port to reroute it if it enters a full buffer, preventing packet loss
from such microbursts. Deflection adds reordering as some packets may be
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re-routed and not subsequent packets of the same flow. Vertigo [ASG21] pro-
poses a transport-independent extension in end-host stacks to recover the
original packet order before handing over the packet flow to the transport
protocol. Even if this is not directly related to HIRT, it shows that both packet
reordering and packet loss occur in data centers. We suggest an approach that
can be combined with Vertigo.

Active networking. Active Congestion Control (ACC) leverages active
networking to indicate to each router in the network how to respond to con-
gestion [Fab98]. By actively including routers in congestion control, ACC re-
duces reaction time in wide-area networks. Leveraging a similar mechanism
could improve HIRT’s resilience to congestion. However, it would require
per-flow state to work well with aggregated traffic.

An architecture for active networking suggested the use of predefined
functions that could be called directly by the application [BCZ97]. The au-
thors then proposed implementing congestion-related functions in the net-
work and allowing applications to determine how routers should react when
congestion arises. Applications cannot create new functions within the net-
work; they can only use the provided API. This approach is similar to SRv6
network programming [RFc8986]. HIRT leverages the network programming
paradigm to enable applications to dynamically request protection within the
tunnel.

Data Center Networks (DCN). In ReWAN [HD15], the authors propose
a similar approach using an inter-DC scheme that provides recovery-as-a-
service. End-hosts notify losses and get recovered packets. Most practical de-
tails, such as which source packets the repair service should snoop on, are left
for future work. In a later proposal [HRD17], the authors measured inter-DC
loss characteristics and argued that a combination of one-hop detour routing
and FEC might allow recovery from inter-DC losses. This scenario is enabled
by our proposal.

CloudBurst [Zen+21] proposes to combine the use of FEC and multipath
in datacenter networks. They implement a transport library that allows users
to transmit messages over multiple paths within a datacenter network. Our
proposal achieves a similar goal without host and application modification.

Satellite communication. OpenSAND [Dub+17] is a satellite emulator
protecting data with datalink-layer FEC. HIRT differs by protecting entire
satellite constellation paths with a deployable high-speed implementation,
rather than an emulator. Recent work suggests adapting existing congestion
control algorithms for satellite communication [Kam+24; Lai+25]. HIRT can
still be combined with such modified congestion control algorithms to recover
from packet losses instead of relying on retransmissions.

eBPF implementation. We also considered an eBPF implementation
of network-layer FEC in previous work [NMB21]. Due to limitations in the
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eBPF verifier at the time, it was impossible to implement Random Linear
Code (RLC) in eBPF byte code. The generation of each repair symbol and
the creation and solution of linear systems of equations during recovery re-
quired regular communication with a user-space process, which slowed the
approach’s performance. This prototype could only protect traffic at a few
megabits per second.

2.11 Discussion

In this chapter, we designed HIRT, a high-speed, robust tunnel that uses For-
ward Erasure Correction (FEC) at the network layer. IPv6 Segment Routing
and its network programming [RFc8986] allow operators to dynamically de-
ploy HIRT to improve the latency of their applications by recovering packet
losses without retransmissions. More precisely, we carefully designed and im-
plemented HIRT to protect traffic at high speeds and to optimize redundancy
based on feedback from the tunnel egress. Our benchmarks highlighted the
system’s potential and limits. We experimentally showed the benefits of the
tunnel above the Starlink access network, which exposes losses not induced
by congestion [Mic+22b].

While transport-layer FEC brings knowledge from the application, we
believe that network-layer FEC systems, such as HIRT, provide transport-
agnostic protection to improve applications’ latency, especially with the ad-
vent of LEO satellite constellations. Shortly after the publication of the paper
derived from this chapter, Cisco also released an article about their use of
network-layer FEC to improve latency over Starlink [cisco24]. Their solution
uses simple XOR algorithms. While we cannot formally compare HIRT with
Cisco’s solution, this article shows the interest among industrial companies
in systems similar to ours.

Improvements to this work. We evaluated HIRT on a real network
(Starlink) in multiple scenarios. However, we argue that more evaluation
could strengthen the benefits highlighted in this chapter. First, Section 2.9.1
exhibits the benefits of network-layer against transport-layer FEC through
simulations. Real measurements also account for the recovery delay, i.e., the
time required to recover a lost packet, which is a more interesting metric re-
garding user experience. Instead of relying on simulations, this work could
also consider evaluating HIRT against real implementations of transport-layer
FEC [Mic+22a; MB24]. We do believe that the benefits of HIRT from our
real-network evaluation (Section 2.8) primarily come from traffic aggrega-
tion between multiple flows — especially to improve the tail latency request
completion time of short HTTP requests.

Second, the evaluation focused on CUBIC, a loss-based congestion control
algorithm (CCA). The losses exposed by Starlink [Mic+22b] have a greater
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impact when using CUBIC rather than model-based algorithms, which do
not primarily rely on losses. F. Michel observed benefits from using FEC
in QUIC and the BBRv2 congestion control algorithm over Starlink [Mic23].
Still, improvements to this chapter should include evaluations using BBR next
to CUBIC. We do not expect the benefits of HIRT to change for short HTTP
requests and NFS benchmarks, since these involve short query-response se-
quences that benefit from traffic aggregation at the network layer. For longer
HTTP responses, we expect BBR to outperform CUBIC in terms of request
completion time since Starlink’s losses impact less the transmission rate of
the source.

Third, L4S-enabled networks [RFc9330] present interesting synergies with
HIRT. L4S networks signal congestion events before dropping packets, thereby
enabling end-hosts to adjust their sending rates before generating losses in
the network. Deploying HIRT in L4S-enabled networks could further reduce
application latency.

Conclusion. This chapter concludes the first part of this thesis. As dis-
cussed in the introduction, network over-provisioning leads to spare band-
width that we use with HIRT to improve the latency of applications. In the
next chapter, we tackle the main reason we encounter this network over-
provisioning: events of large one-to-many distribution of information, where
numerous clients request the same content at (nearly) the same time. We will
reconsider multicast distribution, a natural approach to these distribution pat-
terns. More precisely, we will extend the QUIC [RFc9000] protocol to provide
reliable, secure, and flexible transport-layer multicast.



Flexicast QUIC: Taking
the Best of Multicast and
Unicast

In the previous chapter, we leveraged spare bandwidth provided by network
providers’ over-provisioning. Such over-provisioning is required to handle
sporadic traffic peaks during popular events, such as live streaming [Ber25],
which are inherently one-to-many. Multicast theoretically offers scalability
in these scenarios, but deploying it across inter-domain boundaries remains
difficult [Dio+00], leading content sources to use unicast protocols like TCP
and QUIC instead to distribute their content on the Internet.

Multiple causes justify the lack of inter-domain multicast deployment on
the Internet. We focus on the transport layer with the following statement.

Multicast is not available everywhere, and multicast transport protocols
lack unicast mechanisms, discouraging applications from deploying mul-
ticast since they must implement their own fallback methods.

In this chapter, we revisit multicast transport. Starting with the QUIC
protocol [RFC9000] and its soon-to-be standardized multiple paths manage-
ment extension [Liu+26], we design, implement, and evaluate Flexicast QUIC,
which provides flexible multicast transport with seamless coordination with
unicast for the source, the receivers, and application maintainers. With Flex-
icast QUIC, the source benefits from the scalability of multicast when avail-
able, and uses unicast for receivers without multicast support, all in the same
protocol. The real gains of flexicast come from the interaction between mul-
ticast and unicast: receivers can seamlessly switch between them during the
lifetime of the connection, depending on the quality of the communication.
This chapter focuses on video streaming because it requires low latency, and
live streaming constitutes the primary use-case motivating multicast commu-
nication.

Contributions. We make the following contributions:

m The design of flexicast and its integration in QUIC.

73
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m The implementation of Flexicast QUIC as an extension of Cloudflare
quiche [QUICHE].

m Benchmarks assessing that a single source can sustain >80 Gbps of traf-
fic aggregated across 1000 receivers.

s Evaluations through a video stream use-case showing the robustness
of Flexicast QUIC when the multicast network fails or underperforms
for a subset of the receivers, considering the problem of heterogeneous
receivers while ensuring good quality of multicast distribution.

The remainder of this chapter is organized as follows. Section 3.1 details
our rethink of the features a multicast transport protocol should provide, and
how we built upon the multipath capabilities of transport protocols to design
flexicast. We detail the extensions to integrate flexicast into QUIC in Sec-
tion 3.2 and present our first implementation in Section 3.3, pointing towards
a scalable server. Section 3.4 evaluates Flexicast QUIC using both benchmarks
and emulations. We conclude this chapter with a presentation of the recent
works about multicast at the transport layer in Section 3.5 and a retrospective
discussion in Section 3.6. The majority of the results from this chapter led to
the publication of a journal paper in ACM SIGCOMM Computer Communi-
cation Review, Volume 55, Issue 2 (2025). We also more formally describe the
design of Flexicast QUIC in an IETF draft [NB25a].

3.1 Flexible multicast

In the 90’s, researchers developed several one-to-many-capable transport pro-
tocols [Obr02]. The Real-time Transport Protocol (RTP) [rRrc3550] was ini-
tially designed to support multicast for media distribution. RMTP [Pau+97]
focused on reliable delivery, but remained a research protocol that was not
deployed. More recently, the NACK-Oriented Reliable Multicast NORM) pro-
tocol [RFc5740] built on the lessons learned from these older protocols to de-
sign a scalable multicast transport protocol using negative acknowledgment
for reliability. However, except for specific use-cases, NORM never attracted
the attention of content distributors.

Due to the low inter-domain multicast deployment, applications cannot
always guarantee that all receivers have access to multicast routing. As such,
we believe that one significant limitation of existing multicast transport pro-
tocols is that they assume multicast connectivity. Indeed, none of the afore-
mentioned protocols provides a seamless mechanism for applications to fall
back to unicast, when required. This limitation led to the all-or-nothing prob-
lem of multicast: for a communication to use it, all participants must support
it. Another issue arising from this observation is that the protocol must define
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Figure 3.1: High-level overview of Flexicast QUIC. A connection combines
per-receiver bidirectional unicast paths and shared unidirectional multicast
flow(s). The unicast paths are protected using distinct keys (K{;_,5)) while the
multicast flow uses a common key, Ky. Flexicast QUIC leverages Multipath
QUIC [Liu+26] to manage the multicast flow as an additional path. We omit
the unicast paths of the two middle receivers for clarity.

ad hoc methods to prevent a single bottleneck receiver from slowing down
the entire group, such as clustering receivers into subgroups based on their
reception rates [GHKO02] or using multiple multicast channels [MJV96].

Starting from QUIC and Multipath. The emergence of QUIC [RFc9000]
and Multipath protocols [RFc8684; Liu+26] lets us reconsider the interaction
between multicast and unicast at the transport layer. QUIC provides mod-
ern reliability features [RFc9002], embeds TLS into its design [RFc9001], and,
unlike TCP, decouples connection identifiers from the classical four-tuple.
Additionally, QUIC runs on top of UDP, making it a suitable candidate for
IP Multicast support. With Multipath, end-hosts can create multiple bidirec-
tional paths within the same transport connection. We extend this principle
by allowing one of these paths to be shared between multiple receivers si-
multaneously. The IP destination address of packets sent on this path can be
a multicast address, thereby leveraging the scalability of an underlying mul-
ticast network.

This chapter introduces the concept of flexible multicast (flexicast), which
is illustrated in Figure 3.1. We refer to flexicast as the ability for a source
to efficiently send encrypted and authenticated data to a set of N receivers.
For this, the source manages N + 1 cryptographic keys. First, it uses TLS
to negotiate key K; to securely exchange packets with receiver R;, creating
a bidirectional, secure unicast path. Second, it creates a shared key, Ky, and
communicates it to all receivers via these secure unicast paths. The source
uses the key Ky to encrypt packets targeting all receivers simultaneously,
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thus creating a shared unidirectional flow of data that we call a multicast flow.
Packets sent on this flow can be delivered to the receivers, either through an
underlying multicast tree or using replication with IP unicast.

Multicast flow. Let us denote by m the number of receivers attached
to the multicast distribution tree. If m = N, i.e., all receivers have multicast
connectivity, the source can encrypt and authenticate a single packet using
K¢, and rely on the network to efficiently distribute it to all receivers. Since all
receivers have received Ky from the source, they can decrypt packets sent on
the multicast flow. However, there are situations in which only a fraction of
the receivers have joined the multicast tree. Consider that receiver R; cannot
join the multicast tree (e.g., R; is in a network that disables multicast). In
addition to the packets sent on the multicast flow, the source will generate
and encrypt a new packet for Ry using K; with the same application data.

If0 < m < N, ie, N — m receivers did not manage to join the multi-
cast tree, the source needs to encrypt and authenticate N — m + 1 packets for
each data chunk it sends. When m = 0, this method would be equivalent to
delivering data over unicast, which is the current solution QUIC servers use
nowadays [Hol20]. However, measurement studies [Jae+23; Tyu+22] show
that generating and encrypting QUIC packets consume substantial CPU re-
sources on Servers.

Flexicast offers a more efficient and elegant solution. Considering the
worst case, i.e.,, m = 0, the source could still generate a single packet and
encrypt it using Kr. Instead of relying on an underlying multicast distribution
tree, the source could replicate the bytes generated by the transport protocol
and send them over IP unicast to each receiver. This solution is more efficient
(CPU-wise) because replicating bytes and changing the IP destination address
is faster than generating and encrypting new QUIC packets for each receiver.
The Linux sendmmsg system call can efficiently perform such an action.

Flexible multicast. The source maintains per-receiver unicast paths
during the lifetime of the connection. These paths offer a secure fallback
mechanism whenever (i) the underlying multicast distribution tree fails (e.g.,
Rs in Figure 3.1), or (ii) a receiver becomes a bottleneck, e.g., it cannot keep
up with the multicast flow. Such a receiver can leave the multicast flow and
seamlessly fall back to unicast within the same connection, thus offering flex-
ible multicast to endpoints: multicast for its efficiency and unicast for its ro-
bustness. Similarly, the source uses these unicast paths to retransmit packets
sent and lost on the multicast flow (e.g., Ry).

3.2 The design of Flexicast QUIC

This section presents the design of Flexicast QUIC (FCQUIC), which builds
upon QUIC [RFc9000] and its multiple paths management extension [Liu+26];
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Figure 3.2: After the QUIC handshake, the source advertises its available
multicast flow. If the receiver joins, the source sends the flow’s decryption
key. Once the receiver starts receiving packets from the multicast flow, it
notifies the source through the FC_STATE(LISTEN) frame. Packets are rep-
resented as {pn}[FRAMES]| with pn being the packet number.

for simplicity, we call this extension Multipath QUIC (MPQUIC). FCQUIC re-
lies on Multipath QUIC for the creation, management, and scheduling of the
multicast flows. A Flexicast QUIC connection starts as a regular (Multipath)
QUIC connection, besides the use of the enable_flexicast transport pa-
rameter. During the handshake, the source and receiver establish a first bidi-
rectional path protected by a single set of TLS keys — the unicast path. Sub-
sequent receivers connecting to the source will also establish their own bidi-
rectional paths protected by other sets of TLS keys.

We describe the mechanisms used by FCQUIC: (i) how the source ad-
vertises a multicast flow; (ii) how the source uses and advertises the shared
key; (iii) the extensions to MPQUIC; (iv) how FCQUIC leverages the reliability
mechanisms of QUIC; and (v) how FCQUIC endpoints manage their member-
ship to a multicast flow.

3.2.1 Advertising a multicast flow

Figure 3.2 illustrates the first steps of a Flexicast QUIC connection, which
starts with a standard QUIC handshake [RFC9000], creating the bidirectional
unicast path. During this handshake, both endpoints advertise their local sup-
port of flexicast with the enable_flexicast transport parameter and the
initial_max_path_id transport parameter required for Multipath QUIC.

Advertisement of the multicast flow. After the QUIC handshake, the
source announces the available multicast flow using the FC_ ANNOUNCE frame.
A multicast flow is identified by a destination Connection ID (CID) chosen by
the source. For clarity, we refer to the destination CID of the multicast flow
as the Flow ID (FID). The FC_ANNOUNCE frame contains the FID, the source
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and multicast IP addresses forming the (S, G) tuple, and the UDP destination
port number of packets sent on the multicast flow. We assume that the re-
ceiver does not already use either the FID as a source CID or the UDP port.
As each multicast flow is viewed as a new, independent path, it is possible to
advertise multiple flows simultaneously. In the case of a video stream, each
flow can convey the stream encoded in a different quality, or use layered cod-
ing [MJV96].

Joining a multicast flow. A receiver sends an FC_STATE frame with the
JOIN action to the source to request joining the advertised multicast flow. At
this point, the receiver creates a state for the new multicast flow. The source
answers by sending the FC_KEY frame containing the shared key used to
encrypt packets sent on the multicast flow. The receiver then joins the un-
derlying multicast tree, e.g., using IGMP [Rrc3376] or MLD [RFc3810]. Once
the receiver starts receiving packets on the multicast flow, meaning that the
underlying multicast tree is working, the receiver sends an FC_STATE frame
with the LISTEN action. If multicast is unavailable, the receiver falls back to
unicast. The FC* frames are exchanged over the unicast path and are thus
secured using the (unicast) TLS keys negotiated during connection establish-
ment.

3.2.2 Changes to Multipath QUIC

The current version of MPQUIC [Liu+26] uses a single cryptographic context
for the entire connection, i.e., all paths use the same key. Packets are en-
crypted and authenticated using AEAD with a Nonce whose value depends
on the path identifier, but the encryption key remains the same. FCQUIC
extends MPQUIC by providing a cryptographic context for each path. The
multicast flow uses a key chosen by the source and communicated to all re-
ceivers, while each unicast path is protected using a different key for each
receiver. Flexicast QUIC also requires the multicast flow to be unidirectional
once established. Whilst this is compliant with MPQUIC’s design [Liu+26],
FCQUIC has specific considerations: a receiver sends all its packets on the
unicast path and uses the multicast flow only to receive them. The source
never receives packets on the multicast flow. It only sends frames intended
for all receivers on the multicast flow.

Thanks to Multipath QUIC, receivers view the multicast flow as a second
MPQUIC path with a different decryption key. Because MPQUIC [Liu+26]
uses a different packet number space per path, there is no coupling between
the packets sent on both paths. The unicast path is mainly used for control
frames, while the multicast flow carries the data (e.g., STREAM) frames. The
source can also retransmit frames over the unicast path to recover from losses.
Receivers with a failing multicast flow can fall back to unicast to receive sub-
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sequent data.

The third change involves creating a multicast flow. In Multipath QUIC,
a host must first advertise new Connection IDs. Then, it initiates a new path
by exchanging PATH_CHALLENGE and PATH_RESPONSE frames. This pre-
vents attacks by verifying that the remote endpoint can reply to packets sent
on the new address [Liu+26]. In MPQUIC, each new path is bound to a set
of CIDs. In FCQUIC, since the destination address of the multicast flow is
a multicast IP address, the receiver cannot send PATH_CHALLENGE frames
from this address. Thus, the receiver creates a state for the new path without
actually sending path-related frames. Moreover, the receiver’s source CID for
this new path is the Flow ID advertised in the FC_ANNOUNCE frame. In Flex-
icast QUIC, since the source forwards this information on the secure unicast
path, the receiver trusts the advertised multicast address. Additionally, be-
cause the multicast flow is unidirectional, an external attacker cannot spoof
the receiver’s address to send malicious data to the source.

3.2.3 Reliability mechanisms

By default, a QUIC receiver should send an ACK frame after receiving at least
two ack-eliciting packets [RFc9000]. The default maximum delay between
two acknowledgments is set to 25 ms [RFc9000]. Multipath QUIC extends this
procedure by replacing ACK frames with PATH_ACK frames [Liu+26]. These
frames include the path identifier, allowing a receiver to acknowledge on path
X data received on path Y. MPQUIC allows a sender to retransmit data over
a different path than the one initially used. MPQUIC endpoints decide the
scheduling of the frames they send and retransmit [Liu+26]. For example,
they can retransmit a frame previously sent and lost on path Y along path
X. FCQUIC leverages Multipath to ensure full reliability by retransmitting
frames either on the multicast flow or the unicast path, depending on how
many receivers have reported a loss.

Acknowledgments on the unicast path. To acknowledge data received
on the multicast flow, FCQUIC receivers send PATH_ACK frames on their uni-
cast path with the path identifier of the multicast flow, as illustrated in Fig-
ure 3.3. To prevent ACK implosion, an FCQUIC source can advertise a min-
imum ack delay inside the FC_ANNOUNCE frame. We analyze the impact of
this parameter on the scalability of FCQUIC in Section 3.4.1.

The source releases memory for a packet sent on the multicast flow once
all receivers have acknowledged it, or it is considered lost [RFc9002]. If the
packet is lost, the source retransmits the reliable frames on the unicast paths
to receivers that did not acknowledge the corresponding packet. As such, the
computed RTT on the multicast flow is a function of the slowest receiver to
acknowledge a given packet number.
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Figure 3.3: While a QUIC path is identified by a Connection ID (CID), mul-
ticast flows are identified by a Flow ID (FID). Each path/flow uses its own
packet number space ID (SID). Receivers (R; and R;) send acknowledgments
using the PATH_ACK frame on their unicast path, using the space identifier
of the path the acknowledgments refer to.

Congestion control. Because the multicast flow is shared, its through-
put depends on all receivers. The FCQUIC source maintains a per-receiver
congestion state for the data sent on the multicast flow. These congestion
states are adapted using the per-receiver acknowledgments, leveraging exist-
ing unicast congestion control algorithms such as CUBIC [RFc9438] to deter-
mine the appropriate sending rate. This initial version of FCQUIC sets the
throughput of the multicast flow to the minimum rate among all active re-
ceivers for that flow. As such, the source adapts its transmission rate to the
slowest receiver. The Multipath QUIC design uses distinct congestion con-
trol states for each path. Thanks to this, the congestion state of the multicast
flow is independent of the unicast path state since the source only uses the
PATH_ACK frames with the space identifier of the multicast flow to determine
its sending rate. The source can remove receivers with insufficient perfor-
mance (e.g., those with a too-low reception bit rate) from the multicast flow
and continue sending data through their unicast path. Managing the multi-
cast flow ensures a minimum level of quality of experience and enables the
source to handle potentially malicious receivers.

Flow control. The FCQUIC source manages flow control on a per-receiver
basis. It sets the limits to the minimum among all active receivers, poten-
tially removing from the multicast flow members whose flow control bound-
aries do not increase sufficiently fast to prevent blockage for the entire group.
Reusing Multipath QUIC semantics, receivers send flow control updates via
MAX_DATA and MAX_STREAM_DATA on their unicast path to the source. The
flow control mechanism of QUIC requires the updated limits to be monotoni-
cally increasing, i.e., new limits represent the cumulative number of bytes the
receiver is willing to accept. When joining the multicast flow, new FCQUIC
receivers are notified of the current flow control limits in the FC_ ANNOUNCE
frame, allowing them to adjust their state to start at that offset and use incre-
mental updates thereafter.
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3.2.4 Managing the multicast flow

Both the Flexicast QUIC source and receivers manage the status of the mul-
ticast flow using the FC_STATE frame. Receivers use the LEAVE action to
leave the multicast flow. Upon reception, the source falls back on unicast
for this receiver, using the unicast path and standard QUIC for data delivery.
Leaving the multicast flow is identical to removing an existing path in Mul-
tipath QUIC [Liu+26]. The source can also unilaterally eject a receiver from
the multicast flow by sending an FC_STATE frame with the LEAVE action.
Once the source sends this frame, it no longer considers the receiver in the
multicast flow and falls back to unicast. For example, this event can occur if
the receiver reports too many losses relative to the other receivers, meaning
the multicast flow would underperform if this receiver were kept.

There are also situations where a working multicast flow might stop work-
ing for some receivers. For example, a link failure might reroute some branches
of the multicast tree over routers that do not support multicast, resulting in a
black hole for some receivers. Section 3.4.2 explores this scenario and shows
how a Flexicast QUIC source deals with such failures.

3.3 Scalable Implementation of Flexicast QUIC

We implement FCQUIC inside the multipath branch [QuicHE-MULTIPATH] of
Cloudflare quiche [QUICHE] written in the Rust programming language. We
chose quiche due to our familiarity with the implementation compared to
other stacks supporting the multipath extension; quiche is production-ready,
and provides consistent goodput compared to the other stacks of the QUIC
landscape [Kem+24]. Our implementation adds ~10,000 lines of code (LoC)
and 5000 LoC of tests. Our multithreaded applications based on tokio [TOKIO]
required ~4500 LoC. The FCQUIC receiver application is relatively similar to
a Multipath QUIC equivalent since the multicast flow is considered as a new
unidirectional path. When it receives a packet with the multicast flow ID as
destination CID, it uses the shared decryption key (K¢). The implementation
modifies the packet scheduler to forbid receivers from sending packets using
the multicast flow.

The main challenge is to design a scalable architecture for the Flexicast
QUIC source with a shared multicast flow, where information from each re-
ceiver affects the multicast flow’s state while ensuring scalability for large
groups. This section describes how we implemented the communication be-
tween the per-receiver unicast paths and the shared multicast flow on the
source to ensure scalability. Figure 3.4 presents an overview of this architec-
ture, considering four receivers listening to the same content. Our architec-
ture comprises 4 elements.
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Figure 3.4: Overview of our implementation of the Flexicast QUIC source.

I/0. The I/O module receives and sends unicast packets. When receiv-
ing a new packet, the module verifies the destination CID. If the CID maps
to an existing connection, the packet is forwarded to the associated unicast
path; otherwise, it is a new connection handshake that the source will process.
Upon handshake completion, a new unicast connection instance is created.

Unicast paths. The unicast connection instances (UC) handle the unicast
paths. In Figure 3.4, they correspond to the packet number space ID (SID) 0,
the value of the first path created upon connection establishment [Liu+26].
This module reads acknowledgments from the receivers (from the PATH_ACK
frames) and forwards them to the controller. It also handles the unicast re-
transmission of frames lost on the multicast flow. The UC module checks the
liveness of the multicast flow and, when relevant, notifies the controller that
the corresponding receiver should fall back to unicast; in that case, it will
continue sending new data to the receiver on the unicast path. The unicast
connections use per-receiver connection keys (e.g., K;) for packets from the
unicast path.

Multicast flow. The multicast flow (MC Flow) receives data from the
application, either using streams or datagrams, and generates packets on the
multicast flow, using the shared key (Kr) and the Flexicast flow ID (FID). It
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Figure 3.5: The controller aggregates acknowledgments received on the uni-
cast path before sending them to the multicast flow module. It delegates
unicast retransmissions to the controller, which dispatches them to the uni-
cast path based on the per-receiver acknowledgments.

also forwards application data to the controller if some receivers fall back. The
module uses the aggregated acknowledgments from the controller to delegate
unicast retransmission.

Controller. Finally, the Controller module binds the unicast paths and the
multicast flow. Its role is to aggregate information (e.g., acknowledgments)
from the receivers and dispatch unicast retransmissions to them. This module
provides scalability by handling per-receiver information and communicating
only aggregated updates to the MC flow module. If a receiver falls back on
unicast, the Controller is also responsible for buffering application data if the
unicast path instance cannot sustain it.

Multithread architecture. Our implementation uses the tokio [TOkIO]
runtime to execute the different modules on multiple cores on the same ma-
chine, using message passing to communicate. Future work might consider
running the modules on distinct machines as fan-out servers [FHS24] and de-
signing specific protocols to communicate using the same control messages
as designed in this chapter.

Scalable reliability. All active receivers must acknowledge each packet
sent on the multicast flow before the source can release it from memory. This
raises a challenge regarding how to manage acknowledgments while ensur-
ing scalability. The Controller aggregates acknowledgments from each re-
ceiver and sends a single acknowledgment for each packet to the multicast
flow module. It then distributes the unicast retransmissions using these ac-
knowledgments. Figure 3.5 shows an example of acknowledgment aggrega-
tion and unicast retransmission with two receivers. In this example, the first
UC; instance receives acknowledgments through the PATH_ACK frame from
the receiver for packets 2 to 4 and 6 to 8; UC, receives acknowledgments
for packets 3 to 7. They forward these acknowledgments to the Controller
with the ack message, which aggregates them before sending them to the
MC Flow module with the aggr. ack message. The MC Flow module del-
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Figure 3.6: CloudLab topology used for our experiments, with three clients
per server. We use network namespaces to isolate them. For clarity, the fig-
ure only shows 3 clients per server.

egates the frames sent in packets that are considered lost by at least one re-
ceiver (uc_retr(2, 5, 8)). The Controller dispatches the retransmissions to
each unicast path based on the per-receiver acknowledgments.

3.4 Evaluation

We evaluate our implementation on both CloudLab [Dup+19] and emulated
networks, respectively, to benchmark its scalability and assess its robustness
to failures and changing network conditions in the underlying multicast dis-
tribution tree. All our experiments use the Network Performance Frame-
work [Bar24] and are reproducible on CloudLab and commodity servers.

3.4.1 Scalability of FCQUIC

CloudLab topology. We leverage CloudLab [Dup+19] to benchmark Flex-
icast QUIC. The testbed is illustrated in Figure 3.6. We use 6 d6515 nodes:
the source, the replication node (i.e., emulating the network), and four nodes
connected to it via a LAN, emulating receivers. All links have a capacity of
100 Gbps, and the nodes are equipped with AMD EPYC 7452 processors, 32
CPU cores, 64 threads, and 128 GB of DRAM. We run up to 250 receivers per
host in distinct network namespaces for up to 1000 receivers.

FastClick router. We emulate the multicast tree on a single node (the
replication node) using FastClick [BSM15], which we already used in the pre-
vious chapter. Though we do not use HIRT in this evaluation, we leverage
the knowledge from previous work. This FastClick router replicates packets
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to each receiver using multiple cores to emulate an entire multicast distri-
bution tree. We measured a maximum of 95 Gbps of replicated UDP traffic
with payloads of 1200 B. It also forwards unicast packets between the source
and the receivers. We prefer this solution over using multiple machines to
emulate the multicast network, as resources are scarce on the CloudLab plat-
form. The source code of this software router implementation is also publicly
available.

Measured metrics. The source generates traffic at a constant 80 Mbps
bit rate, which is considered an upper bound for a 4K video streaming ap-
plication [24]. Though real video applications would introduce a varying bit
rate, we simplify this model by sending 1200 B streams, i.e., the source sends
each data block in a different stream.

We measure three metrics while increasing the number of simultaneous
receivers:

m Receiver packet throughput: the throughput (i.e., including protocol over-
head), aggregated on all receivers;

m Max source CPU: each second, we poll the CPU usage on the source
and report the busiest CPU to identify a potential bottleneck in our
implementation;

m Ack rate: the throughput of the acknowledgments returned by receivers,
accumulated on all receivers.

We compare these metrics with (i) Baseline: pure UDP multicast traffic with-
out acknowledgments. Each 1200 B block is sent in a separate UDP datagram,
without ensuring reliability. The replication node replicates the packets to the
receivers. (ii) QUIC: per-receiver unicast QUIC connections. (iii) FC: Flexicast
QUIC with multicast support; (iv) FC-5: Flexicast QUIC with an ack delay of
5 ms, again with multicast support; and (v) FC-msg: Flexicast QUIC using the
sendmmsg system call to replicate packets at the source instead of relying
on an underlying multicast distribution tree. For unicast QUIC, we run four
server instances in parallel and evenly split the receivers across them to im-
prove scalability. We disable the flow and congestion controllers (both for
QUIC and FCQUIC) to push the implementation to its limits.

Unicast QUIC limits. The Baseline provides an ideal target cumulative
throughput of ~80 Gbps for downward traffic across 1000 receivers. The CPU
usage of the source with the Baseline is close to 0 % because the server gener-
ates 80 Mbps of unencrypted traffic that is replicated by the network, and does
not provide any sort of reliability for the receivers, i.e., there is no feedback
nor retransmission mechanism. With (unicast) QUIC, the source struggles
to deliver the content to more than 200 receivers for an aggregated through-
put of ~20 Gbps. The source CPU usage reaches full utilization, explaining
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Figure 3.7: Benchmark results using CloudLab [Dup+19]. The source
sends 1200 B streams at 80 Mbps. The replication node is emulated using a
Fastclick [BSM15] router. We run a UDP Baseline, QUIC, and FCQUIC.

the cap at ~20 Gbps. More precisely, all 64 available threads reached
100 % utilization after 200 receivers. Asreported in other studies [Kem+24;
Tyu+22], the costs of I/O, packet encryption, and connection management
are significant, thereby becoming a bottleneck at scale with hundreds of re-
ceivers.

FCQUIC supports 1000 receivers and delivers more than 78 Gbps
of traffic. Using Flexicast QUIC (the FCQUIC curve), the source generates,
encrypts, and sends a single copy of each packet on the multicast flow. As
such, this process is independent of the number of receivers, and the source
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can send data to all recipients as long as the replication node can sustain it.

Acknowledgment rate. Even if the network replicates the packets to
the receivers, the source must still handle the acknowledgments from the re-
ceivers. A famous problem regarding reliable multicast is the ACK implosion
problem [PTK94]. The ACK implosion problem occurs when all receivers
send acknowledgments to the source for the same data, creating incast events
in the network and potentially overwhelming the source due to packet pro-
cessing. Because our Controller aggregates acknowledgments before send-
ing them to the MC Flow, sending new packets on the multicast flow scales
to many receivers. Still, increasing the number of receivers significantly in-
creases the load on the source due to these acknowledgments. As such, the
maximum CPU usage of FCQUIC stays between 50 % and 75 %. While this
value remains acceptable, it shows the impact of accumulating acknowledg-
ments. We also note that the median CPU usage remained under 20 % even
for 1000 receivers (not shown in the Figure).

Figure 3.7 further reports the ack rate of the receivers towards the source
on the unicast path. Theoretically, this ack rate should linearly increase with
the number of receivers. We see that with more than 200 receivers, both QUIC
and FCQUIC ack rates saturate at ~1.5 Gbps. Multiple factors related to the
experimental setup explain this limit.

Limits of the experimental setup. We run all receivers on four dis-
tinct 64-thread nodes. For > 400 receivers, we simultaneously run > 100
receivers on the same machine. As a result, we observe contention among
receivers sharing the same CPU. We noticed that receivers started process-
ing packets in batches when resources became limited, thereby decreasing
the ack rate because a single PATH_ACK was sent for multiple received pack-
ets. As areminder, QUIC’s specification advises acknowledging at least every
two ack-eliciting packets [RFc9000] if no ack delay is specified [ISK25]. How-
ever, our receiver application (both QUIC and FCQUIC) processes I/O reads
and writes per batch separately for efficiency, i.e., receivers first read as many
packets as possible from the UDP sockets, feed them to the QUIC connec-
tion, and then generate the necessary packets on the wire. The asymptotic
1.5 Gbps acknowledgment limit from Figure 3.7 illustrates this contention on
the receiving side.

We identified a second limit in the FastClick router emulating the net-
work. We had to add a token bucket using tc to pace the source at 100 Mbps
of multicast traffic to avoid overloading the FastClick router. Since the Flexi-
cast QUIC source also has to send control information for each receiver (e.g.,
to acknowledge packets from the receivers), these packets compete with the
data packets on the multicast flow. This limit explains the gap between the
Baseline and FC curve for > 600 receivers at the top of Figure 3.7. Without
these limits, we expect FCQUIC to scale to 1000 receivers.
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Adding an ack delay. We run the same benchmark with an ack de-
lay [ISK25] of 5 ms. The source advertises this ack delay in the FC_ANNOUNCE
frame. For 1000 receivers, the cumulative ack rate remains below 200 Mbps,
far below the value without any ack delay. Because the ack delay reduces
the number of packets the receivers generate, the source must also generate
fewer packets on the unicast paths. As such, the cumulative throughput aligns
with baseline expectations and allows FCQUIC to reach ~80 Gbps, similarly
to our UDP Baseline. We even notice that the throughput with FCQUIC-5 is
higher than the Baseline, which is expected due to the byte overhead of QUIC.
Though not evaluated, we would expect the cumulative throughput of (uni-
cast) QUIC to also improve with a non-null acknowledgment delay. As such,
a fair comparison of the benefits of flexible multicast over unicast should only
include the FCQUIC and QUIC curves.

Using sendmmsg in non-multicast networks. As explained in Sec-
tion 3.1, one could still benefit from FCQUIC even in a non-multicast capable
network. Instead of generating, encrypting, and sending N QUIC packets
to N receivers, an FCQUIC source can generate and encrypt a single packet
on the multicast flow. To distribute these packets, the source can replicate
and forward them as unicast packets. Doing so reduces the source’s CPU
usage, since replicating packets is much cheaper than generating new ones.
We use the sendmmsg system call to replicate the packets inside the kernel
with low overhead. This system call takes as input messages (i.e., a sequence
of packets) and a list of destination addresses. For each address in this list,
it internally calls sendmsg, efficiently distributing multiple UDP packets to
that address. As a result, a single user-space system call can send multiple
UDP packets to multiple recipients. These sendmmsg calls are performed
by dedicated threads. The FCQUIC-sendmmsg curve on Figure 3.7 shows
that by using sendmmsg, our FCQUIC source supports many more receivers
than QUIC, with a much-reduced CPU load. The cumulative throughput
for FCQUIC-sendmmsg reaches more than 50 Gbps, more than twice that
of QUIC. The maximum CPU usage oscillates between 50 % and 90 %, while
the median CPU usage remains below 50 % even for 1000 receivers. We can-
not achieve the same throughput as FCQUIC in a multicast-capable network,
since replicating packets at the source still incurs higher overhead than using
a real multicast tree.

3.4.2 Robustness of Flexicast QUIC

We now evaluate the robustness of Flexicast QUIC when sending a video
stream in an unstable multicast network. We emulate the network topology
illustrated in Figure 3.8 on an Ampere(R) Altra(R) Processor Q80-30 CPU at
2.8 GHz. Each node lies in its dedicated network namespace, and we use tc to
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Figure 3.8: Topology used to assess the robustness of Flexicast QUIC. We em-
ulate 20 receivers. UC and MC are two routers that connect to the receivers
in a full-mesh topology.

set a bandwidth limit of 10 Gbps and 10 ms latency on each link connected to
the 20 receivers, i.e., the RTT between each receiver and the source is ~20 ms.
Endpoints use the CUBIC congestion controller on the unicast path and the
multicast flow.

Video stream. We use FFmpeg [FFMPEG] and GStreamer [GSTREAMER] to
generate the video stream and display the video to the user. The video stream
is a 180 s replay generated by Baltaci et al. [Bal+22]. The video is encoded us-
ing the H.264 codec [Wie+03] with a constant rate of 5 Mbps and low-latency
parameters. The source uses FFmpeg to generate RTP packets [RFc3550] of
~1200B. The Flexicast QUIC source sends each RTP packet in a separate
stream, meaning that the video is sent reliably to the receivers. The receivers
run GStreamer to consume the video stream. We compute the Structural Sim-
ilarity (SSIM) [Wan+04]. This state-of-the-art metric measures the similarity
between each video frame received by the receiver and the frame generated
by the source, on a scale of 0 to 1. The higher the value, the more similar the
compared frames are; a value of 1 indicates that both frames are identical. We
do this computation for each receiver and for each video stream generated by
the FFmpeg source. We also report the frame latency, i.e., the time it takes
for each frame from the FFmpeg source to the GStreamer sinks. Both met-
rics are important for assessing the quality of experience in video streaming
applications.

Failure scenarios. From an operational viewpoint, IP Multicast is more
fragile than IP unicast. To enable IP Multicast in a network, operators must
enable it on each router’s network interface. If they forget one of these com-
mands, multicast tree establishment will fail when the shortest path to the
source passes through this link. Furthermore, some routers have limitations
on the amount of multicast state they can store. Such routers can discard
a request to join a multicast tree from a downstream router. As a result, in
a multicast network, unicast may work perfectly, while some branches of a
multicast tree may not. To model this scenario, we disable links of the multi-
cast tree. Every 5 seconds, we randomly select one of the 20 links between the
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MC router and the receivers and disable it for 15 seconds with a probability
of 50 %. In other words, every 5 seconds we have a 50 % chance of disabling a
new multicast link in the network for 15 seconds. Multiple links can be dis-
abled simultaneously and the same link can be disabled multiple times during
the same experiment. We use a seed to reproduce the failure pattern across
experiments. We do not notify the FCQUIC source of link failures; instead,
we design a scheduler checking for the liveness of the multicast flow with
each receiver.

Liveness of the multicast flow. We implement a path scheduler on the
source to detect failures in the multicast flow for each receiver. Whenever
there are bytes in flight on the multicast flow, the scheduler verifies that it
gets new acknowledgments from the receiver for data sent on the flow within
the fallback delay (Dyy). If the receiver does not send new acknowledgments
within D b, OT if the acknowledgments concern older data, the scheduler con-
siders that the multicast flow is failing, and the FCQUIC source falls back on
unicast delivery for this receiver. Unacknowledged data is retransmitted on
the unicast path, and subsequent data packets are sent on that path. Once
the receiver starts sending PATH_ACK frames for (new) data received on the
multicast flow, the scheduler considers it back alive, and the receiver rejoins
the multicast flow. The objective of our scheduler is to provide seamless tran-
sition between unicast and multicast whenever some link is failing due to
temporary failure. We implement this scheduler at the source rather than the
receivers to give the source full control over the management of the multi-
cast flow. Indeed, misbehaving receivers may repeatedly leave and rejoin the
multicast flow, increasing the load on the FCQUIC server.

This fallback strategy is complementary to the reliability mechanism of
(FC)QUIC. As discussed in section 1.5.6, (FC)QUIC marks packets as lost when
seeing gaps in the sequence of acknowledged packet numbers. When the mul-
ticast link fails, no packets from the multicast flow can be acknowledged, pre-
venting the FCQUIC source from marking gaps for the affected receiver and
ultimately avoiding retransmissions. When the receiver falls back on unicast,
all in-flight data is retransmitted to the unicast path. If the link failure was sig-
nificantly shorter than 15 s, the source may detect gaps and retransmit while
our path scheduler does the unicast fallback. Both mechanisms could push
the same retransmissions through the unicast path, which is handled natu-
rally by the QUIC stack, e.g., because stream data is identified by its identifier
and offset, thus avoiding multiple retransmissions.

We evaluate values of the fallback delay (Dyp) and the GStreamer play-
back buffer (G,p) in {50, 100,150} ms. The GStreamer playback buffer, Gy,
represents the amount of time received video frames are buffered by the ap-
plication before they are needed (e.g., displayed on the screen). This mech-
anism adds latency because video frames are not displayed as soon as they
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Figure 3.9: Evolution of the throughput, minimum SSIM among all receivers
for each frame, and the number of failing multicast links for G,;, = 100 ms
and Dy, = 150 ms. Each vertical bar represents a failure or recovery event.

are received, but it reduces the impact of network fluctuations, e.g., transient
jitter or packet losses. Common values range around 150 ms [zooMm].

Figure 3.9 shows the source rates with G,;, = 100 ms and Dg, = 150
ms. We measure the cumulative bit rate (i) on the multicast flow (MC S—R);
(ii) from the source to the receivers on the unicast paths (UC S—R) and finally
(iii) from the receivers to the source on the unicast paths (UC S«R). The ver-
tical lines mark the failure/recovery events of the multicast links. The middle
graph shows the minimum SSIM among all receivers for each video frame.
More precisely, for each video frame, we compute the SSIM of all receivers,
and only report the one with the lowest value. The bottom graph shows the
number of failing links at any moment during the experiment. When the
scheduler timer is lower than the GStreamer playback buffer (D, < Gpp), we
expect FCQUIC to detect the link failure and retransmit the lost frames on
unicast before the GStreamer needs the video frame, and the opposite when
be > pr.

The Flexicast QUIC source correctly falls back when it detects that
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Figure 3.10: Structural Similarity (SSIM) aggregated on all receivers for G,;, =
{50, 100, 150} ms and Dpp = {50, 100, 150} ms. No link is disabled for the unicast
QUIC experiments.

the multicast tree is failing for some receivers without impacting other
receivers. Since impacted receivers cannot benefit from efficient multicast
delivery, the source must transmit data using unicast. When the source de-
tects a failure for such a receiver, it no longer considers it in the multicast flow.
As such, this receiver is not considered when selecting the slowest member
for the multicast flow’s congestion window. This results in a steady bit rate
on the multicast flow for other receivers, despite this receiver’s failure. We
noticed no significant difference in the throughput when Dy}, = 50 ms.

The fallback mechanism keeps video stream quality even if the
multicast tree is failing. Figure 3.10 shows the Structural Similarity (SSIM)
for each video frame on each receiver in the nine combinations of Dy}, and
Gpp- Results show that the SSIM remains perfect for ~99 % of the time, indicat-
ing that multicast-failing receivers do not significantly impact the others. As
expected, the difference between the fallback delay (D) and the GStreamer
playback buffer (G,) affects the SSIM. Whenever Dy, < Gpp, the Flexicast
QUIC scheduler can quickly detect a multicast failure, fall back, and retrans-
mit lost frames on the unicast path before the expiration of the GStreamer
playback buffer, thus keeping a higher video quality. If Dy, > Gy, the failure
may be detected too late to retransmit lost frames on the unicast path.

Figure 3.10 also reports the SSIM for unicast QUIC, both for 1 and 20 re-
ceivers, as a baseline. Because all QUIC traffic passes through the UC router
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in our topology, the unicast case is unaffected by multicast link failures. Dis-
abling unicast links in this case would just break the connection and stop the
video stream. The case with a single receiver shows an ideal baseline, whereas
with 20 receivers (i.e., as many as in the experiments with Flexicast QUIC),
we see the impact of concurrent requests relative to the unicast case. Except
when the GStreamer playback buffer is set to 50 ms, QUIC achieves perfect
SSIM across all receivers, as there are no link failures during each run. When
Gpp = 50 ms, we observe some imperfect frames because QUIC does not al-
ways manage to deliver the streams through unicast to all receivers within
the small playback buffer with an RTT of ~20 ms.

Figure 3.11 reports the frame latency for the same experiments, aggre-
gated on all receivers — Figure 3.11a shows the global distribution, while Fig-
ure 3.11b focuses on the tail distribution, because the link failures impact a
small fraction of the video frames.

For 20 receivers, Flexicast QUIC slightly improves the frame la-
tency compared to (unicast) QUIC despite the multicast link failures.
We notice that the ideal baseline with a single unicast QUIC receiver consis-
tently outperforms FCQUIC and QUIC with 20 receivers. Despite the scal-
ability benefits of using multicast, this is due to the processing of unicast
path packets of the 20 receivers. However, the latency provided by FCQUIC
remains lower (i.e., better) than QUIC with 20 receivers, because the QUIC
server must manage multiple connections in parallel and send data to each
receiver individually.

Lower fallback delay improves the tail frame latency. While the la-
tency remains close to the 10 ms one-way delay at the median, we notice that
it increases up to 50ms for 0.2 % of the frames. This increase results from
the time required to detect the link failure and retransmit in-flight frames on
the unicast path. However, only a small fraction of frames (<0.01 %) have a
latency above 150 ms when Dyj = 150 ms. For smaller values of Dy, the tail
latency is always under 150 ms, which is below common values of playback
buffers used today [zoom]. Finally, we observe that QUIC with a single re-
ceiver provides lower tail latency than FCQUIC; QUIC with 20 receivers leads
to a higher tail frame latency distribution.

Fallback and recovery latency. Figure 3.12 measures the true latency to
detect multicast link failure (left) and recovery (right), depending on Dy;,. We
observe that the proper time to detect that a link is failing depends on D}, and
the RTT, as expected, since the scheduler reacts to the lack of acknowledgment
from the receiver for data sent on the multicast flow. However, the time to
consider the multicast flow back alive depends on the RTT, since it takes up
to one RTT for the receiver to acknowledge the data and allow the flow to be
considered again.
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(a) The fallback delay does not significantly impact the frame latency since the
failure events are uncommon.
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Figure 3.11: Frame latency aggregated on all receivers for G,;, = {50,100, 150}
ms and Dy, = {50, 100, 150} ms.



3.4. Evaluation 95

50 100 150 100 150
Fallback delay |ms] Fallback delay |ms]

Failure detection Recovery detection

— 150 . @ .
e
& 100 1 : -
)
%

50 1 .

O
50

Figure 3.12: Latency of multicast link failure (left) and recovery detection
(right) for Dy;, = {50, 100, 150} ms.

3.4.3 Towards managing bottleneck receivers

We now consider the case of heterogeneous receivers, showing that Flexi-
cast QUIC’s seamless fallback mechanism ensures good throughput for the
multicast flow while handling bottleneck receivers along their unicast paths.
We design another path-management algorithm that tracks multicast flow
statistics for each receiver, leveraging the fact that the Flexicast QUIC source
maintains per-receiver state. Algorithm 2 presents the process running on the
source. Every second, the source computes the variance of the round-trip time
for each receiver r in the multicast flow, GIZQTT,r' If the value is significantly
higher than the mean RTT variance computed over the remaining group, the

source removes the bottleneck receiver and falls back on unicast.

In parallel, the source checks whether a fallen-back receiver can reinte-
grate the multicast flow. Such a decision occurs if the two following condi-
tions hold: (i) the RTT variance of the receiver on its unicast path matches
that of the remaining members of the group, and (ii) the receiver stayed out
of the group long enough. The first condition ensures that the receiver has
good enough network conditions to avoid becoming the new bottleneck of
the group. We use the RTT variance of the unicast path because the receiver
was removed from the multicast flow — thus, it cannot collect new samples
on that flow. The objective of the second condition is to avoid oscillations
between fallback and re-join of the same receiver. Algorithm 2 uses an initial
re-join timer of 5 s, which is increased each time the same receiver falls back,
i.e., 5s the first time, 10 s the second time, 155, ... Future work could consider
methods to reset this timer if the condition of the bottleneck improves over
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Algorithm 2: Bottleneck detection and reintegration mechanism.

y: RTT variance threshold factor
Tp: initial re-join timer. Init: 5
k,: number of times receiver r fell back. Init: 0
t,: time since receiver r fell back. Init: None
G}%TTJ: RTT variance of receiver r
G: set of receivers in the multicast group
// Every second, run on source
1 foreachr € G do
2 | o < g Zre6\(r} ORr,
if of >y X pi—y then
Remove r from G;
Fall back r to unicast;
ky — k, +1;
I, «— 0
// Check reintegration for fallen-back receivers
foreachr ¢ G and t, # None do
9 | Hg < ﬁ Lreg ORrr s
10 if o3 <yXpug andt, > k, X Ty then

N NG W

=)

RTT,r
11 Addrto G;
12 t, < None;

time. Algorithm 2 does not include a hysteresis mechanism after the reinte-
gration of a receiver in the multicast flow, i.e., such a receiver may fall back
shortly after rejoining the flow. We do not delay the removal of a bottleneck
receiver from the multicast flow to prevent degradation of the quality for the
other members of the group.

The Flexicast QUIC source notifies the receiver of whether it is removed
and reintegrated from the multicast flow using the FC_STATE frame. Upon
reception of this frame, the receiver stops sending IGMP/MLD updates (or, in
the case of IGMPv3/MLDv2, explicitly notifies its CPE that it leaves the un-
derlying multicast group). While the client may close the multicast flow us-
ing Multipath QUIC’s semantics [Liu+26], our implementation, for simplicity,
keeps the QUIC path open even if it is no longer used.

RTT variance to fall back. We use the RTT variance as the decision
factor, as it is provided by the transport layer. While raw RTT estimates are
not sufficient, as distant receivers may provide enough network capacity, the
RTT variance captures its evolution and can reveal evolving network condi-
tions. We define a significantly higher RTT variance by computing the mean
of the group without the potential bottleneck receiver. If the RTT variance of
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Figure 3.13: Structural Similarity of the 20 receivers when adding 100 ms jit-
ter and 1% losses and using our bottleneck detection mechanism; 100,000
samples per receiver per experiment. Left: global distribution; right: ratio
of perfect frames, i.e., with an SSIM of 1. The GStreamer playback buffer is
set to 100 ms.

the receiver is yx higher than this mean value, we consider it a bottleneck.

Heterogeneous scenarios. We reuse the same testbed as in the previ-
ous section to show how an FCQUIC source can handle bottleneck receivers.
Instead of entirely disabling multicast links as we did in the last section, we
now dynamically add 100 ms jitter (recalling the initial ~ 20 ms RTT) and
1% losses, using the same method to randomly select links. A selected link is
degraded with a probability of 1 for 15s, every 30 s. We run each scenario 3
times.

The mechanism ensures a good video quality. Figure 3.13 reports
the Structural Similarity (SSIM) in this scenario. The No jitter acts as a base-
line; the three other curves show the addition of jitter and losses. Without
our bottleneck and fallback detection mechanism, the SSIM degrades, with
1% of frames being of low quality due to jitter and packet loss. Figure 3.13
also reports the SSIM when using the bottleneck fallback mechanism with
vy = {2,10}. Both values significantly improve SSIM (i.e., video quality) be-
cause heterogeneous receivers are evicted from the multicast flow and con-
tinue to receive traffic via their unicast paths, which are not affected by jitter
or loss. Still, the mechanism cannot guarantee the same SSIM as the base-
line due to the time required to detect bottleneck receivers. The right-hand
side of the Figure shows the proportion of perfect video frames (i.e., with an
SSIM of 1), showing substantial gains with y = 2 over y = 10 because the
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Figure 3.14: Frame latency of the 20 receivers when adding 100 ms jitter and
1% losses and using our bottleneck detection mechanism; 100,000 samples
per receiver per experiment. Left: global distribution; right: focus on the
tail latency.

bottleneck detection system is more aggressive. We again notice the gains of
the mechanism compared to the No FB curve: from 50 % to > 75 % of perfect
frames.

The mechanism keeps low frame latency. Figure 3.14 shows the frame
latency in the same experiments. Again, we observe the impact of the jitter
and losses on the whole group without our detection mechanism, as almost
10 % of the frames experience > 3% latency. At first glance, the gains both in
SSIM and frame latency could stem from the unicast fallback, where we do
not degrade the link. A deeper look at the raw results shows that both metrics
worsen for all members of the multicast flow when link degradation occurs,
as the source adapts its transmission rate to the bottleneck receiver, whose
throughput is reduced by the observed losses and jitter. Similar to SSIM, frame
latency improves with the mechanism, though we do not observe a difference
with y.

The source may wrongly reintegrate receivers in the multicast flow.
Figure 3.15 shows the number of times we degrade the quality of a multicast
link, and how the fallback mechanism reacts to them. Lower y leads to more
aggressive fallback decisions, as we see in the Figure. We also note that for
both y = 2 and y = 10, the number of fallbacks exceeds the number of link
degradations. Let us recall that we degrade links for 15 s, while the FCQUIC
source checks every second for potential bottleneck receivers. The source also
tries to reintegrate such receivers if their link quality improves over time, ini-
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Figure 3.15: Number of link degradations and unicast fallback as decided by
our bottleneck detection mechanism.

tially after 5s. In our experimental setup, the unicast path is not affected by
jitter/losses; thus, the fallback receiver reports good network path quality, al-
lowing the source to reintegrate it into the multicast flow. In that regard, the
source may reintegrate such a receiver even while the multicast flow’s net-
work conditions remain degraded. The FCQUIC source then reconsiders this
receiver as a bottleneck, approximately one second later.

To avoid such an oscillation every five seconds, Algorithm 2 includes a
hysteresis, where the wait time to reintegrate the multicast flow depends on
the number of times the receiver has already fallen back. Figure 3.16 shows
the time receivers remained out of the multicast flow, which linearly increases
as the same receiver experiences multiple link degradations or because the
link is still degraded once it reenters the multicast flow. From the results
discussed above, y = 10 allows the Flexicast QUIC source to detect bottle-
neck receivers without generating too many oscillations compared to y = 2,
though this is specific to the jitter being 10X higher than the one-way delay
we applied in this section.

This observation is further illustrated by Figure 3.17, which shows the
unicast-to-multicast throughput ratio as measured each second on the Flex-
icast QUIC source. With y = 10, the source sends the data at most once via
unicast, i.e., there is a single fallen-back receiver at a time - recalling that we
degrade multicast links one at a time. With y = 2, the bottleneck detection
mechanism is more aggressive, resulting in multiple receivers being removed
from the multicast flow simultaneously, indicating that more unicast fallbacks
occur than expected by our degradation experiment. This is confirmed by a
closer look at our results, which indicates that with y = 2, the FCQUIC source
sometimes removes non-impacted receivers from the multicast flow, e.g., be-
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Figure 3.16: From left to right: time to detect a new bottleneck receiver due
to link degradation, to reintegrate a fallen back receiver, to reconsider a rein-
tegrated receiver as a bottleneck because the link is still degraded.
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Figure 3.17: Left: unicast to multicast throughput ratio as measured each
second on the FCQUIC source. Right: throughput of the FCQUIC in a specific
experiment with our mechanism y = 2.
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cause their RTT variance (0.52 ms) is more than twice that of the rest of the
group (0.217 ms), resulting in a false positive. This ultimately results in higher
unicast traffic, as Figure 3.17 shows, with up to three times the multicast rate
sent to unicast receivers.

Discussion. In this section, we derive a simple bottleneck receiver detec-
tion mechanism based solely on the RTT variance. Future work must consider
more advanced decision processes, e.g., accounting for the observed losses.
Though simple, this mechanism shows how the source handles bottleneck
clients and that the extension discussed in this chapter contains all the nec-
essary features for this purpose. These preliminary results show that a too-
aggressive decision process (e.g., y = 2) leads to false-positive unicast fall-
backs, affecting network efficiency. Next steps should involve measurements
in real networks, where bottleneck receivers may expose different behaviors.

3.5 Related work

This chapter focuses on the design and evaluation of Flexicast QUIC, a flexible
approach for providing multicast at the transport layer. We focus on works
related to Flexicast QUIC at the transport layer.

Two IETF drafts have proposed to extend QUIC to support multicast.
HTTP over multicast QUIC [PBH22] suggests using HTTP/3 and QUIC over
an IP multicast network. The multicast behavior is implemented using HTTP
and not QUIC. This design does not modify the QUIC stack. To our knowl-
edge, it has been implemented only partially in nghq [NGHQ] and has not
been further explored for several years.

Multicast extensions for QUIC [Hol+26] specify extensions to enable QUIC
to use a multicast distribution tree. These extensions focus on source au-
thentication to prevent spoofing by malicious clients. It suggests using the
AMBI [HRF25] method, which forwards multicast packet hashes either via a
Merkle tree on multicast or via per-client unicast connections. In a compan-
ion paper [FHS24], the authors present MCQUIC, a deployment architecture
that uses fan-out servers to handle unicast connections to each client and a
side one-to-many connection to distribute data to receivers. There is an open-
source implementation of MCQUIC [mcQuic-IMPLEM] currently supporting a
subset of the control frames. Still, it does not implement the one-to-many
communication nor the reliability and congestion control mechanisms. As a
result, a complete comparison with Flexicast QUIC is not possible. The FC*
frames from FCQUIC build upon the draft [Hol+26]. FCQUIC leverages and
extends Multipath QUIC, simplifying the design and enabling seamless fall-
back to unicast when multicast trees fail. In contrast, MCQUIC extends QUIC
but does not specify methods for handling transport-related features such
as reliability and congestion control. We benchmark Flexicast QUIC at high
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speed and present alternatives (e.g., sendmmsg) when no underlying multi-
cast tree exists. We focus instead on scalability, robustness, and evaluations
of our implementation.

MCQUIC [Hol+26; FHS24] focuses on the source authentication prob-
lem, which we do not investigate in this chapter. We previously investi-
gated the cost of source authentication in a technical document describing
the first version of Flexicast QUIC [NPB23]. There, we observed the impact
of using asymmetric signatures to authenticate multicast packets, which are
orders of magnitude more costly. On the other hand, AMBI [HRF25] uses
efficient packet hashes to authenticate packets at the cost of sending these
hashes using unicast to each receiver, which breaks the spirit of multicast.
To gain efficiency, AMBI suggests using Merkle trees, but this mechanism is
not loss-tolerant. Another possibility for future work would investigate the
ALTA [RH19] method.

3.6 Discussion

This chapter presented Flexicast QUIC (FCQUIC), an extension to QUIC and
its multiple paths management addition [Liu+26]. With FCQUIC, we revis-
ited our vision of multicast-capable transport protocols, using multicast if
possible for efficiency and unicast otherwise for robustness. Thanks to the
QUIC extension for multiple paths [Liu+26], FCQUIC exposes per-receiver
bidirectional unicast paths and shared unidirectional multicast flows within
the same connection, enabling seamless transitions between multicast and
unicast delivery for receivers. Except for defining new flexicast-dedicated
QUIC frames, we extended QUIC to use a distinct set of TLS keys when open-
ing new paths, which was already considered during discussions of Multipath
QUIC [quic-ML-2020]; and to prevent receivers from sending any data on the
multicast flow, which has already been explored in Multiflow QUIC [DB21].
We presented the design of Flexicast QUIC and provided an open-source im-
plementation based on Cloudflare quiche [QuicHE]. We highlighted its scala-
bility, with cumulative traffic exceeding 80 Gbps, and its robustness in scenar-
ios where receivers may lose multicast connectivity or experience degraded
network quality, with minimal impact on their video stream quality of expe-
rience.

Possible improvements. The evaluation from Section 3.4 aimed to show
the benefits of Flexicast QUIC, both in terms of scalability and robustness.
First, the benchmarks consider a perfect multicast network without hetero-
geneous receivers and without packet losses that would impact the maximum
cumulative throughput in the presence of retransmissions. Second, our ro-
bustness evaluation when adding link failures (section 3.4.2) and heteroge-
neous receivers (section 3.4.3) considers basic scenarios and presents simple
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path management mechanisms to handle these conditions. Though this chap-
ter aims to demonstrate the flexibility of Flexicast QUIC, improvements to this
work include more advanced mechanisms and more complex scenarios, pos-
sibly in real networks. Finally, these sections introduce multiple parameters
(Dfp and y) that are set to fixed values. An improvement would consider how
to derive these values dynamically, e.g., based on each receiver’s RTT.

Conclusion. This chapter focused on providing a flexible, multicast-
capable transport protocol, assuming at least partial multicast connectivity
from the source to the receivers. However, at the time of writing, such end-
to-end multicast connectivity is too much of an assumption to imagine real
deployment of Flexicast QUIC on the Internet. We acknowledge that this
chapter raises several questions that we do not address directly here, includ-
ing those detailed above. Despite this, we believe that Flexicast QUIC paves
the way to answering several open research questions regarding multicast
in general in the future. The next chapter focuses on one of them: the ACK
implosion problem inherent to multicast communication.






Scaling Flexicast QUIC for
Large-Scale Software
Distribution

Chapter 3 introduced Flexicast QUIC as the possibility to combine multicast
and unicast within the same transport connection, highlighting its design and
the changes to QUIC and its multiple paths management extension. We eval-
uated FCQUIC in the context of constant-rate data, mimicking a simplified
high-quality live-streaming application, and outlined the scalability benefits
of the proposed approach compared to unicast QUIC. More particularly, we
outlined the interest of delaying acknowledgments from FCQUIC receivers
to improve scalability since the source must process fewer packets. Still, we
stuck to a constant, pre-defined acknowledgment delay.

This chapter more deeply explores the impact of receiver pacing on ac-
knowledgments in Flexicast QUIC communication by reconsidering the ACK
implosion problem in multicast:

In reliable multicast, a single data packet triggers independent acknowl-
edgments from all receivers, leading to a large number of packets coming
back to the source (i.e., incast) and requiring packet processing that in-
creases linearly with the group size.

Flexicast QUIC maintains per-receiver unicast paths, allowing the server
to know at any time the number of active receivers listening to the multicast
flow. We leverage this additional knowledge to build an adaptive acknowl-
edgment delay strategy, in which the server computes and advertises a delay
based on its sending rate, the group size, and the maximum acknowledgment
rate it can support. We analyze the benefits and trade-offs of this approach in
the context of large-scale file delivery, which puts pressure on Internet Service
Providers (ISPs) with each new popular video game release or software up-
date, e.g., on Windows and iOS devices. Since receivers request the same file
in concentrated but not simultaneous bursts, we further design a file-rolling
system that splits the file into blocks and sends them in a carousel, allowing
late receivers to begin processing data at the next block boundary rather than
waiting for a full retransmission.

105
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We implement and evaluate both mechanisms in FCQUIC on CloudLab
with up to 1000 receivers. We show that the adaptive strategy reduces the ac-
knowledgment rate by an order of magnitude without degrading per-receiver
goodput, and compare FCQUIC to unicast QUIC and multicast state-of-the-art
protocols across numerous scenarios, including heterogeneous arrival rates
and packet losses. We further model the CPU load of the FCQUIC source
and show that the acknowledgment rate is its dominant factor, and that it
can be controlled using our adaptive acknowledgment mechanism, enabling
larger-scale deployments.

The remainder of this chapter is organized as follows. Section 4.1 moti-
vates this chapter, underlining the impact of large-scale software updates on
today’s ISPs. We derive our adaptive acknowledgment strategy in Section 4.2,
highlighting the trade-off between scalability and reactivity to loss and con-
gestion events. In Section 4.3, we present the file-rolling mechanism, which
allows late receivers to start processing the application payload without wait-
ing for the current multicast transmission to start from the beginning. We im-
plement our two systems in Flexicast QUIC and evaluate them in Section 4.4,
showing their benefits compared to unicast QUIC and NORM [rrc5740], the
state-of-the-art regarding multicast file delivery protocols, and we analyze
the CPU load of the FCQUIC server. Finally, we conclude this chapter in Sec-
tion 4.5.

The results from this chapter are currently under review for a journal.

4.1 Large-scale software updates

Large-file distributions, such as video game releases and software updates,
strain ISP networks. Many users regularly download files of tens to hundreds
of GB. For example, the Fortnite game requires around 70-90 GB on PCs, and
35-45 GB on PlayStation 5 and Xbox Series [Uni25]; new triple-A games usu-
ally weigh multiple tens of gigabytes [AJ 25]. Fortnite further distributes sea-
sonal upgrades every ~90 days, totaling around 10 GB each, and other popular
games such as Rocket League and Valorant follow this model. League of Leg-
ends, with one of the largest active communities, applies an average of two
patches per day [Cla+17]. Even if these patches are much lighter, they con-
tribute to the large volume of video game updates, putting pressure on the
ISP networks.

Organizations that distribute large files rely on Content Delivery Net-
works (CDNs). These CDNs emerged as solutions to improve scalability and
enable the quick distribution of web content to millions of recipients. CDNs
efficiently disseminate data within their networks and deploy edge servers
in Service Provider (SP) networks or peer with them to reach receivers. Un-
fortunately, CDN edge servers rely on unicast protocols to send the data to
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these millions of receivers. Sending files via unicast is inefficient for large
audiences because of the high volume of duplicate data traversing the net-
work. As a result, the release of software updates significantly puts pressure
on Internet Service Providers (ISPs) and Exchange Points (IXPs). For exam-
ple, Fortnite’s November 2, 2024, update induced a ~100 Gbps increase (+20 %)
in Rome at Namex [Nam25d]. The LONAP Ltd network reached ~1.68 Tbps
the same day, while the total traffic the following day at the same hour was
only 1Tbps. More recently, OpenReach, the largest UK access network, re-
ported that another Fortnite patch pushed traffic to 372 petabytes in a single
day [ope25], breaking a new record. Next to these video game patches, system
software updates also put pressure on network providers with new releases.
Measurements from Apple iOS’s September 2017 update showed a +483 % in-
crease in CDN traffic peering with Apple’s Meta-CDN shortly after the update
release [Ble+18]. This study also found that the update caused congestion on
unrelated peering links due to the large traffic spikes. More recently, similar
events also caused sudden traffic spikes of +250 % due to Microsoft [Nam25c]
and Apple [Nam25a] update releases.

In response, ISPs and IXPs must scale their networks to ingest these spo-
radic events [Nam25b], leading to an order-of-magnitude increase in network
capacity beyond daily requirements [Ber25]. Next to this, Content Delivery
Networks address this issue by increasing the presence of their edge servers
within large ISPs. For example, Akamai counts more than 4,400 points of
presence spread over only ~130 countries [Aka26]. Applications also try new
solutions to prevent saturating their customers’ network: in early Novem-
ber 2025, the release of the Call of Duty game started with a pre-download
phase [Dut24] that enabled users to download most of the game before final-
izing it on the release day to prevent traffic spikes. While a file transfer is not
a one-to-many application at first glance, these recent events indicate a con-
centration of requests for duplicate content within short periods [Nam25d,;
ope25; Ble+18; Nam25a].

A more efficient way to distribute files is to rely on multicast protocols.
Multiple previous works attempted to disseminate files efficiently using mul-
ticast [GWP99; GMP96], leading to standardized protocols [RFC5740; RFC6726].
However, these protocols assume an end-to-end (from the source to all re-
ceivers) working multicast network, and do not provide unicast fallback in
case subsets of receivers lack such connectivity. As a result, multicast file
transfer is confined to enterprise networks [Mic22], where operators have
complete control over their networks and their hosts, or specific applications
in research networks [Sto+20].

We reconsider the use of multicast to efficiently deliver software updates
(or other large files) to large audiences. Given that CDNs deploy points of
presence within ISPs to improve efficiency, we believe they could leverage
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the existing intra-domain multicast deployments to efficiently distribute such
updates using Flexicast QUIC. File distribution begins with the establishment
of a regular QUIC connection and an HTTP/3 request from clients. If the
server can distribute the file through efficient multicast, it upgrades the con-
nection to use Flexicast QUIC. The protocol’s flexibility allows clients that
become a communication bottleneck or lack multicast support to seamlessly
fall back to unicast delivery without impacting the ongoing connection or the
application.

The ACK implosion problem. Historically, large, reliable multicast
communication has suffered from the ACK implosion problem, in which a
single packet targeted to a large multicast group generates numerous ac-
knowledgments, increasing packet processing overhead and limiting scalabil-
ity. Multiple approaches have been proposed to mitigate the impact of ACK
implosion, often adding complexity to aggregation mechanisms between end-
hosts and sometimes involving intermediate nodes [LG96]. Recent multicast
protocols use negative-acknowledgment (NACK)-based approaches to limit
the scope of the problem [RFc5740], but they assume fully working multicast
support, which is not always the case in real deployments.

With Flexicast QUIC, the source maintains per-receiver unicast paths dur-
ing the communication, and knows at any time the set of active receivers.
Based on this feature, we design, implement, and evaluate an adaptive de-
layed acknowledgment mechanism in which the source dynamically adjusts
the acknowledgment rate for its receivers by pacing their feedback.

4.2 Scalable Acknowledgments

Reliable protocols rely on acknowledgments. In addition to the data rate from
the sender to the receiver, acknowledgments add an ack rate in the reverse
direction. QUIC receivers must acknowledge at most every two ack-eliciting
packets [RFc9000]. This mechanism works well in unicast because the ack rate
is smaller than the data rate. In multicast scenarios, increasing the number
of receivers inherently increases the ack rate, while the sender maintains the
same transmission rate.

Ack implosion [PTK94] occurs when the number of acknowledgments the
sender must handle for every transmitted packet increases due to the num-
ber of simultaneous receivers. Another strategy is to rely only on negative
acknowledgments (i.e., report only the missing packets), but this approach
is also subject to nack implosion if all receivers detect the same loss. NORM
implements nack echo/suppression to limit this problem [RFc5740]. By aim-
ing for arbitrarily large scalability, these protocols do not track the number
of active multicast receivers, which is necessary to scale to large audiences,
and must thus define methods that limit the ack rate independently of the
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group size. In this chapter, we leverage the fact that a Flexicast QUIC source
knows the exact set of active multicast receivers, to delay acknowledgments
and dynamically adjust the delay. The idea of delaying acknowledgments,
i.e., moving from acknowledging every (two) received packet, is already dis-
cussed for unicast within the IETF for TCP [rrc1122] and QUIC [ISK25]. TCP
endpoints must not delay acknowledgment by more than 500 ms [RFC1122].
The IETF draft on QUIC acknowledgment frequency recommends that end-
points send an ACK frame at least once per round trip to minimize potential
negative impact on congestion and reliability mechanisms.

4.2.1 Estimating the acknowledgment rate

Chapter 3 explored the benefits of adding an acknowledgment delay in the
initial design of FCQUIC, suggesting improved scalability because the source
must process fewer packets. The source statically advertised such acknowl-
edgment delay during the announcement of the multicast flow through the
FC_ANNOUNCE frame. However, this value is static and left to the application.
Here, we extend Flexicast QUIC to dynamically adjust the expected acknowl-
edgment rate from the receivers to the source. We define the data rate as r(t),
i.e., the rate in bps at time ¢ at which the FCQUIC source sends packets, in-
cluding packet overhead. Table 4.1 summarizes the parameters we use in this
chapter for clarity. Then we call n(t) the number of active receivers at time ¢
that are receiving the multicast flow. The ack rate, r,(t) in bps, follows:

ra(t) o r(t = 8) x n(t = 8,). (4.1)

The §; in Equation (4.1) takes into consideration the fact that the acknowl-
edgment rate at time ¢ is a consequence of data sent earlier (i.e., ; before) to a
group of a potentially different size at that time. For simplicity, we set §; = 0,
which holds at steady state when n(t) and r(t) are stable.

Typical networks use an MTU of 1500 bytes. For bulk data transfers, QUIC
packets containing data (i.e., STREAM frames) try to maximize this MTU,
while packets with ACK (or PATH_ACK) frames usually weigh ~100B. Fur-
thermore, we assume that QUIC endpoints usually acknowledge every packet
they receive. This is the default behavior in the QUIC stack we use, Cloudflare
quiche [QUICHE]. We derive that

ra(t) ~ 1—15r(t) % n(t) (4.2)

4.2.2 Limiting the acknowledgment rate

We define C as the maximum expected acknowledgment rate summed over
all receivers. C captures the maximum acknowledgment processing capacity
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Symbol Unit Description Page appearance

r bps  Data rate 109

Ta bps  Acknowledgment 109
rate

n - Number of active re- 109
ceivers

B s Acknowledgment 110
delay

C bps  Acknowledgment 110
cap

a - Pareto shape 114

Table 4.1: Description of the parameters.

of the server, which depends on the deployed environment. While we leave
its estimation to network operators, we evaluate the sensitivity of our imple-
mentation through experiments for different values of C. As such, one must
ensure that r,(t) < C, which is currently dependent on the sending rate r(t).

We suggest another strategy to limit r,(¢) by dynamically advertising
an acknowledgment delay to receivers. Instead of acknowledging every (at
least) two ack-eliciting packets [RFc9000], this acknowledgment delay (let us
call it f(¢)) defines the time between two PATH_ACK frames, in seconds. To
avoid clock synchronization, we uniformly and randomly select timers on
each receiver to pace these frames, i.e., the time between two acknowledg-
ment frames of the same receiver follows X (t) ~ U(0, f(t)), whose expecta-
tion is E[X(t)] = @ This gives the expected acknowledgment rate using
the delayed strategy:

800 x n(t) _ 1600 X n(1)
E[X(1)] p)
again, assuming that each acknowledgment packet is ~100 bytes (800 bits)

long. Recalling that we cap the ack rate by C, we derive the value of § as
defined by Equation (4.4).

Elra(0)] =

(4.3)

t
B(t) = 1600%. (4.4)
We only use a delayed-acknowledgment strategy when QUIC’s default mech-

anism generates an ack rate above C. Putting it all together, we compute f as
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(4.5)

1600@, otherwise.

ﬁ(t)z{o, if 70 < ¢,
Large ACK delay, performance, and congestion control. Delaying
acknowledgments can reduce the emitter’s reactivity in the presence of losses
since it must wait for acknowledgments, which are delayed by f, to detect
losses. Similarly, congestion events can be detected more slowly. This con-
sideration brings a trade-off between capping the ack rate r,(t) and ensuring
good detection of congestion and loss events when n(t) is large and/or C low.
To preserve this reactivity, the acknowledgment delay must remain within
a small multiple of the RTT, and this multiple must be chosen carefully. To
remain conservative, we compute an ideal lower bound on C. For example,
to ensure that f remains no higher than 2 times the RTT, C is tailored by
Equation (4.6):
1600 X npmax

> — 1% (4.6)
2 X RTTpax

In this computation, RTT .y corresponds to the highest RTT among all re-
ceivers. We use RT Ty,x to adapt to the receiver with the longest delay, even
though other receivers may have much lower RTTs. This RT T,y is estimated
from packets sent on multicast flow and acknowledged by receivers via the
PATH_ACK frames. In ideal environments with no packet losses, delayed ac-
knowledgments should not affect congestion control and reliability mecha-
nisms. Adding an acknowledgment delay of f§ does not inflate the RTT sam-
ples from the source viewpoint, since the ACK and PATH_ACK frames contain
the ACK Delay field, indicating the amount of time the peer waited before
sending the frame for the corresponding acknowledged data [Rrc9000]. The
source accounts for this quantity when adjusting its RTT samples.

Moreover, adding a delay introduces batched acknowledgments, which
free space in the sender’s congestion window and allow the emitter to send
new packets in bursts rather than continuously. A large value of f can lead
to inefficient link utilization, as the source alternates between (i) short bursts
of packets when the source’s sending window frees upon receiving coarse
PATH_ACK frames containing large ranges of acknowledgments, and (ii) long
idle periods, precisely waiting for these acknowledgments. This phenomenon
is particularly pronounced in the absence of pacing. We highlight the impact
of too large values of  on the performance in Section 4.4.3.

Distributing the ack delay. We extend FCQUIC with a new frame,
FC_ACK_DELAY, to let the source inform receivers of updated values of f.
Alongside the new value of 8 in microseconds, the frame contains a mono-
tonically increasing sequence number to track the updates. The source sends
this frame on the multicast flow for efficiency. It is also possible to send it indi-
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vidually along the unicast paths, using a specific value for each receiver. Our
prototype uses the first approach, as a single packet reaches all receivers. Re-
ceivers that fall back on unicast receive subsequent FC_ACK_DELAY frames
through their unicast path. These frames are unreliable, and receivers that
miss one such frame stick to older f values until the next update frame is re-
ceived. Because f depends on the current delivery rate r(t), the source may
update and advertise new values after sending new packets on the multicast
flow. We set the minimum interval between two FC_ACK_DELAY frames to
100 ms, but evaluate its impact in Section 4.4.2.

Handling heterogeneous receivers. Our previous reasoning, which in-
fers the computation of f(t) from Equation (4.5), assumes that all receivers
share a similar RTT to the source on the multicast flow. In heterogeneous en-
vironments, the source may encounter receivers with low and high RTT rel-
ative to the acknowledgment delay. When RTT < f, the receiver sends less
than an acknowledgment every round trip, which does not respect QUIC’s
recommendation regarding delayed acknowledgment [ISK25], as the conges-
tion state for this specific receiver is degraded.

A per-receiver f5; would improve reactivity for low-RTT receivers but can-
not guarantee that the aggregate rate stays below C (Equation (4.6)). For sim-
plicity and multicast efficiency, we use a single f and assess the impact in
Section 4.4. This represents a deliberate trade-off between ack rate control
and congestion-control reactivity, which we leave to future work.

4.3 Enabling loose synchronization through file rolling

In large-scale software dissemination, receivers do not request the same con-
tent at exactly the same time, unlike in live streaming, where synchronization
among clients is expected by design. Recent events [Nam25d; ope25; Ble+18;
Nam25a] indicate that clients’ requests concentrate within short periods, and
clients arriving later than others want to receive the application data from the
beginning, without preventing earlier clients from advancing in their down-
loads. We call this the multicast loose synchronization problem. Multicast
protocols such as NORM [Rrc5740] repeat sending the same file, allowing late
receivers to start from the beginning in the next iteration, though they must
wait for the current one to finish, which adds time to complete the download.
FLUTE [rFc6726] uses Asynchronous Layered Coding [RFC5775] to transmit
encoding symbols over a unidirectional channel, allowing receivers to recon-
struct the original object once enough symbols have been collected, without
requiring acknowledgments or retransmissions. To expedite this process, we
design a file-rolling approach, in which the source splits the file into blocks B;
and repeatedly sends each block over a separate FCQUIC stream. Receivers
can join the multicast flow at any time. Their download starts as soon as a
new FCQUIC stream (and thus a new block) begins.
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Source | Bi(s1) | By (s2) | Bs(s3) | Bi(se) | Bz(ss) |

Ri| B | By Bs Ve
| |
Y, —
Ry B ] B v
| Total download time
v
Rs } Bs | B | B |/
-~
< |B|
t t t t t +—> Time
<> _
|B| ! incomplete (discarded)

Figure 4.1: File-rolling example with a file split into three blocks (B;, B, Bs).
R, joins at the start and receives all blocks in order. R; and R; join mid-block:
the incomplete block is discarded, and reception resumes at the next block
boundary. Each block is repeated in consecutive QUIC streams (s;...Ss).

HTTP/3 request and manifest response. The client initiates a stan-
dard QUIC handshake and then sends an HTTP/3 request for a specific object
to the source. If the source wants to deliver this object using multicast, it
responds with a manifest describing the file’s chunking. Otherwise, it can
deliver a standard HTTP/3 response using unicast. Figure 4.1 illustrates a file
transfer where we split the file into three blocks, By, B,, and B;. The man-
ifest contains the stream identifiers used by the source to send the different
blocks. The source repeatedly sends the blocks as receivers may arrive at any
time (e.g., receiver Rs in Figure 4.1). The source subsequently cycles over the
blocks using consecutive stream identifiers. For example, B; is first sent in
stream s;; B in s, and Bs in s3, By in s4,.... QUIC’s streams are identified by
up to 62 bits, with the two lowest bits indicating the stream type [RFC9000],
making stream ID exhaustion a non-concern.

Receiving blocks. Receivers process blocks independently. In our ex-
ample, the receiver R, processes B, before B;, which will be received later.
The application writes the content of B; to disk at its specific offset, using
the manifest. As soon as the receiver completes all blocks (independently of
the order of receptions), it closes the connection. Here, we assume that ap-
plications process the software update only after receiving the entire file, i.e.,
there is no advantage to receiving B, first rather than the other blocks.

Choosing the block size. If the file is not chunked into enough blocks,
late receivers may need to wait longer before they can process valuable data.
In Figure 4.1, receiver R; cannot make use of the remaining packets from
stream s, since it did not receive the first bytes, and must wait for the first
bytes of s3. We analyze the impact of the block size in Section 4.4.5 by imple-
menting the file-rolling system in FCQUIC.
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4.4 Experimental Evaluation

In Chapter 3, we provided a first open-source implementation [Nav26b], based
on a previous specification of the multiple paths management extension for
QUIC [Liu+24]. We update this implementation to build on the latest ver-
sions of the IETF draft [Liu+26] and to simplify the source code. We further
add our ack delay strategy and our file-rolling system on top, and evaluate
these mechanisms through medium-scale emulation on the CloudLab infras-
tructure [Dup+19]. We compare unicast QUIC with Flexicast QUIC as we
deliver the same file to an increasing number of receivers. First, we show
the benefits of FCQUIC regarding network utilization (§4.4.1). We assess how
our ack delay strategy dynamically caps the acknowledgment rate based on
the number of active receivers without compromising the transmission rate
(§4.4.2). Then, we infer a model estimating the CPU load of the Flexicast QUIC
server to theoretically extrapolate to larger sets of receivers (§4.4.3). Finally,
we explore the performance of FCQUIC across various scenarios, including
different client arrival rates and block sizes, and under heterogeneous loss
conditions, and compare our approach with NORM [Rrc5740].

CloudLab setup. We leverage CloudLab [Dup+19] to run a medium-
scale multicast network, reusing the same testbed as in Chapter 3 (Figure 3.6).
We use six d6515 servers. These servers are 16-core AMD EPYC 7452 at
2.4 GHz with 128 GB RAM. They are equipped with two 100 Gbps NICs. One
server is used as the source. The Replication Node emulates an entire multicast
network and performs software-based multicast replication similarly to the
previous chapter. Four servers emulate the receivers. Each host can support
up to 250 receivers across different network namespaces, for a total of up to
1000 receivers simultaneously. All receivers are attached to the same LAN.
As such, the cumulative replicated multicast traffic is capped at the 100 Gbps
link speed.

Receiver arrival behavior. We model the client’s arrival behavior us-
ing a Pareto distribution, a power-law model for event bursts with long tails,
corresponding to the recent software dissemination events [Nam25d; ope25;
Ble+18; Nam25a]. The Pareto distribution is characterized by two parame-
ters: x,, the scale parameter (the minimum arrival time), and «, the shape
parameter, which defines the peak concentration and the tail width. We do
not use this distribution to model inter-arrival times between clients. Instead,
we sample the Pareto distribution to determine arrival times in seconds, so
that the overall client’s arrivals follow the Pareto curve. The client’s arrival
time probability is given by Equation 4.7:

P(X > x) ~ (xm /%)% x = xm 4.7)

The value of x,, has little impact, as it only determines the minimum time
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before the start of the experiment and the first request without impacting
subsequent arrivals; we keep x,,, = 2 seconds for the remainder of this section.
Except stated otherwise, we use ¢ = 1.5, which is in the common range of
values. With a = 1.5, we expect more than 90 % of the receivers to request
the file within the first 20 seconds of the experiment.

Measuring the application goodput. We report the application goodput
as it is usually the most direct metric users identify when downloading files.
We measure goodput as the ratio of file size to download time, in Mbps.

Compared protocols. We compare (unicast) QUIC (Cloudflare quiche
version 0.23.4 [QuicHE]), NORM (version 1.5.9 [Lab25]), which we introduced
in section 1.8.3, and our new implementation of FCQUIC. For FCQUIC, we
analyze three variants: (i) FCQUIC: using the standard QUIC acknowledg-
ment mechanism; (i) FCQUIC¢ 5: using a constant ack delay of 5 ms (similar
to Chapter 3); (iii) FCQUIC4: using our adaptive acknowledgment strategy
from Section 4.2. To improve reliability, NORM caches the latest sent bytes
in case late retransmissions are needed. The exact cache size is determined
by the application. We use 100 MB of cache during all experiments, meaning
that the source can retransmit up to 100 MB older data to late receivers. Be-
cause NORM does not use per-receiver unicast connections, receivers without
(transient) multicast connectivity cannot receive the content. Therefore, we
assume end-to-end multicast connectivity to fairly compare the two multicast
protocols. We only implement our file-rolling system in FCQUIC, though a
similar mechanism could be built atop NORM. As such, we expect FCQUIC to
perform better than NORM for large sets of clients, as FCQUIC receivers must
only wait for the next block, compared to NORM, which requires waiting for
the current file transmission to complete.

4.4.1 Performance in a perfect environment

We start by measuring the goodput offered by QUIC, NORM, and the three
variants of FCQUIC as the number of receivers increases, in a perfect en-
vironment. Figure 4.2 shows the per-receiver goodput and Figure 4.3 the
throughput measured on the Replication Node. Except stated otherwise, we
use a maximum acknowledgment rate cap of C = 100 Mbps and a block size
B =100 MB. We analyze the impact of these two parameters in Sections 4.4.2
and 4.4.5.

FCQUIC provides higher goodput as the number of receivers in-
creases. Unicast QUIC outperforms multicast protocols when a few receivers
request the same file, since the flows do not saturate the 100 Gbps bandwidth
limit. The per-receiver goodput matches previous results on the evaluation of
the Cloudflare quiche stack [Jae+23]. This value decreases linearly with the
number of receivers, reaching a median of less than 200 Mbps at 200 receivers.
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Figure 4.2: Application goodput in our CloudLab setup. FCQUIC outper-
forms (unicast) QUIC with numerous receivers. Dots show the median value.

The measured unicast throughput (including protocol overhead) in Figure 4.3
indicates that the server reaches a peak of 30 Gbps. Similarly to the results
from Chapter 3, the server CPU load reaches full utilization for QUIC, which
becomes the bottleneck before the bandwidth limit. Again, we observed CPU
contention on the nodes emulating clients, so QUIC clients processed packets
in batches before sending a single ACK frame, reducing the ACK rate.

The per-receiver goodput remains within the 250-500 Mbps range, inde-
pendent of the number of receivers, for Flexicast QUIC, across the three ac-
knowledgment strategies. For fewer receivers, we observe noticeable vari-
ance, but the goodput converges as we deliver the data to more clients si-
multaneously. For n > 120 receivers, FCQUIC provides higher goodput than
QUIC. Figure 4.3 shows that FCQUIC linearly increases the cumulative mul-
ticast throughput until it reaches ~100 Gbps for 200 receivers, explaining the
better results compared to QUIC.

In a perfect environment, NORM provides similar goodput to FC-
QUIC. Except for 4 receivers, FCQUIC variants consistently provide higher
goodput than NORM. We explain this difference by the lack of a file-rolling
system for NORM: late receivers either wait for the next transmission of
the file from the NORM source or request multicast retransmission from the
cache, thereby slowing other receivers — because these retransmissions oc-
cur on the multicast channel. The link utilization of NORM is systematically
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Figure 4.3: Throughput measured on the Replication Node during the exper-
iments from Section 4.4.1: Multicast (top), unicast (middle), and ack (bottom)
rates.

higher than that of FCQUIC, despite the lower per-receiver goodput. We ob-
served significantly higher drops from the software router with FCQUIC than
with NORM: for 200 receivers, the router dropped 14, 974 FCQUIC 4 packets
but only 538 NORM packets. We explain this gap by a limitation of our ex-
perimental setup: the Replication Node struggles to handle both multicast and
acknowledgment traffic at high speed on a single node.

Our adaptive acknowledgment strategy for FCQUIC induces a lower
acknowledgment rate without impacting the goodput. Although the
goodput difference is not significant, both figures show a positive impact of
the adaptive strategy (FCQUIC4, using a maximum rate of C = 100 Mbps)



118  Chapter 4. Scaling Flexicast QUIC for Large-Scale Software Distribution

FCQUIC,n = 40 FCQUIC4,n = 40
15 B FCQUIC,n = 200 MM FCQUIC 4,n = 200

11.3 11.1

8.0
7.2 7.1

6. 5.6
5 4.54.6 4.4

CPU load [%]
—
()

60.7 L2Llos) ,

\}O? ADY o ?&0\1\3 R %egd O}‘X@Y
Q

o P

Figure 4.4: Contributors of the CPU load on the FCQUIC source, compar-
ing standard and our adaptive acknowledgment strategy, for 40 and 200 re-
ceivers. We only report elements that vary significantly with n. App includes
application-specific tasks, such as reading data from a disk file. QUIC Send
typically involves tasks such as sending packets on the multicast flow and
per-receiver retransmissions. We used the perf tooling suite to collect these
samples.

over the standard procedure that acknowledges all packets (FCQUIC): the ac-
knowledgment rate is significantly lower (median of ~ 80 Mbps) compared to
the standard approach (~ 900 Mbps). Because the source constantly adjusts
the acknowledgment delay S, it correctly caps the cumulative rate from the
clients to the server. FCQUIC 5 similarly limits the acknowledgment rate by
imposing a constant value of § = 5 milliseconds, which does not adapt to the
number of active receivers.

Our adaptive strategy lowers the CPU load on the FCQUIC source.
In Figure 4.4, we report the main contributors of the CPU load on the source
using the standard and our adaptive acknowledgment strategy, measured us-
ing the perf toolkit. We exclude the overhead of the tokio runtime, which
we discuss later. The figure illustrates the positive impact of delaying ac-
knowledgments: the source must process fewer QUIC packets (QUIC Recv),
and spends less time aggregating acknowledgments from receivers (Ack pro-
cess). We note a side effect of handling 200 active connections: the UDP lookup
is performed by the kernel, which must poll all active socket descriptors for
incoming packets. Indeed, to improve the scalability of our FCQUIC4 source,
we updated the design from Figure 3.4 to let each unicast path instance embed
a connected UDP socket. This tweak avoids packet copies through message
passing, at the cost of creating a new socket for each receiver. With FCQUICy,
the kernel polls these sockets less frequently, reducing the CPU load from
11.3 % to 1.94 % for n = 200 receivers.
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We do not show the tokio runtime overhead in the figure for clarity,
but it accounts for the majority of the CPU load. For FCQUIC4 and 200 re-
ceivers, swapping and waking tasks across threads accounted for more than
50 % of the CPU load, but only 12.25 % with FCQUIC for the same number
of receivers. This result explains that (i) because the FCQUIC4 source pro-
cesses fewer packets, tasks are more often in an idle state, and tokio must
wake them up more regularly; (ii) tokio is convenient but not optimized for
high-intensity packet processing. We note that the CPU load percentage of
tokio is higher for FCQUIC 4 than for FCQUIC because other elements, such
as UDP poll, require fewer cycles.

Takeaway. In a perfect environment, FCQUIC and NORM achieve higher
goodput than QUIC because unicast saturates the server’s CPU. Our file-
rolling system allows FCQUIC to outperform NORM. The adaptive acknowl-
edgment strategy does not affect per-receiver goodput while limiting the ack
rate and reducing the source’s CPU impact because it must process fewer
packets. Our experimental testbed limits the link utilization of FCQUIC rel-
ative to NORM because the Replication Node struggles to handle multicast
traffic in one direction and unicast acknowledgments in the other.

4.4.2 Dynamic acknowledgment behavior

We now assess how the source dynamically adjusts the acknowledgment de-
lay, B, subject to a fixed maximum acknowledgment cap, C. We run the same
experiment with n = 200 receivers and C = {5, 50, 100, 200} Mbps. Figure 4.5
summarizes the per-receiver goodput and the real acknowledgment rate r,
measured on the Replication Node. The right sub-figure shows that the mea-
sured r, adjusts to the maximum expected C, thereby validating our approach.
We observe a similar per-receiver goodput when C > 50 Mbps, though it
improves slightly with higher caps. However, we see degradation for low
acknowledgment caps, which is explained by the induced acknowledgment
delay g relative to the RTT. For instance, when C = 5 Mbps,  ~ 64 ms, while
the RTT is approximately 2 ms, yielding § ~ 30 X RTT.

Such a large value of f yields batched acknowledgments. As discussed in
Section 4.2, this effect leads to alternation between bursts of packet transmis-
sion from the FCQUIC source until the congestion window is filled, and long
idle periods waiting for acknowledgments to free space in this congestion
window. As such, the source under-utilizes the link, and the global goodput
decreases. In our implementation, this effect is reinforced by the occasional
packet drop on the Replication Node due to software-based replication.

The left part of Figure 4.6 shows the evolution of f as receivers join
for the same values of C, confirming that f§ correctly adjusts to incoming
receivers and the maximum acknowledgment rate cap. Until now, we set
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Figure 4.5: Per-receiver goodput and real measured acknowledgment rate (r,)
when varying the acknowledgment rate cap (C), using our adaptive strategy
FCQUIC 4.

that the Flexicast QUIC source distributes the updated S values through the
FC_ACK_DELAY frames every 100 ms. The right-hand side of Figure 4.6 fur-
ther shows the evolution of § as we change this default delay of 100 ms. The
global shape of the evolution of § is independent of the update delay. How-
ever, as expected, the granularity decreases with increasing delay. We did not
observe a significantly higher acknowledgment rate r, when updates were
less frequent; we attribute this lack of difference to the precision of the ac-
knowledgment rate estimation on the Replication Node, which is measured
as an average every second. To mark a noticeable impact caused by the up-
date delay, multiple tens of receivers should connect to the server within a
few (tens of) milliseconds. However, increasing the update frequency incurs
overhead, as each FC_ACK_DELAY frame weighs approximately 8 bytes (de-
pending on the value of ), leaving less room to send application data.

4.4.3 Scaling: Flexicast QUIC CPU consumption

In the previous section, we limited the receiver set to 200 because the repli-
cated multicast traffic fully utilized the 100 Gbps bandwidth limit of the servers
from our testbed. In this section, we go further and explore the limits of the
Flexicast QUIC source with our adaptive acknowledgment strategy while we
significantly increase the number of receivers. To this end, we measure the
CPU load on the server and statistically estimate the factors impacting its evo-
lution, showing that the main influence stems from the acknowledgment rate,
which we can dynamically control with our acknowledgment strategy. We
run the same experiments as in the previous section, with up to n = 1000 re-
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Figure 4.6: The acknowledgment delay f adjusts to the maximum cap C (left);
increasing the  update frequency adjusts the acknowledgment rate for re-
ceivers more smoothly (right), though the per-receiver goodput did not get
affected for the tested ranges of frequency update.

ceivers, in increments of 100 receivers, using FCQUIC 4 and multiple acknowl-
edgment rate caps (C). Figure 4.7 reports the results, respectively showing the
median and gg9 CPU load on the source, the measured ack rate r, and the per-
receiver goodput. The CPU load is summed over all active CPUs on the server,
while the FCQUIC,4 source runs with 10 tokio workers (i.e., threads).

The source CPU load is mostly influenced by the acknowledgment
rate, and slightly by the number of active receivers. The two top sub-
figures highlight the impact of the acknowledgment rate on the server load.
For the same number of receivers, increasing the acknowledgment rate cap
C (i.e., comparing curves for the same number of clients) significantly in-
creases the median and qg9 load: for 1000 receivers, the median load ranges
from ~250 % with a 25 Mbps cap to ~800 % with a 250 Mbps cap, with steady
increase for intermediate caps. The 90" percentile follows a typical shape,
though the differences are less pronounced when considering only the high-
load samples. The top part of Figure 4.7 also shows that, for larger values of C,
the CPU load increases with n, the number of active multicast receivers. Two
reasons explain this result. First, even if we limit the per-receiver acknowl-
edgment rate with FCQUIC 4, this mechanism only restricts the rate at which
QUIC packets reach the source. However, the source still processes more (and
larger) acknowledgments as the number of receivers increases to ensure full
reliability. Second, the third sub-figure shows the measured acknowledgment
rate during these experiments. For C > 125 Mbps, the ACK rate continues
to increase when 200 < n < 1000 because the acknowledgment cap is large
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Figure 4.7: Median and g9, of the CPU load when increasing the maximum
acknowledgment rate (C) and the number of receivers (n) with FCQUIC. Scat-
ters represent real samples from the CloudLab evaluation; the lines are com-
puted using least-squares polynomial fits of order 1. The bottom sub-plots,
respectively, report the actual ACK rate measured during our experiments
and the per-receiver goodput, which decreases linearly as we saturate the
100 Gbps link for n = 200 receivers.

enough so that f ~ 0. To some extent, increasing n also increases r,, thereby
indirectly affecting the CPU load.

The ACK rate and CPU load share a strong linear dependency, with
a correlation score higher than 0.9. We measure the correlation between
rq, n and the CPU load in Table 4.2. The table highlights that the linear de-
pendence between CPU load and the acknowledgment rate is strong, with a
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CPU Load Ya n T'me Tuc

Median 0.9622 0.1719 -0.0557 0.2154
q90 0.9221 0.3235 -0.2687 0.0018
q99 0.7789 0.3783 —-0.432 —0.1617

Table 4.2: Correlation between the CPU load on the FCQUIC source and the
acknowledgment rate (r,), number of receivers (n), multicast rate (r,,.), and
unicast rate (r,.). The ACK rate is the most significant factor affecting the
CPU load on the source, both at the median and the 90" percentile.

correlation > 0.9 for both the median and gqq load. Still, as discussed previ-
ously, the number of active receivers, n, also affects the CPU load, especially
for the g99 samples, with a correlation of 0.3235. For completeness, we also
report the correlations between the CPU load and the multicast (r,,.) and uni-
cast (ry.) rates, although they are not the main contributors. The coefficient of
determination (R?) represents the statistical dependence of the variance of one
(set of) variable(s) explaining the variation of another through the linear re-
gression model. In a nutshell, this coefficient measures how well the variables
explain the evolution of another variable, ranging from 0 to 1. We measured
Rc215 , = 0.93 and Régo = 0.9, justifying that r, and n significantly contribute to
the evolution of the CPU load.

Modeling the CPU load. We compute a least-squares linear regression
using r, and n to model the CPU load of the FCQUIC4 source, allowing us
to estimate the server’s CPU load at a larger scale than what we can achieve
with CloudLab. Using standard models from scikit-learn, we derive the
median and go9 CPU load estimations based on the collected samples from
100 < n < 1000: Cf’Uso and Cf’Ugo. The acknowledgment rate r, is difficult
to estimate in advance and, by construction, r, < C. Moreover, the third

sub-figure in Figure 4.7 confirms that r, < C, allowing us to estimate:

CPUsy(C, n) ~ 3.48 X C + 0.0475 X n + Dy,

. (4.8)
CPUy(C,n) = 2.14 X C+0.0981 X n+ D,.

where C is expressed in Mbps for readability. The constants D; and D, stem
from the constant CPU cost of the FCQUIC server, which is independent of
the number of receivers and acknowledgment rate, e.g., generating and send-
ing packets on the multicast flow. These two equations provide insight into
how the CPU load of the FCQUIC4 source evolves as the number of receivers
increases, subject to acknowledgment capacity limitations. These equations
model the FCQUIC,4 CPU consumption under load, i.e., during active file
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transmission, based on samples collected during our measurements. The ex-
act coefficients from Equation 4.8 are specific to our testbed, though the ten-
dency should be similar in other setups.

The 99th percentile CPU load is also impacted by the acknowledg-
ment rate. Because each experiment collected ~175 samples of CPU load, we
focused on the median and gy to avoid relying too much on potential out-
liers. Still, we report the gog CPU load correlation factors in Table 4.2, con-
firming that the main factor affecting it remains the acknowledgment rate,
even at peak load. However, the Rfm coefficient of determination falls to 0.7:
rq and n remain the primary contributors to the gg9 CPU load, but other fac-
tors also influence it. These peak-load events occur when numerous receivers
occasionally synchronize their acknowledgments, and when the application
reads large chunks of data from memory; we leave such investigation for fu-
ture work.

Decreasing the acknowledgment rate too much negatively impacts
the file download performance. From Equation 4.8, one can constantly de-
crease the acknowledgment rate cap C to balance with an ever larger receiver
set n. This is theoretically possible, though it raises concerns regarding the
data transmission rate r, as discussed in Section 4.2. As an example, the right-
end side of Figure 4.7 shows that none of the 1000 receivers completed the file
download with C = 25 Mbps. From Equation 4.5, we compute a theoretical
B = 64 ms; our experimental results report a maximum value of f = 63.423 ms
in this experiment. In other words, receivers could only send acknowledg-
ments every ~64 ms to meet the 25 Mbps acknowledgment cap rate. With an
RTT of ~2ms, it means that receivers send less than an acknowledgment ev-
ery 30 RTT, far below the advised values [ISK25]. In addition to poorer RTT
estimation, ultimately impacting the congestion controller and data trans-
mission rate, the reactivity of the source to congestion and loss events is also
affected. As such, we reported a multicast send rate of only ~53 Gbps with
C = 25 Mbps; the rate increases to > 70 Gbps for higher acknowledgment
caps.

In Section 4.2, we stated that  should be at most equal to a few multiples
of the RTT. With 1000 receivers sharing a similar RTT of 2 ms and ensuring
that f < 10X RTT yields C > 80 Mbps. From Figure 4.7, we observe that even
for C > 50 Mbps, the file download completes correctly despite receivers
sending fewer than an acknowledgment packet each RTT. This observation
confirms the aforementioned trade-off between reactivity to congestion/loss
events and better link utilization (i.e., increasing C) and the limitation of ac-
knowledgment processing (decreasing C), which depends on the application
and environment in which operators deploy Flexicast QUIC.

Extrapolating to 10,000 receivers would require less than 20 work-
ing threads for the Flexicast QUIC source. We can take Equation 4.8 and
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Figure 4.8: Left: FCQUIC, provides a steady per-receiver goodput indepen-
dently of the receiver arrival rate. Right: receiver arrival distribution for
each «, with n = 200 receivers. For a = 2, no NORM receiver completed the
download.

tailor C (Equation 4.6) to estimate the CPU load for 10,000 receivers. For exam-
ple, if we assume a 10 ms RTT between the source and each receiver, and, to be
conservative, state that f§ < 5XRTT, we obtain C > 10,000X 0.1061025 = 320 Mbps.
Then, Cf’Uso ~ 1589 % + Dy; Similarly, Cf’Ugo ~ 1666 % + D,, i.e., about 20
working threads should be required to handle the 10,000 receivers in that con-
text, not accounting for the fixed cost of sending the packets on the multicast
flow. We note that this estimate accounts only for CPU load and assumes
a linear model at scale. At 10,000 receivers, the memory footprint and the
number of open socket descriptors may become bottlenecks.

Takeaway. The CPU load on the Flexicast QUIC source is heavily de-
pendent on the acknowledgment rate r, and the number of active receivers
n. We establish that r, is the main factor, directly influencing the median and
q90 CPU load, while increasing the number of receivers, albeit slightly, also
affects this load. By dynamically adjusting the acknowledgment rate, we can
limit the server load. We derive equations to estimate the CPU load for larger
sets of receivers that we could not obtain via CloudLab, and show that an FC-
QUIC server can handle 10,000 receivers simultaneously with < 20 threads
without significantly impacting the congestion controller and reactivity to
loss and congestion events.
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4.4.4 Impact of the arrival rate

We now explore the impact of the parameters introduced in the experimental
setup: the receiver arrival rate o from the Pareto model and the block size
|B| of the file-rolling system. We start by varying the receiver arrival rate,
a, for n = 200 receivers and compare NORM to FCQUIC, in Figure 4.8. The
right-hand side of the figure shows the distribution of arrival time of the 200
receivers as a function of . We limit to 200 receivers as it already saturates the
100 Gbps bandwidth of the testbed. Independent of the arrival rate, FCQUIC 4
provides a steady goodput around 250 Mbps. We attribute this robustness to
the file-rolling system, which allows late receivers to process application data
during the transfer of a block.

On the contrary, the goodput provided by NORM improves with a: when
receivers arrive sporadically (smaller values of ), NORM receivers must syn-
chronize with the source, potentially during an ongoing file transmission.
Every time a new receiver joins the group communication, it detects miss-
ing data (i.e., the beginning of the file) and sends NACK messages to the
source. Upon receiving these NACKs, the source sends repair packets con-
taining the missing data, provided it still has the missing data in cache. We
set the source’s default cache size to 100 MB. If the requested data is no longer
in cache, the receiver must wait for the next file transmission. For example,
with ¢ = 0.5, numerous receivers arrive after the source releases the initial
file data from its cache; they thus need to wait for the next transmission of
the file to process application data, which explains the lower goodput. Fig-
ure 4.8 shows that some receivers reached a higher goodput when a« = 0.5.
These receivers arrived earlier and completed the file download during the
first transmission. However, we observe that their goodput remains below
200 Mbps due to numerous retransmissions requested by late receivers.

As the receiver arrival density increases, NORM’s goodput improves be-
cause the probability that missing data is still in cache also increases for late
receivers. We note that for « = 2, no NORM receiver completed the file down-
load. Here, almost all late receivers manage to join the group communication
before the source drops the first application data from its cache. As a result,
each new receiver repeatedly sends NACK messages to the source to request
retransmissions, preventing the source from sending new data until all these
late receivers join the group. After all receivers are synchronized, the source
restarts sending fresh application data, resulting in lower goodput due to in-
correct congestion-state estimation caused by late receivers. Ultimately, the
source struggled to deliver the whole file within the experiment’s lifetime (3
minutes).

Takeaway. NORM is dependent on the client’s arrival rate. Worse, multi-
cast retransmissions for late receivers degrade the goodput of first receivers.
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Figure 4.9: Theoretical and measured goodput when varying the block size
for n = 200 FCQUIC, receivers. Goodput increases with shorter blocks,
whereas too low block sizes incur significant overhead.

On the contrary, our file-rolling system atop Flexicast QUIC allows late re-
ceivers to process application data sooner, and keeps the source from repeat-
edly retransmitting older data.

4.4.5 Impact of the block size

The file-rolling system chunks the file into blocks of specific sizes, allowing
late receivers to process application data at the next block. As such, the block
size impacts the goodput: the larger the block, the longer a late receiver might
have to wait for the current block to complete before processing the next
block from the start. We analyze this behavior with n = 200 receivers using
FCQUIC,. Figure 4.9 reports the per-receiver goodput with different block
sizes, as well as theoretical (and ideal) bounds on the goodput. This theoretical
region is computed considering a constant transmission rate of 90 Gbps with
no overhead, assuming that the receiver may join anytime between the start
(i.e., it must wait for the entire transmission of the block) and the end (i.e.,
it can directly process the next block) of a block already being transmitted.
FCQUIC,4 reaches this bound when the block size is 10 kB, but the goodput
decreases faster as we increase the block size. This is mainly due to the source
not maintaining a steady 90 Gbps bit rate when late receivers join with large
blocks.

Smaller blocks improve the goodput, but induce overhead if too
low. The theoretical curve shows that one can only expect to improve the
goodput by decreasing the block size. We observe an improvement from 1 GB
to 10kB in our measurements, as receivers wait less time before processing
application data. However, when the block size is 1000B (i.e., each block



128  Chapter 4. Scaling Flexicast QUIC for Large-Scale Software Distribution

NORM [ETFCQUIC,4 —lr,. I,
400 50 4
i) i 40 A
§ 300 é £ z
= 2 301
- i =
£ 200 A A s A :
% (o) o + 20 T
=
S 1001 ~
&) 10 1 @
O T T T T 0 B T T T T
20 40 60 80 20 40 60 80
Number of lossy receivers Number of lossy receivers

Figure 4.10: Impact of heterogeneous random losses on the goodput of
FCQUIC4 and NORM (left), and the resulting unicast (r,.) and acknowledg-
ment rate (r,) (right).

fits a single QUIC packet), the goodput shrinks to 130 Mbps. With such low
block sizes, the protocol overhead becomes significant: QUIC endpoints must
maintain state for numerous streams and consume numerous stream identi-
fiers. This also raises flow-control issues, since QUIC endpoints must allow
a large number of streams to be opened simultaneously. For example, with
an RTT of 5ms at a reception rate of 400 Mbps, at least 250 streams must
be opened simultaneously. Moreover, 1000 B streams do not lead to sizes of
QUIC packets utilizing the 1500 B MTU, thus wasting room and further in-
creasing the protocol overhead. Finally, the theoretical curve shows that, in
our scenario, the potential gains from shortening the block size from 1 MB to
10 kB are negligible in our testbed.

4.4.6 Impact of heterogeneous losses

Finally, we analyze the impact of losses on the goodput for both FCQUIC 4
and NORM in Figure 4.10. We add 0.1 % random and independent losses to
an increasing number of receivers. The overall loss rate on the multicast tree
is hence ~ 1 — 0.999! where [ is the number of lossy receivers; for [ = 80, the
loss rate is = 7.7 %. NORM uses Forward Error Correction packets to recover
from losses on distinct clients. This approach minimizes the number of re-
transmitted packets sent on the multicast distribution tree. The per-receiver
goodput decreases slightly from [ = 20 to [ = 80, due to the increasing number
of retransmissions.

Flexicast QUIC provides similar robustness as NORM, e.g., when [ = 20.
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The performance gap increases as the number of lossy receivers increases.
We explain this difference by the particularity of the experimental setup. Be-
cause the replicated multicast traffic is carried through a single 100 Gbps link,
each multicast retransmission from the NORM source, being replicated to all
receivers, increases the utilization of the 100 Gbps link. As NORM uses FEC
repair packets to recover from losses, a single repair can recover distinct losses
across different clients. However, such repair may not be useful to all clients
(e.g., lossless ones) but consumes more bandwidth than the per-receiver uni-
cast retransmissions of FCQUIC.

The right-hand side of Figure 4.10 shows the distribution of the unicast
(rue, from the source to the receivers) and ack rate (r;) for FCQUIC,4. The
unicast rate includes per-receiver retransmissions due to packet losses and
increases linearly with I: for I = 80, only 35 Mbps of unicast traffic is needed
to handle the loss events, suggesting that per-receiver retransmissions in this
scenario are not more costly than multicast retransmissions. We expect that
for heavier losses, multicast retransmissions (i.e., NORM’s mechanism) may
become more performant, but we do not expect the sender to maintain such
a high transmission rate under these loss events. The figure also reports
the acknowledgment rate r,, which increases with [ because receivers send
PATH_ACK frames when they detect gaps in the packet-number sequence
they receive on the multicast flow, though it remains under the ACK cap of
C = 50 Mbps.

Takeaway. FCQUIC, performs similarly or better than NORM in the
presence of losses, suggesting that its per-receiver unicast retransmission
mechanism is not a bottleneck in its design, because it allows non-impacted
receivers to continue receiving new application data.

4.5 Discussion

Software updates and releases of popular games sporadically cause spikes in
network utilization for Internet Service Providers (ISPs), requiring them to
add more capacity. These peaks are caused by the exclusive usage of unicast
distribution from Content Delivery Network edge servers to deliver these
large files. This chapter builds upon FCQUIC to efficiently distribute these
updates to large groups. We investigate the ACK implosion problem and de-
rive how we can dynamically control the acknowledgment rate by leveraging
the additional knowledge gained from the unicast paths maintained in Flexi-
cast QUIC. We demonstrate the flexibility of our approach across various sce-
narios, highlighting its benefits over unicast QUIC and comparable multicast
protocols such as NORM. Because the testbed limits the scale of our exper-
iments, we analyze the CPU load of our FCQUIC server and derive a model
to estimate this load for larger sets of receivers: we show that the major fac-
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tor influencing the CPU load is indeed the acknowledgment rate, which we
control in our extension of FCQUIC. We also discuss the trade-offs and limits
of our approach, showing that hard limits on the acknowledgment rate can
degrade communication quality.

Improvements to this work. This chapter again uses CloudLab as a
testbed to evaluate Flexicast QUIC, which limits the scale of our experiments.
A first improvement to this work would be to perform the same scalabil-
ity analysis from Section 4.4.3 across other environments to ensure the re-
sults are not overly specific to CloudLab, e.g., testing Flexicast QUIC on real-
deployment servers, which are significantly more powerful than those used
in this chapter [SH26]. Second, our scalability extrapolation focuses solely on
the server’s CPU load. In real large-scale deployments involving tens of thou-
sands of receivers, the CPU load may not be the only concern. For such sce-
narios, the FCQUIC source may not be able to handle numerous open socket
descriptors, or the memory footprint of all the opened unicast paths will be-
come non-negligible. Figure 4.4 hinted that, even with 200 receivers, with-
out the acknowledgment strategy from this chapter, UDP socket lookups ac-
counted for a substantial part of the CPU load. Reverting to the single-socket
design would remove this concern but would shift the burden of demultiplex-
ing all per-receiver packets to a single task.

Third, our file-rolling system repeatedly sends blocks over new QUIC
streams, which poses flow control issues in the long run. Indeed, QUIC’s
specification states that sending/receiving stream data with a given identifier
implicitly opens all lower-numbered streams of the same type simultaneously.
Let us consider the case of a (very) late receiver. With our current mecha-
nism, when the source sends a new block with a significantly large stream
identifier, the flow control limits of this new receiver may refuse to open all
previous streams, thus resulting in a connection error. An improvement to
the current file-rolling mechanism would be to replay streams repeatedly, as
allowed by QUIC’s specification [RFc9000]. We would expect improved re-
sults with this enhanced mechanism, e.g., the incomplete blocks in Figure 4.1
would no longer be discarded, allowing the receiver to complete the transfer
faster. However, from an implementation point of view, it is much easier to
repeat the blocks in successive streams than to repeat the stream itself.

Finally, we use HTTP/3 to initiate clients’ requests and to answer with a
manifest file describing the file-rolling mechanism (Section 4.3), but the data
is sent directly in QUIC streams. The inherent nature of HTTP requires clients
to make a GET request to open a new HTTP/3 and QUIC stream so the source
can send data for each new block. If a single receiver does not send such a
request, the entire communication could be blocked. Another, more elegant
solution, would be to use the HTTP PUSH method [RFc9113], which provides
cleaner semantics. HTTP PUSH lets the server open additional streams with-
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out the client’s request. On the first opened stream through a GET method,
the server first sends PUSH_PROMISE frames with the stream identifiers it
will use later on to send this non-requested data. Though HTTP PUSH is
part of the HTTP/2 [rRrc9113] and HTTP/3 [RFc9114] specifications, it is not
deployed in practice, and HTTP/3 stacks, such as quiche [QUICcHE], do not
implement it.

Conclusion. We investigated the ACK implosion problem in the practical
setting of large-scale file delivery. The design of Flexicast QUIC enables us to
reconsider this problem by knowing the receiver set throughout the commu-
nication lifetime, a paradigm shift from historical multicast protocol designs.
Comparison with the NORM protocol shows that several design choices in
FCQUIC positively impact results in our testbed, e.g., unicast retransmissions
rather than using the multicast flow, as NORM does. Although we cannot de-
ploy Flexicast QUIC at a larger scale, our CPU analysis suggests that our de-
sign and implementation can support significantly more receivers than stud-
ied in this chapter.






Analyzing the Optimistic
Acknowledgment Attack
in QUIC

The last chapter showed the benefits of delaying acknowledgments from re-
ceivers to the source in terms of CPU consumption for a Flexicast QUIC
source. The starting point of the chapter was to consider how we could go
further and rely solely on negative acknowledgments (NACKs) to ensure re-
liability. Receivers send NACKs only when they detect losses in the packet
sequence, thereby reducing the number of messages returned to the source
when the loss rate is low. If all receivers report the same loss, the negative
acknowledgment implosion problem arises, i.e., the source receives the same
NACK from multiple receivers. Since QUIC uses a packet number to identify
its packets, a gap in the packet number sequence may indicate a loss on the
receiving side.

During the initial discussions of a NACK extension to Flexicast QUIC, we
identified a specific behavior in the design of QUIC [RFc9000] regarding its
packet number sequence. Section 21.4 specifies that:

An endpoint that acknowledges packets it has not received may cause
a congestion controller to permit sending at rates beyond what the net-
work can support. An endpoint MAY skip packet numbers when sending
packets to detect this behavior. An endpoint can then immediately close
the connection with a connection error of type PROTOCOL_VIOLATION.

Due to this behavior, QUIC receivers may incorrectly associate a skipped
packet number with a network loss, leading to NACK implosion since all re-
ceivers will report the gap. Section 21.4 of RFC 9000 [RFC9000] specifies that
this action prevents the optimistic acknowledgment attack. In a nutshell, this
attack, firstly discussed with TCP [Sav+99], involves sending acknowledg-
ments for packets not yet received to increase the peer’s sending rate, ulti-
mately causing network congestion. More importantly, the statement indi-
cates that QUIC endpoints MAY skip packet numbers, without requiring it

133
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(MUST keyword). Given the large landscape of QUIC implementations, com-
prising more than 20 code bases [IET25], we investigated which implemen-
tations support this security feature, which were exposed, and, in particular,
how such an attack can be executed against QUIC stacks.

In this chapter, we analyze the optimistic acknowledgment (OACK) attack
in QUIC. We evaluate the 16 server implementations from the QUIC Interop
Runner [SI20; See25], and find that 11 are vulnerable to the attack. We imple-
ment a simple OACK predictor and expose these 11 implementations using
in-lab measurements, showing that some stacks send at > 200x the expected
rate. We confirm the results by carefully reproducing the OACK attack on
a large Content Delivery Network server, and we propose a patch based on
existing resilient implementations.

We organize the remainder of this chapter as follows. We first present the
optimistic acknowledgment attack in QUIC, and its initial discussion in TCP,
in Section 5.1. Section 5.2 explains our simple OACK predictor and explores
the vulnerabilities of the QUIC server stacks from the Interop Runner. We
validate our results by exploiting the OACK attack against a real CDN server,
with the company’s consent (Section 5.3). Finally, we detail how to detect and
counter the attack in QUIC in Section 5.4.

We published a workshop paper with the results from this chapter in the
Applied Networking Research Workshop 2025 (ANRW’25). In addition to the
workshop presentation, we presented the results at the QUIC working group
meeting at IETF 123. We contacted the maintainers of the 11 vulnerable server
implementations. Our discussions led to the correction of 7 of them, includ-
ing production implementations from Cloudflare (quiche), Microsoft (msquic),
and Alibaba (xquic).

5.1 The optimistic acknowledgment attack and
countermeasure in QUIC

Reliable transport protocols such as TCP [Rrc9293], SCTP [rFc4960], and
QUIC [rFc9000] use acknowledgments to confirm the correct reception of
data. Each acknowledgment indicates that all data, including the returned
sequence/packet number, has been correctly received. Modern implementa-
tions of these protocols return acknowledgments at different frequencies. A
TCP receiver usually acknowledges every second received packet. The QUIC
specification recommends sending an ACK frame after receiving at least two
ack-eliciting packets [RFc9000], but the IETF discusses extensions to change
this default behavior [ISK25], which was the starting point of the last chapter.

The optimistic acknowledgment (OACK) attack in TCP. These rules
apply to honest receivers who seek to receive data reliably. However, in
1999, Savage et al. [Sav+99] showed that malicious TCP receivers could ma-
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(a) A server not skipping packet numbers. (b) A server skipping packet numbers.
The client guesses that the packet num- The client cannot guess in advance that
ber following 1 is 2, and sends an opti- the server will skip packet number 2.
mistic acknowledgment for PN=2. Upon Upon reception of an ACK frame with
reception of this packet, the server in- PN=2, the server closes the connection be-
creases its congestion window. cause it detects the attack.

Figure 5.1: Optimistic acknowledgment attack example. PN stands for packet
number. We assume, for simplicity, that the server employs a loss-based con-
gestion control algorithm, such as CUBIC.

nipulate their acknowledgments to launch denial-of-service attacks against
servers. In a nutshell, to force the server to send data as quickly as pos-
sible, a malicious receiver could send optimistic acknowledgments that ig-
nore packet losses (i.e., never return duplicate acknowledgments of SACK
blocks [RFc2018]) or worse, send acknowledgments for data that it did not yet
receive. Savage et al. proposed extensions to TCP to solve this problem, but
they have not been adopted. In 2005, Sherwood et al. demonstrated that the
attack was possible against different TCP implementations [SBB05]. Several
solutions were suggested to prevent such attacks against TCP using cumula-
tive nonces [Sav+99] and by randomly skipping sequence numbers [SBB05].
In 2016, Schaub and Trey released a user-space implementation of TCP that
performs this attack [ST16]. Laraba et al. proposed a solution to protect TCP
servers by tracking all flows and identifying misbehaviors [Lar+21].

The optimistic acknowledgment (OACK) attack in QUIC. This at-
tack was known during the QUIC protocol standardization, and countermea-
sures were discussed. Since QUIC encrypts most of the packet header and
data, a firewall cannot analyze the incoming QUIC packets and block opti-
mistic acknowledgments, in contrast to TCP. For simplicity, let us consider a
client-server connection in which the client requests a large file. The client
is malicious and sends optimistic acknowledgments to the server to increase
its transmission rate. We assume that the client is not interested in the trans-
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Implementation | quic-go ngtep2 mvfst quiche
v0.50.0 v1.11.0 v2025.03.03 v0.23.4

(1) Skip PN 4 X X X

(2) Correctness v v v X

Implementation kwik picoquic  aioquic neqo
v0.10.1 6304c2e9cc35 v1.2.0 v0.12.2

(1) Skip PN X v X X

(2) Correctness X v X v

Implementation nginx msquic xquic Isquic

145b228530¢3 v2.3.9 v1.8.2 v4.2.0

(1) Skip PN X X X 4

(2) Correctness v v v v

Implementation | haproxy quinn s2n-quic  go-x-net

v3.1 v0.5.9 v1.52.0  d18fa4cfbd84
(1) Skip PN X v v X
(2) Correctness v v v v

Table 5.1: 11 of the 16 server implementations available from the QUIC In-
terop Runner are vulnerable to optimistic acknowledgment attacks. We re-
port the version used for the measurements (vX.Y.Z) or the docker image
hash. Implementations are vulnerable if (1) they don’t skip packet num-
bers. Worse, (2) implementations that do not assess the correctness of the
ACK frames expose themselves to straightforward OACK attacks. The main-
tainers of the 11 implementations confirmed their vulnerability to the OACK
attack. Patched implementations, as of the time of writing, are underlined.

mitted data; its sole objective in requesting the file is to attack the server.

Figure 5.1a illustrates this attack on QUIC. The malicious client sends ac-
knowledgments for packets that it has not yet received. The server responds
to these acknowledgments by increasing its congestion window and transmis-
sion rate, since all data in flight has been correctly received. By sending ac-
knowledgments in advance, the malicious client hides potential losses from the
server, thereby artificially increasing the server’s congestion window without
accounting for the underlying network conditions. Such an attack can impact
both the server and the network. A coordinated attack targeting the same
server could saturate its network and affect legitimate clients. In a nutshell, a
QUIC server is vulnerable to the optimistic acknowledgment (OACK) attack
if the client can infer the server’s sequence of packet numbers. By knowing
this sequence, the client can predict packets it has not yet received and hide
the network losses, thus increasing the server’s bit rate.

Skipping packet numbers. The client must infer the server’s packet
number sequence to optimistically acknowledge packets sent by the server.
This must be done carefully to avoid sending an ACK frame for unsent pack-
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ets. Indeed, the majority of tested implementations close the connection when
they receive an acknowledgment for an unsent packet (Line (2) in Table 5.1).
For example, the client could simulate the CUBIC congestion window update
mechanism to anticipate the server’s packet transmissions. QUIC [RFc9000]
includes a mechanism to prevent malicious clients from attacking the server
with OACK: the possibility to skip packet numbers. Section 21.4 of the QUIC
specification [RFC9000] mentions that an endpoint MAY skip packet numbers
when sending packets to detect this behavior (i.e., OACK). An endpoint can
immediately close the connection with a PROTOCOL_VIOLATION connection
error. There was no consensus on the mandatory skipping of packet num-
bers with the IETF QUIC working group to prevent these attacks, and Section
21.4 of RFC 9000 includes this as a possible feature. If the server skips some
packet numbers when emitting packets, the client cannot guess the correct
sequence. Figure 5.1b illustrates the server skipping packet number 2, which
the client cannot guess before receiving packet number 3. Since the server
never used packet number 2 for data transmission, there is no valid reason to
receive an acknowledgment for it. As a reminder, packet numbers in QUIC are
unique and must be monotonically increasing. As such, when the server skips
packet number 2 and sends a packet with number 3, it will never reuse lower-
numbered packet numbers for the duration of the connection. The server can
safely close the connection upon receiving an ACK frame for packet number
2, thereby preventing the OACK attack. By randomly skipping some packet
numbers, the server can quickly identify malicious receivers and potentially
close the connection.

11 of 16 server implementations are vulnerable to the OACK at-
tack. We use the QUIC Interop Runner [SI20; See25], an open-source soft-
ware that automatically runs interoperability tests among participating QUIC
implementations; any implementation can join the project. All implementa-
tions expose a Dockerfile with a common interface for testing. We run each
server implementation in the runner to collect the packets it emits during a
30 MB file transfer. We observe that the server skips packet numbers when
gaps appear in the sequence of packets it emits during the transfer. Out of the
16 tested servers, 11 do not skip packet numbers, including the implemen-
tations from Meta (mvfst), Microsoft (msquic), Alibaba (xquic), and Mozilla
(neqo). The maintainers of these implementations confirmed that they lack
support for packet number skipping. We noted that mvfst and ngtcp2 start ata
random packet number in the 1-RTT epoch and subsequently use continuous
packet numbers.

Assessing acknowledgments. During this measurement, we noticed
that several implementations do not assess the correctness of received ac-
knowledgments, i.e., the server does not verify if the received ACK frames
contain ranges of packets that were not (yet) sent by the server. For example,
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the client acknowledges packets 0..20 while only 12..16 are in flight. Such
a server would extract the 12..16 range without accounting for the fact that
the 17..20 range corresponds to packets that were not sent. By skipping this
verification step, the server is exposed to straightforward OACK attacks, as
the malicious client does not need to accurately predict the packet number
sequence.

Quiche, kwik, and aioquic do not verify the correctness of received
acknowledgments. To identify which implementations are vulnerable to
this condition (2) in Table 5.1, we create a simple client continuously acknowl-
edging the 0..10° range. The 10° value is chosen to align with the initial flow
control limits of most participating implementations. We observe that quiche,
kwik, and aioquic do not assess the correctness of received ACK frames. We
reported this issue to the maintainers of these three implementations. While
these implementations are vulnerable to straightforward OACK attacks (e.g.,
by acknowledging large ranges of packets, such as 0..10°), we include in the
study implementations that verify the correctness of received acknowledg-
ments. To perform the attack on such implementations, the malicious client
must schedule optimistic acknowledgments in time to send them to the server.
For this purpose, we design an OACK predictor, which determines the correct
time to send such ACKs.

5.2 Implementations’ vulnerabilities

In Section 5.2.1, we design our OACK predictor and implement it in a client
application based on Cloudflare quiche. We selected quiche solely due to
our preference for the implementation. Then, we conduct the OACK attack
against the 11 vulnerable server implementations in the controlled environ-
ment described in Section 5.2.2.

5.2.1 Optimistic acknowledgment predictor

The optimistic acknowledgment predictor aims to predict the packets the
server has sent before they are actually received. Our OACK predictor must
fulfill two properties: (i) Generate acknowledgment ranges faster than if the
corresponding packets were actually received; (ii) The server must not re-
ceive ranges for unsent packets. Designing this predictor in QUIC is more
challenging than in TCP. Indeed, Section 3 of RFC 9293 [Rrc9293] states that
upon receiving an invalid acknowledgment (such as an OACK), a TCP server
should ignore the ACK and send an empty packet with the correct sequence
number without sending a RST to the client. This design adheres to Postel’s
principle: Be conservative in what you send, and liberal in what you accept.
OACK predictors in TCP could rely on this mechanism to synchronize the
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OACK scheduler with the server when acknowledgments are sent too quickly.
Indeed, in [SBB05], the authors use a simple algorithm that can overestimate
the rate at which the server sends data. When this occurs, and the server
sends an empty packet with the correct sequence number it expects to receive,
the malicious client restarts its prediction from scratch without breaking the
connection. This conservative approach in TCP is mandatory since sequence
numbers can be reused during the lifetime of the connection. Otherwise, a
delayed, valid acknowledgment could be misinterpreted by the server as an
optimistic acknowledgment and as an attempt to produce the attack. Again,
such an interpretation is impossible in QUIC since packet numbers are unique
during the connection lifetime.

As such, a QUIC server immediately closes the connection if it detects
invalid acknowledgments, necessitating more sophisticated predictors. Al-

Algorithm 3: Simple QUIC OACK predictor.
ig: aggressiveness of increase of d
I: number of packets before starting OACK
d: OACK increase. Init: 0
nm: maximum received packet number
no: first packet number with data. Init: None

n: received packet number

Result: Potential OACK ranges to send to the peer
1 if ny is None then

2 ‘ ng < n

3 if ng+1 > norn < n,, then
4 ‘ return No range;
5 Ny < 13
6 de—d+ig;
7 return ng..n+d;

gorithm 3 presents our optimistic acknowledgment predictor for QUIC, in-
troducing two parameters. To prevent the client from injecting OACKs too
early in the connection, we delay the start of the attack by [ received pack-
ets (line 3). For simplicity, we denote ng as the first packet number used by
the server to deliver data. Typically, ny = 0, but we observed that mvfst and
ngtcp2 use a random ng > 0 in the 1-RTT packet number space. The core idea
of the predictor is to acknowledge each received packet with an increasing
delta. Whenever the client receives a new packet with a packet number n,
it sends an ACK frame acknowledging packets ng..n + d. As such, the client
acknowledges d more packets that have not yet been received. The trick is
to continuously increase d by iy because the attack induces congestion in the
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Figure 5.2: Virtual testbed running on a single machine. A Linux bridge con-
nects the two namespaces.

network, while the client continues to increase the server’s bit rate.

The spirit of this constant growth is to simulate the additive increase of
loss-based congestion control algorithms [RFc9438]. Let us assume that our
client receives packets at a rate of 5 Mbps in steady state. If iy = 0, we con-
stantly acknowledge d more packets than what we actually receive. In that
case, the predictor is simply acknowledging packets faster than it should,
given its limited 5 Mbps bandwidth. To simulate an infinite amount of avail-
able bandwidth for the attack, iy ensures that we continually acknowledge
more packets, in the additive increase spirit of these congestion control algo-
rithms.

Flow control. Flow control limits ensure that the sender does not send
more data than what its peer can handle. These limits are updated by the
receiver during the lifetime of the connection. To avoid blocking the server’s
transmission due to flow-control limits, our malicious client sets its flow-
control limits to arbitrarily large values at the beginning of the connection
through the MAX_DATA and MAX_STREAM_DATA frames.

5.2.2 Exploring QUIC stacks’ vulnerabilities

In this section, we carry out the OACK attack on the 11 vulnerable QUIC
server stacks from Table 5.1. During the following experiments, we set iy = 4
and [ = 400. The objective of this work is to assess whether we can produce
the optimistic acknowledgment attack on theoretically vulnerable stacks, not
to optimize the attack. As such, we do not explore other sets of values.
Virtual testbed. We use the virtual testbed illustrated in Figure 5.2 on a
single machine to encourage the reproducibility of the experiments. We work
with NPF [Bar24] to orchestrate and reproduce our experiments. We leverage
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the docker images from the QUIC Interop Runner [SI20; See25] to run the un-
modified servers in their namespace (docker). Our malicious client runs in
its namespace (client), and a Linux bridge connects these two namespaces.
Using tc, we add a 5ms delay in both directions on the main namespace.
We add a 5 Mbps bandwidth limit towards the client to show the attack’s im-
pact in a constrained environment. The client requests a 600 MB file via an
HTTP/3 request, which is sufficient to demonstrate the optimistic acknowl-
edgment attack. We limit each experiment to 60 s. Our malicious client uses
small initial flow-control limits of 10 MB and increases them based on the op-
timistic acknowledgments it sends. We measure the server’s bit rate at its
egress, i.e., by running tcpdump within the docker namespace.

Our OACK predictor tricks the 11 servers into increasing their trans-
mission bit rate up to 300x compared to normal behavior. Figure 5.3
shows the server bit rate with a benign client and with OACK enabled on
the client. The duration and success of the attack vary across QUIC imple-
mentations. For example, msquic closes the connection because the OACK
predictor sent an acknowledgment for an unsent packet after ~2 s of the at-
tack. However, over this period, the server sends up to 1.5 Gbps of traffic, a
300X increase in the actual network bandwidth of 5 Mbps. Other implemen-
tations, such as xquic and mvfst, send between 100 and 300 Mbps traffic to the
network during 50s and 5 s respectively. In conclusion, Figure 5.3 assesses
that our OACK predictor can attack these servers by making them send data
too quickly into the network despite its simplicity.

The client transmission pattern does not indicate any malicious
behavior. Figure 5.4 analyzes the client transmission bit rate (right sub-
Figure) when sending OACKs. Our predictor only sends OACKs (with ex-
tended ranges) when it receives a packet from the server. As such, the bit
rate towards the server follows normal behavior. Because QUIC packets are
end-to-end encrypted, a middlebox cannot detect the attack by analyzing the
content of the acknowledgment frames the client sends. We even note that
without OACK, the client’s transmission bit rate is higher: the client sends
larger ACK frames with more ranges due to the gaps induced by the conges-
tion losses.

CUBIC vs BBR on the server. Our OACK predictor is based on the hy-
pothesis that servers use loss-based congestion control algorithms (CCAs),
such as CUBIC [rrc9438]. Such algorithms never decrease their congestion
window unless they detect losses based on (the lack of) acknowledgments
from their peer. However, non-loss-based CCAs, such as BBR [CSB25], em-
ploy a different mechanism to adapt the congestion window. In 2019, BBR ac-
counted for ~40 % of Internet traffic [Mis+19]. A BBR server may proactively
decrease its congestion window during a probing phase. If a client cannot
determine when the server enters the probing phase, it may send an acknowl-
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Figure 5.3: Transmission bit rate measured on the server egress with a client

limited at 5 Mbps reception bandwidth, using the vulnerable servers’ imple-
mentations taking part in the QUIC Interop Runner.



5.3. Attacking a deployed Content Delivery Network server 143

Server TX Client TX
i 6 1 Normal client
. 100 OACK client
z :
; 50
s 2
e imm = s\ A ANMA———]
0 T l ; T T T 0 L T T T T
0 10 20 30 0 10 20 30
Time |s] Time |s]

Figure 5.4: Server (left) and client (right) bandwidth of our OACK client
against a quiche server.

edgment for an unsent packet due to reduced throughput. Figure 5.5 shows
the impact of using BBRv2 instead of CUBIC with an OACK client and the
ngtep2 server. The server’s congestion window temporarily decreased with-
out seeing losses, but our simple OACK predictor did not account for this be-
havior. As such, it continued to increase the range of acknowledged packets.
Upon reception of an ACK for an unsent packet, the ngtcp2 server closed the
connection. While using BBR initially appears to be a good remedial strategy,
a more sophisticated predictor could identify such probing phases to attack a
BBR server. We do not attempt to develop such a more sophisticated predictor,
as we believe it is outside the scope of this chapter.

Figure 5.6 explores the same scenario with quiche, which does not assess
the correctness of the received ACK frames (condition (2)). As mentioned,
the server does not close the connection when our predictor sends acknowl-
edgments for unsent packets. Interestingly, the server’s bit rate with BBRv2
is more than twice that with CUBIC. Because BBR estimates the available
bandwidth from the rate at which its in-flight data is acknowledged, the opti-
mistic acknowledgments inflate this delivery-rate estimate, driving the server
to raise its pacing rate. This result again highlights the risks of not verifying
the correctness of received ACK ranges.

5.3 Attacking a deployed Content Delivery Network server

In the previous section, we focused on generating the attack in a controlled
environment. Although we treated the server as an opaque box, production
QUIC servers may use configurations and features that differ from those in the
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against BBRv2.

QUIC Interop Runner Docker images. For example, while Cloudflare quiche
implements the Connection Migration feature of QUIC [rRrc9000], Cloudflare
servers consistently disable it [BP25]. We now assess whether we can pro-
duce the optimistic acknowledgment attack on a deployed production QUIC
server. Because we are targeting deployed infrastructures serving customers,
we must be careful regarding the scale of the attack. We performed the at-
tack only after obtaining explicit consent from the company that manages the
deployed service. As a result, we only performed the optimistic acknowledg-
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Figure 5.7: Bandwidth measured on the Turris access point. The client makes
an HTTP/3 request to our website hosted on a large Content Delivery Net-
work.

ment attack on a single target that agreed: a large Content Delivery Network
(CDN) using one of the vulnerable QUIC stacks from Table 5.1.

We host a static website on the CDN, which consists of high-quality im-
ages. This service is provided by the CDN and handles the website’s network
stack, security, and server scaling. As a result, the CDN protects our website
against standard denial-of-service attacks. We did not modify any network or
security-related configuration. The website is accessible via HTTP/2 (above
the TCP/IP protocol suite) and HTTP/3 with QUIC, although we focus only
on HTTP/3 and QUIC in this chapter. The experiment involves downloading
eight images, totaling 17 MB.

The malicious client is connected to the Internet via a Turris Omnia access
point to assess the impact of the OACK attack while remaining cautious. In-
deed, we limit the bandwidth from the Turris to the client to 1 Mbps using tc.
Because we cannot directly measure the server’s transmission bit rate since
we do not control its network stack, we measure the bandwidth at the ingress
of the Turris Omnia, before application of the tc limit. We use a hard 1 Mbps
limit to better reflect the attack’s impact without overloading the CDN net-
work. Measurements without the tc limit in this setup achieved a maximum
throughput of ~700 Mbps. As such, we argue that performing the optimistic
acknowledgment attack to force the server into sending less than 700 Mbps
of traffic should not harm the Content Delivery Network servers. The CDN
explicitly validated our experimental setup prior to any measurement.

The production QUIC stack from the Content Delivery Network is
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vulnerable to the optimistic acknowledgment attack. We use our pre-
dictor from Algorithm 3 with [ = 400 and iy = 10. Figure 5.7 reports the re-
sults. The Baseline curve shows the expected throughput without the 1 Mbps
bandwidth limit, indicating that we can expect to receive data up to 700 Mbps.
With the bandwidth limit and a benign client (the Limited curve), the recep-
tion bit rate does not exceed 1.1 Mbps, showing that the server correctly ad-
justs its transmission bit rate to the bottleneck link, which is between the
Turris and the client. However, the OACK curve indicates that our malicious
client correctly increases the server’s transmission bit rate due to OACKs;
we receive up to 100 Mbps of traffic despite the hard 1 Mbps theoretical limit.
To avoid taking the risk of actually attacking the CDN, we do not attempt
to reach the 700 Mbps baseline bit rate. However, we argue that the results
from Figure 5.7 show the potential of the attack if executed more aggressively
against a deployed server.

The next section discusses how to counter the optimistic acknowledg-
ment attack and the patch we suggest based on already robust implementa-
tions. Let us note that, once again with their agreement, we performed the
attack on the CDN after applying the patch that implements packet number
skipping; the CDN server was no longer vulnerable to the attack.

5.4 Preventing the optimistic acknowledgment attack

As indicated in Table 5.1, five implementations, at the time of measurement,
were robust to the optimistic acknowledgment attack. These stacks imple-
ment the countermeasure described in Section 21.4 of RFC 9000 [RFc9000].
To protect a QUIC host against OACKs, the implementation must (i) assess
the validity of the received acknowledgment and (ii) randomly skip packet
numbers during the transfer.

Assessing acknowledgments’ validity. To assess the validity of re-
ceived ACK frames, QUIC endpoints must match the acknowledged ranges
(of packet numbers) to the packet numbers sent. For example, Cloudflare
quiche! iterates over all unacknowledged packets, checking whether their
packet numbers fall within the received ranges, without assessing their va-
lidity. Assuming the endpoint uses continuously increasing packet numbers
(the case of skipped packet numbers is analyzed later), a correction consists of
verifying whether the ranges contain packet numbers higher than the maxi-
mum packet number the endpoint sent.

Skipping packet numbers. As stated by RFC 9000 [RFc9000], QUIC
endpoints may skip packet numbers to prevent the optimistic acknowledg-
ment attack. It is sufficient to randomly skip a few packet numbers during the

IVersion 0.23.5, released on April 2, 2025



5.4. Preventing the optimistic acknowledgment attack 147

-------- Normal client, quiche =====Normal client, patched quiche
OACK client, quiche ====QACK client, patched quiche
125 A
100 -
E 75 1
=2 — —
2 50 -
s
25
s .
5 1 M i AN LIV SRR
0 ) 10 15 20 25 30 35
Time |s]

Figure 5.8: Throughput on the fixed quiche server.

connection to limit the overhead induced by the increased number of ranges
caused by the gaps. For example, quic-go randomly skips a packet number at
least every 128 X 1024 = 131, 072 packets; picoquic randomly skips a packet
number uniformly in the range [3, 2561*"«] where n, is the number of already
skipped packet numbers. To detect an OACK attack, both implementations
generate dummy, unsent packets associated with the skipped numbers. When
the endpoint receives an ACK from its peer, it checks whether the ranges ac-
knowledge the dummy packet; if so, they close the connection with a protocol
error.

Patching quiche. We patched Cloudflare quiche to address ACK correct-
ness and packet-number skipping. It adds 187 and deletes 16 lines of code.
For simplicity, we use the same mechanism as implemented in quic-go. For
each outgoing packet, we skip a packet number with a uniform probability
of m where nj; is the number of packets we sent since the last packet
skip. This value is reset to 0 whenever we skip a packet number; otherwise, it
is increased by 1. The probability of skipping a packet number increases with
time as long as we do not skip one.

We run our OACK client against this modified quiche server in the same
setup as in Section 5.2.2. Figure 5.8 highlights that the patched server is not
vulnerable anymore to the OACK attack. When the malicious client enters
the OACK phase, the skipped packet number triggers the server to close the
connection after 17 s. The corrected server transmits at most 18 Mbps over its
network before detecting the attack.

Frequency of packet number skipping. The server could detect the
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attack more quickly by skipping packet numbers more frequently, at the cost
of increased overhead and a larger number of ranges acknowledged in ACK
frames. Indeed, ACK frames contain ranges of received packets. When the
client detects a gap in the packet number sequence, it must include an ad-
ditional range in its acknowledgment frame. This increases the protocol’s
overhead because ACK frames contain more bytes. However, because ACK
ranges use relative numbers and variable-length integer encoding [RFC9000],
the overhead of adding such new ranges in the case of skipped packet number
is of a few bytes only.

Skip more than one packet number. During our discussions with
the maintainers of xquic (see Section 5.5), the following question was raised:
Should we skip more than one packet number at a time? Although we did
not evaluate its impact, we do not believe this mechanism would add robust-
ness against the OACK attack. Skipping a single packet number is efficient
enough to detect the attack. The probability of a malicious client detecting
a randomly skipped packet number is already extremely low. Skipping more
than one number would only slightly further lower this probability. We argue
that it would be more beneficial to increase the frequency of skipping a single
packet number than to skip numerous numbers at once.

Impact on the CPU. Skipping packet numbers can incur additional CPU
usage, as the emitter may store state for skipped packet numbers to detect the
attack. In our patch to quiche, the emitter stores dummy entries associated
with these skipped packet numbers. When processing ACK frames, it veri-
fies whether the received ranges contain a dummy entry, and releases it once
subsequent packet numbers have been acknowledged. This additional pro-
cessing occurs every time the emitter skips a packet number, which is rare
(our patch skips one packet number every 131,072/2 packets on average). As
a result, we do not expect a significant increase in CPU load with the packet
number skip feature.

5.5 Discussion

This chapter analyzes the exposure of the QUIC protocol to the optimistic ac-
knowledgment (OACK) attack, originally discussed for TCP [Sav+99]. While
QUIC’s specification [RFCc9000] suggests skipping packet numbers to prevent
the attack, we showed that 11 of the 16 server stacks participating in the QUIC
Interop Runner [SI20; See25] are exposed to OACKs. Using our simple OACK
predictor, we demonstrated the attack’s feasibility on these implementations
and its efficiency in both an emulated and a real network. Because QUIC
packets are end-to-end encrypted, middleboxes and firewalls cannot identify
an OACK attack upstream. Worse, a third party cannot detect the attack be-
cause the client’s acknowledgment rate appears benign. We proposed a ~180-
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line patch for quiche, one of the most vulnerable stacks, and demonstrated its
resilience to the OACK attack when the recommendations are correctly im-
plemented. QUIC servers become robust to the optimistic acknowledgment
attack by skipping packet numbers. While QUIC’s specification [RFc9000] ex-
poses this feature as a possibility, we argue that MAY is not enough and QUIC
servers SHOULD skip packet numbers.

Impact of this work on the QUIC ecosystem. Following this work,
we discussed with the maintainers of all vulnerable stacks; our presentation
at IETF 123 further raised awareness and increased interaction with them. As
illustrated in Table 5.1, seven of the eleven vulnerable stacks implemented the
packet number skip feature to become robust to the optimistic acknowledg-
ment attack following our work. Cloudflare quiche also implemented the cor-
rectness verification of received acknowledgments. Although the optimistic
acknowledgment attack has been known for several years, we argue that this
work has raised awareness of the attack’s feasibility and that the countermea-
sure remains effective despite its simplicity. At the time of writing, multiple
maintainers have decided not to implement packet number skipping in their
implementations, including neqo (Mozilla). During our discussions, their core
maintainers stated that the primary use of the implementation is for client
web browsers. As such, they stated that the probability that a server will
perform an attack against a neqo-based client is extremely low.

The optimistic acknowledgment attack in TCP. This chapter focused
on the OACK attack in QUIC, but the attack exists, and was initially discussed,
in TCP [Sav+99]. While QUIC provides a native mechanism to prevent such
an attack, it is much trickier in TCP because TCP’s sequence number is di-
rectly correlated to the offset of the byte stream. Skipping sequence numbers
is interpreted as packet loss or gaps in the byte stream; this is similar to im-
plementing the prevention mechanism in QUIC by skipping stream offsets.
At the time of writing, discussions to develop a prevention mechanism for
the OACK attack in TCP without fundamentally changing the protocol are
ongoing. However, interest in designing a solution is low. Indeed, prominent
Internet actors do not consider this attack a threat to their infrastructure (e.g.,
Mozilla is client-oriented). Indeed, the CDN that agreed to allow us to per-
form the OACK attack against its QUIC servers did not record in its security
log any attempt to perform the optimistic acknowledgment attack in TCP.
Finally, implementing a countermeasure in TCP typically requires modifying
the kernel, which is trickier and more complex to deploy than modifying a
QUIC user-space stack.

Improvements to this work. First, we could strengthen this chapter
by conducting additional measurements on deployed servers. This would re-
quire the explicit approval of the companies that manage these servers, which
would have slowed the development of this chapter. We argue that demon-
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strating the feasibility of the optimistic acknowledgment attack across eleven
vulnerable implementations is the primary outcome of this chapter, as we be-
lieve that the companies behind most of these implementations use the same
libraries on their production servers. Second, the OACK predictor is simple
and performs poorly against servers using BBR as their congestion control al-
gorithm. Again, we believe that the principal outcome of this chapter was to
motivate maintainers of QUIC stacks to implement the packet number skip-
ping [RFC9000].

Ethical considerations. We contacted the lead developers of the vul-
nerable implementations before submitting the paper linked to this chapter.
All of them either implemented packet-number skipping or explicitly stated
that they do not want to do so. Our patch for quiche requires only 187 lines,
including comments and updates to existing tests, indicating that the patch is
easy to implement. We conducted most of our experiments in our controlled
testbed. The real network measurements were performed carefully and with
the target CDN’s agreement. We constrained our network during this ex-
periment and ensured it did not exceed our real bandwidth share during the
attack. Finally, the optimistic acknowledgment attack is well known and is
even mentioned in the QUIC specification [RFCc9000].



Discussion and
Perspectives

We concluded each of the preceding chapters with suggestions for improve-
ments. In this chapter, we go a step further by discussing how the contri-
butions of this thesis pave the way for future research and industrial contri-
butions. We also step back from the presented work to assess its fit within
today’s research landscape.

6.1 Network-layer FEC protection

The system introduced in Chapter 2, HIRT, suggests transparently protect-
ing traffic using Forward Erasure Correction, thereby improving the latency
of applications in the presence of packet losses. After benchmarks demon-
strating its high-speed packet-processing capabilities, we assessed our de-
sign in a real network using Starlink, which exposes non-congestion-induced
losses [Mic+22b]. HIRT’s deployment is conditional on the support of IPv6
Segment Routing, which is often confined to intra-domain networks for con-
trolled traffic engineering purposes, though SRvé6 is being increasingly de-
ployed in such networks [ID25].

Recovering congestion-induced losses. Until now, we considered us-
ing HIRT to recover from non-congestion-induced losses, such as those ex-
posed by Starlink [Mic+22b]. However, most losses observed on the Internet
are attributable to congestion events. In a nutshell, we can consider these
events to occur when the input traffic on a node exceeds what the node can
process or push onto the outgoing link. However, these congestion events are
often very short, especially in data-center networks, and are usually referred
to as incast [Che+09].

Responding to congestion by generating FEC repair packets is counter-
productive, as it further increases bandwidth consumption and thus the load
on routers, and is often a major criticism of FEC on the Internet. However,
bandwidth usage decreases at the end of an incast, often well below the maxi-
mum capacity, leading to performance collapse in data centers [Che+09]. One
could leverage HIRT to generate repair packets after the incast. As such, these
repair symbols can be used to recover the potential losses due to the con-
gestion, without the need for costly retransmissions. This method requires

151



152 Chapter 6. Discussion and Perspectives

nodes to detect the start and end of incast events, which is non-trivial. More-
over, recovering congestion-induced losses requires particular attention to
the congestion-control state of end-hosts, as hiding these losses from these al-
gorithms is not recommended [RFc9265]. This method could still be combined
with Explicit Congestion Notification (ECN) marking on recovered packets to
propagate the congestion event to these hosts. Though we concede that this
extension is not trivial to design and implement, we believe that it is worth
investigating. As discussed in section 2.11, this could be further combined
with L4S-capable networks [RFC9330].

6.2 Flexicast QUIC

Flexicast QUIC (FCQUIC) extends QUIC [RFc9000] and Multipath [Liu+26]
to provide multicast support at the transport layer. We combine multicast
and unicast within the same connection, allowing hosts to seamlessly tran-
sition between the two communication methods depending on the quality of
their connection. In Chapter 3, we presented the design of Flexicast QUIC
and showed that our server software implementation could sustain 80 Gbps
of cumulative multicast traffic with 1000 receivers. We also demonstrated
the flexibility of FCQUIC by dynamically breaking and degrading multicast
connectivity for a subset of receivers, which fell back to unicast until they
recovered sufficient multicast access, without impacting the quality of the
application (a video stream). In Chapter 4, we extended this work by in-
vestigating the ACK implosion problem, inherent to reliable multicast. We
showed, using the same testbed, that the source can adapt the acknowledg-
ment rate of receivers by dynamically advertising an acknowledgment delay.
Furthermore, we showed that this acknowledgment rate is the primary factor
influencing the CPU load of the FCQUIC source, allowing us to extrapolate
beyond the limitations of our testbed. We again discussed aspects to improve
both chapters in their conclusion. That being said, these chapters also raise
numerous research questions that we did not address in this thesis and reopen
other historical concerns about multicast that must be answered to consider
large-scale deployment of Flexicast QUIC.

The initial design of multicast, almost 40 years ago, assumed that the
source should not maintain state proportional to the number of receivers,
i.e., it does not know how many receivers there are or who they are. The
failure of multicast to achieve wide deployment stems from multiple factors,
including routing complexity, inter-domain policy issues, and the lack of a re-
liable transport protocol. Meanwhile, the rise of Content Delivery Networks
(CDNSs) showed that, even if relying solely on unicast protocols is not opti-
mal in terms of traffic distribution, it works. As such, maintaining per-receiver
state on the FCQUIC source should not be considered harmful, as this is al-
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ready the norm in today’s Internet. While Flexicast QUIC does not address
all the barriers to multicast deployment, it revisits one key assumption at the
transport layer:

We view multicast not as a replacement for unicast, but as an optimiza-
tion: Flexicast QUIC leverages multicast when available to improve the
efficiency of network communication, and seamlessly falls back to uni-
cast to ensure end-to-end connectivity.

This perspective allows us to reconsider some of the long-standing open
problems that prevented large-scale deployment, even though many chal-
lenges remain. In this section, we review some of these issues and aim to
provide direction for future research. We start with transport and application-
oriented topics, and then focus on deployment considerations.

Heterogeneous receivers and multiple multicast flows. Correctly
estimating the rate at which the source sends multicast traffic remains a dif-
ficult problem despite numerous research works on the matter during the
golden age of multicast [Riz00; ML09; KB03; RFc4654; RFC5740]. Our evalua-
tion of Flexicast QUIC considers only a single multicast flow for all receivers,
which may fail to provide consistent goodput in the presence of receivers
with heterogeneous network conditions as we adapt the transmission rate to
the slowest receiver. Until now, we have evaded the issue by showing that
the design of FCQUIC allows a server to force a single bottleneck receiver
to fall back to unicast if it negatively impacts the rest of the group. Such a
design raises questions, e.g., what threshold should the source use to deter-
mine whether this receiver is a bottleneck, and how/when it can rejoin the
multicast flow if its condition improves. Prior work already explored receiver-
driven algorithms to determine whether receivers cannot sustain the current
rate [MJV96]. Such prior work could be used to extend the schedulers ex-
plored in this thesis, which focused on the liveness of the multicast flow and
the evolution of the RTT variance to detect bottleneck receivers. Another
strategy is to expose multiple multicast flows at different bit rates, and allow
receivers to switch the flow they listen to based on their capacity [DoE2026].
Combining multiple multicast flows with potential transient unicast fallback
offers possibilities that should be investigated, but require medium to large-
scale experiments and involve many (heterogeneous) receivers.

Multicast flow implosion. Other reasons to increase the number of
active multicast flows include receivers with different available TLS encryp-
tion algorithms or, in the case of video streaming, different video decoding
schemes. Moreover, such applications expose multiple qualities (with differ-
ent bit rates) depending on their clients’ capacities. All these possibilities
exponentially increase the potential number of active multicast flows in par-
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allel. Group implosion is inherent to multicast communication, and Flexicast
QUIC is no exception. Future work should investigate this question. A pos-
sibility would be to cluster receivers by their capacity and encryption algo-
rithms, provide multicast groups only for large clusters, and leverage unicast
delivery for the smallest groups.

Advanced reliability mechanism and Forward Erasure Correction.
The standard retransmission mechanism of FCQUIC relies on unicast retrans-
mission, which is not optimal in case multiple receivers experience the same
loss. Still, we observed in Chapter 4 that this mechanism outperforms NORM,
which relies on retransmissions and FEC in the multicast flow to recover from
losses on the CloudLab testbed. This particular result stems from the testbed
itself: with n receivers, a single multicast retransmission consumed n times
more bandwidth than a unicast equivalent on the 100 Gbps link of the Repli-
cation Node. The design of Flexicast QUIC potentially allows extending the
reliability mechanism to retransmit lost frames on the multicast flow. Future
work could investigate such advanced retransmission strategies.

Forward Erasure Correction is particularly interesting for multicast com-
munication. As presented in Section 1.8.2 (Chapter 1), a single repair packet
is sufficient to recover distinct losses on different clients, thus decreasing
the overall number of retransmissions performed by the source. The use
of FEC has already been investigated for multicast communication [RKT98;
Gem+03]. Recent works also established the benefits of FEC in QUIC [Mic+22a;
MB24; Hol+25]. These modern approaches could serve as the starting point
for FCQUIC, in combination with the aforementioned advanced reliability
strategies.

Applications on top of FCQUIC. In Chapter 4, we leveraged HTTP/3
to transmit the manifest describing file chunking in the context of software
delivery with FCQUIC, and noted that a better integration could leverage the
HTTP PUSH method to fully rely on HTTP’s semantics to distribute the file
itself. The primary use-case of Flexicast QUIC arguably relies on large-scale
video streaming. The IETF is currently standardizing WebTransport [FKV26]
on top of HTTP/3, which provides a similar objective to WebSockets while
leveraging QUIC’s advanced semantics. In a nutshell, WebTransport provides
an API for bidirectional, low-latency client-server communication, upgrad-
ing from the request/response scheme of HTTP. On top of that, Media over
QUIC (MoQ) [Nan+26] is a protocol providing low-latency audio, video, and
time-sensitive data on top of QUIC, and is expected to use WebTransport as
an intermediary for browser integration. While WebTransport and MoQ do
not significantly raise new research questions regarding multicast transport
— aside from scheduling the data appropriately — integrating them with Flex-
icast QUIC should increase industry interest.

Flexicast QUIC for ISP deployments. This thesis focused on multicast
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Figure 6.1: The content source (e.g., a CDN edge) sends packets through
a preconfigured tunnel to the ISP relay, which is the source of the multi-
cast tree that reaches the receivers inside this ISP. The ISP relay cannot de-
crypt the data exchanged over the Flexicast QUIC connection. The content
source announces the multicast tree addresses (R;, G;) to new receivers via
the FC_ANNOUNCE frame of FCQUIC, with R; the source of the tree, and G;
the multicast group address.

challenges at the transport layer. While multicast works within domains, its
primary use-cases require larger deployments, potentially at the scale of the
Internet. We first focus on external entities injecting multicast packets in ISP
networks, as discussed in Chapter 4 for massive software deliveries. Content
Delivery Networks (CDNs) are the primary source of traffic within ISPs, but
primarily use unicast to deliver this information. We briefly explain how we
envision ISPs’ intra-domain multicast for these CDNs and how Flexicast QUIC
addresses security issues for these ISPs. However, we did not evaluate this
design in this thesis. Figure 6.1 depicts this deployment architecture. This
design stems from two key observations:

= Some Internet Service Providers (ISPs) deploy multicast within their
domain, e.g., for IPTV [Mai+09; MM10], but are not willing to expand
to inter-domain multicast for security reasons;

= Content Delivery Networks (CDNs) have dedicated peering links with
ISPs, or even position servers directly within their domain.

The figure shows a CDN server (S) and two participating ISPs: ISP; and ISP,.
Each participating ISP configures one of its routers as a multicast root (R(y,2}).
The source S and each ISP have contracts similar to those used by ISPs with
Content Delivery Networks today. This contract specifies four main pieces of
information: (i) the IP prefixes of the customers of the ISP that can be reached
using multicast; (ii) the range of IP multicast addresses that the server can
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use; (iii) the IP address of the multicast root responsible for this server; and
(iv) the type of tunnel between the server and the router that hosts the mul-
ticast root. The multicast root can be implemented on any router. The source
and multicast root could use any type of tunnel, such as GRE. When a multi-
cast root receives a tunneled packet from a source, it simply forwards it over
the multicast tree using its own IP address as the source address. For secu-
rity reasons, ISPs might prefer to use a private address that is reachable only
within the ISP’s network as the multicast root. This is also possible with the
presented design; the ISP must provide the tunnel endpoint’s IP address and
the multicast root’s IP address to the CDN. The ISP can control the number
of multicast trees that a given source can use by specifying a small block of
multicast addresses to the server. From an ISP deployment perspective, this
design gives ISPs complete control over the multicast trees. Each participat-
ing ISP controls which sources can send multicast packets (via tunnels) and
how many multicast trees each source can create (via the allocated multicast
address block). If an ISP wishes to price multicast, it can log the IGMP/MLD
messages on its access routers or use NetFlow/IPFIX to measure the traffic.

To receive multicast packets, the clients of a given ISP network must know
that they will be sourced by a specific multicast root, R;, and not the source S.
Using Flexicast QUIC, the source uses the FC_ANNOUNCE frame to advertise
the (R;, G;) multicast tree to the clients served by ISP i. Upon reception of
this frame, these clients send IGMP/MLD JOINs and receive the multicast
packets relayed by R; from S. It is important to note that, since Flexicast QUIC
encrypts all packets, a multicast root cannot observe or modify the contents
of packets sent by S. These packets remain identified by the Connection ID
of the multicast flow (the Flow ID).

Automatic Multicast Tunneling and Flexicast QUIC. Automatic Mul-
ticast Tunneling (AMT) [RFc7450] enables incremental inter-domain multi-
cast deployment, aligning with our vision with Flexicast QUIC. Known de-
ployments of AMT provide multicast connectivity from GEANT for EUMET-
Cast [EUMETCAST] and TreeDN [RFc9706]. Future work includes investigating
how one can combine AMT with FCQUIC to deploy multicast-enabled appli-
cations on the Internet. In this thesis, we scratched the surface of this area
through a demo at SIGCOMM 2025 [NB25c] as a simple proof-of-concept.

Multicast over IEEE 802.11 Wireless Media is another major theme
to address when reconsidering multicast communication at a large scale. In
unicast mode (Figure 6.2a), a wireless source sends each frame to the access
point, which forwards them individually to each receiver. Unicast thus takes
2 X n airtime slots to send the same information to n receivers. Multicast
Wi-Fi theoretically offers the best scalability: a single frame is sent by the
source, and the access point forwards it with a multicast MAC address, reach-
ing all receivers in the network. However, multicast Wi-Fi (802.11) suffers
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Figure 6.2: Multicast-to-unicast conversion offers a middle ground between
pure multicast and unicast Wi-Fi. We assume that the source sends a Wi-Fi
frame, i.e., it is not wired to the access point. Each color represents a distinct
MAC destination address.

from several design issues that limit the use of multicast, even in domestic
networks [RFC9119]:

1. Limited reliability: The IEEE 802.11 wireless media uses local layer-2 re-
transmissions in unicast communication to recover from packet losses
and packet corruption. For example, we measured up to ~ 15 % of the
Wi-Fi frames being lost in our testbed. This mechanism is disabled for
multicast Wi-Fi, significantly increasing the observed loss rate for a
reliable multicast transport protocol, e.g., FCQUIC, thereby impacting
end-to-end performance.

2. Basic rate limitation: the transmission rate of the access point to send
multicast frames is limited to the basic rate, which is usually 6 Mbps.
The basic rate is the minimum rate at which a client can receive Wi-Fi
frames.

3. Decreased overall performance: because the transmission rate is lim-
ited to the basic rate, multicast traffic requires longer airtime occu-
pancy, thereby consuming airtime for other traffic.

4. Increased power consumption: similarly, to ensure that all receivers re-
ceive the multicast Wi-Fi frames, the access point sends them at max-
imum power. Second, all devices are configured to wake up on every
received multicast Wi-Fi frame, thereby affecting their power-saving
modes and increasing battery consumption even if they did not intend
to receive the multicast traffic.
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Figure 6.3: Download time of QUIC and FCQUIC in a 802.11 network using
a GL-iNET AP1300LTE access point and 7 Intel NUCs as receivers. FCQUIC
uses multicast-to-unicast conversion underneath, showing increasing gains
compared to unicast delivery as the number of receivers increases, especially
in the 2.4 GHz configuration.

The IEEE 802.11 standard includes the multicast-to-unicast (MC2UC) con-
version mechanism, offering a middle ground between unicast and multicast
Wi-Fi, as illustrated in Figure 6.2c. In this mode, the source sends a single
frame, with a multicast address as the destination. The access point then
replicates the frame content, targeting individual receivers who explicitly re-
quested the content (through IGMP/MLD) using unicast Wi-Fi. As such, the
receivers benefit from unicast Wi-Fi behavior, i.e., adapted transmission rate
and local retransmissions. In this mode, n+1 airtime slots are consumed by the
access point, which represents a linear increase similar to unicast mode, but
reaching a = 2 gain factor at scale. Multicast-to-unicast conversion is largely
deployed in current access points, sometimes even completely replacing pure
multicast due to its poor performance. In our demo at SIGCOMM’25 [NB25c],
we demonstrated that FCQUIC over such a wireless medium in MC2UC mode
could deliver a video stream with a decent quality of experience, though fu-
ture work should evaluate this setup more formally.

To show the potential benefits of MC2UC in a real 802.11 wireless testbed,
we briefly measure the time to transfer a file from a source to up to seven re-
ceivers on the same Wi-Fi network. Such a use-case typically occurs when
multiple connected nodes need the same file as quickly as possible, e.g., speak-
ers playing the same song synchronously. In this context, the objective is
to minimize the maximum transfer time, i.e., the time at which all receivers
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complete the transfer. In the unicast case, QUIC clients establish their connec-
tions and request the same file simultaneously, and the server is responsible
for transmitting it to each client individually. With Flexicast QUIC, the server
waits for all receivers to join the multicast flow before starting the transfer;
we account for this overhead in the results. The testbed is composed of five
NUCs with four Intel(R) Core(TM) i7-7567U CPUs at 3.5 GHz and three NUCs
equipped with four x86 Intel(R) Pentium(R) CPUs N3700 at 1.60 GHz. We run
the FCQUIC server on one of the five more recent NUCs; the seven other
nodes act as clients.

Figure 6.3 reports initial results on 2.4 GHz (left) and 5 GHz (right) net-
works. Especially in the first case, FCQUIC provides lower download time
than QUIC because the source consumes fewer airtime slots (n + 1 slots per
packet) compared to QUIC and unicast (2xn) for n receivers. While the airtime
consumption linearly increases for both methods, it is slower for MC2UC,
thus leading to increasing gains when n increases. The results are less sig-
nificant in the 5 GHz case with our limited testbed, since the medium of-
fers higher available bandwidth. While these measurements are preliminary,
they show that, contrary to common belief, multicast distribution in wireless
media is not worse than unicast delivery — even better as the group size in-
creases. However, the scale is limited due to the multicast-to-unicast conver-
sion, which is used to benefit from efficiencies introduced for unicast wireless
distribution, namely layer-2 retransmissions and higher bit rate.

We argue that these limitations once again stem from the original de-
sign idea of multicast: the source and the network must scale independently
of the number of receivers; in other words, nodes should not maintain per-
multicast-receiver state. Several works studied how to extend this basic mul-
ticast model to improve multicast Wi-Fi [Cha+09; Gup+16; Gup+18]. In a
nutshell, these models maintain per-receiver state on the access point to en-
able local retransmissions and to adapt the transmission rate to the slowest
multicast receiver’s rate, rather than to a threshold based on the basic rate.
However, these solutions have not been deployed in practice because they
require substantial modifications to the design of current access points. We
believe that more research would enhance the features available for multicast
Wi-Fi. In the meantime, future work could more rigorously evaluate Flexicast
QUIC in wireless 802.11 networks using the multicast-to-unicast conversion
mode.






Conclusion

In this thesis, we explored two mechanisms to improve the efficiency of net-
work communication, stemming from the observation that the ratio between
peak and average rates is large, and continues to increase over time.

The first mechanism we proposed, HIRT, exposes Forward Erasure Cor-
rection (FEC) as a service through tunnels, transparently to end-hosts, and
can protect multiple tens of gigabits of traffic per second. Such a tunnel lever-
ages the spare bandwidth of over-provisioned networks by injecting redun-
dant data at the tunnel ingress, allowing the egress to recover from packet
losses without requiring end-hosts to entirely rely on retransmissions, which
are more costly in terms of latency. We showed that, on a real network that
exposes non-congestion-induced losses, HIRT reduces the latency of HTTP
requests.

In the second part of this thesis, we reconsidered the use of multicast
to improve the way content sources deliver identical data to numerous re-
ceivers. We focused on the transport layer, leveraging the modern features of
the QUIC protocol [RFc9000] and its soon-to-be-standardized multiple paths
management extension [Liu+26]. We proposed Flexicast QUIC, which ex-
poses shared multicast flows via efficient multicast replication and per-receiver
unicast paths for robustness in the event of multicast failure or underperfor-
mance of subsets of receivers. With this architecture, applications rely on
a single protocol that uses multicast when available and unicast otherwise,
enabling incremental deployment and avoiding the chicken-and-egg problem
inherent to multicast communication [Dio+00]. Our design and first imple-
mentation showed that a single Flexicast QUIC source can support 1000 re-
ceivers, with a cumulative multicast traffic of 80 Gbps, on a commodity server.
With Flexicast QUIC, we reconsider how we think about multicast protocols,
shifting from the initial idea that multicast should scale indefinitely to focus-
ing on improving its robustness and reliability.

This paradigm adjustment allowed us to further extend Flexicast QUIC by
addressing the ACK implosion problem, which is also inherent to multicast
communication. We showed that by exactly knowing the number of active
receivers in a multicast group, the source can dynamically adjust an acknowl-
edgment delay to control the rate at which receivers send feedback. Moreover,
we empirically showed that this feedback rate is the primary contributor to
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the CPU usage of an Flexicast QUIC source, enabling us to theoretically ex-
trapolate our measurements based on our limited testbed.

While working on this extension, we first considered the use of nega-
tive acknowledgment to further improve scaling, which led us to analyze the
optimistic acknowledgment attack in QUIC. Although QUIC’s specification
includes a mechanism to address this attack [RFc9000], we showed that most
available QUIC implementations, including some widely used in today’s In-
ternet landscape (Cloudflare, Alibaba, Microsoft, Mozilla), were still vulner-
able, and that real-world deployed servers were exposed to the attack. This
work led to several patches to these vulnerable implementations.

Finally, we discussed the impact of this thesis on future research. We pre-
sented research topics that could benefit from HIRT and Flexicast QUIC as a
first step. This thesis began with the idea that we should reconsider the use
of multicast for large-scale one-to-many communication [NMB22]. The road
to a fully working inter-domain multicast deployment at Internet scale will
still be long. We presented Flexicast QUIC as a way to improve the scalabil-
ity of communication for duplicate-content distribution, enabling a server to
support more simultaneous clients than unicast protocols can. Another ad-
vantage of multicast communication that we did not explore in this thesis is
that it uses fewer resources while serving the same number of clients. This
aligns with the growing interest in a sustainable Internet [JV23], which aims
to reduce the energy consumption of network protocols. By using network
bandwidth more efficiently, Flexicast QUIC reduces the resources required to
reach large numbers of receivers — a step toward the more frugal protocols
that a sustainable Internet will require.
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