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Disclaimer

® Not a vendor
® Not an operator
® LISP will not solve all the problems

B try to stay with the facts (now)
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Why Separating ldentifiers from Locators!?
Locator/ID Separation Protocol (LISP)
LISP Use Case

Open Questions



Why Separating
|ldentifiers from
Locators!?



Bad Traffic Engineering

® Outgoing TE is ok

® |ncoming TE is not can be hard, only tricks
(BGP, DNS, NAT)

® Scalability issues

® Table size (Memory)

® Churn (CPU)



The IP Schizophrenia

® The |IP addresses currently used by endhosts
play two complementary roles

® ldentifier role: the IP address identifies
(with port) the endpoint of transport flows

® Locator role: the |IP address indicates
the paths used to reach the endhost

® these paths are updated by routing
protocols after each topology change



The Locator/ldentifier
Separation

® TJoday, changing the locator means changing
the identifier, breaking the pending flows

® Separating the locator and the identifier
roles to avoid breaking the flows

® Host-based approach

® Network-based approach



Host-based Loc/ID split
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Roles
® Translates the packets so that

® Transport layer only sees the host
identifier

® Network layer only sees locators
® Manages the set of locators

® Switches from one locator to
another upon move or after link
failure

® Hosts maintain flow state

[HIP, ILNP, shimé, Six/One, MPTCP(?)]
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Host-based Loc/ID split

Transport layer

® Roles

® Translates the packets so that

Network layer
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Host-based Loc/ID split

® Roles

Transport layer
.S\J _ ® Translates the packets so that
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another upon move or after link
failure
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Network-based Loc/ID split




Network-based Loc/ID split

® Host’s IP stack unchanged

® FEach host has one stable IP
address

® Used as identifier

® Not globally routable

c.7.8.9

Transport layer

Network layer
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Network-based Loc/ID split

® Each edge router owns ® Host’s IP stack unchanged
® Globally routable addresses ® FEach host has one stable IP
address

® Used as locators

¢ Mapping mechanism is used to find ® Usedas identifier

locators associated to one identifier ® Not globally routable

® Packets from hosts are modified at the edge
before being sent on Internet

B/M == Transport layer

\\

\ ‘ Z

~ 3
Network layer

)

—@

( Locators for C/c:a.l.2.3,




Benefits of ldentifier and
Locator separation™§

® Reduction of the DFZ routing table size
® No provider lock-in

® More traffic control and cost-effective
multihoming

® Mobility

0 *in theory



Locator/ID Separation
Protocol (LISP)



Design Goals™

No end-systems (hosts) changes (1)

Minimize required changes to the Internet
infrastructure (2) and the number of routers which

have to be modified (5)

Avoid or minimize packet loss when EID-to-RLOC
mappings need to be performed (7)

Be incrementally deployable (3)

No router hardware change (4) and minimize
router software changes (6)

12 *explicitly stated until -08



LISP Philosophy

® Split the IP address space in two at the border routers

® Endpoint IDentifiers (EID)

® identify end-systems and edge routers

® non-globally routable

® end systems in a site share the same EID prefix
® Routing LOCators (RLOC)

® attached to core routers (router interfaces)

® globally routable

e Use Map-and-Encap to glue the two spaces



LISP in a nutshell

~Mapping System -
2001:DB8B::/56 60

2001:DB 8B cafe

2001:DB8A::/56 1440

2001:DB8A::beef
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LISP in a nutshell
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Mapping System
‘2001 DB8B::/56 601

\

LISP in a nutshell

Routing Locators (RLOC)
ZOUT DBBA/50 1440

2001:DB8B::cafe

=
2001:DB8A::beef
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Terminology

¢ Ingress Tunnel Router (ITR):a router
which accepts a packet which addresses are
identifiers. The router maps the destination
address of the packet to an RLOC and prepends a
LISP header before forwarding the encapsulated
packet.

e Egress Tunnel Router (ETR):a router which
accepts a LISP encapsulated packet. The router
strips the LISP header and forwards the packet
based on the next header



Terminology

e EID-to-RLOC Database:a globally
distributed database that contains all
known EID-prefix to RLOC mappings

e LISP Cache:EID-to-RLOC Database
stored at the ITR

e LISP Database: EID-to-RLOC Database
stored at the ETR



Under the hood



Encapsulating

Encapsulated

> €

Data-plane packets

(IP(UDP:434 | (LISP(XXX))))

totetett ottt ottt otottot ottt ottt ottt ottt =ttt =t —+
|Version| IHL |Type of Service| Total Length |
totototototototototetototototot ottt ot ottt bttt —t—t b=t —+
| Identification |Flags | Fragment Offset |
N O O S S S M O M O SO SO SO MO M SO SO M MO S SO MY MO MO S SO MY MY SR MUY S S
| Time to Live | Protocol = 17 | Header Checksum |
totetett ottt ottt otottot ottt ottt ottt ottt =ttt =t —+
Source Routing Locator |

e T Ik Th S S R S S S n Tr T R N S S S S
Destination Routing Locator |

ettt ettt —t ottt ettt —t—t—F—F—t ottt —F—F—F—t—t—+—+
Source Port = XXXX | Dest Port = 4341 |

Fixed Destination Port
434 |

e (T T S R e s JTE T R S R e ah (Tt SR RE R S S ik th St
UDP Length | UDP Checksum |

N S VT S Y Y S M A WY Y SUOY SEY SN MY ST WS RS SUIOY SEY S MY SIS WS NROY ST NY S N ¥
V|I|flags]| Nonce/Map-Version |
N S S S S Y R A S VO TS S Y N ST S R ST Y S S (S S SRS S SO S S 8
Instance ID/Locator Status Bits |

=
+— +
=
+— +
b
+— +

— +—+— +— +— + —

Possible virtualization
with Instance ID

totetett ottt ottt otottot ottt ottt ottt ottt =ttt =t —+
|Version| 1IHL |Type of Service| Total Length |
totototototetot ottt ottt ot ottt ottt bttt ottt =t —+
| Identification |Flags| Fragment Offset |
S S S S S S A S U S S S S S S
| Time to Live | Protocol | Header Checksum |
tototett ottt otetetotottot ottt ottt ottt ottt =ttt —t—+
| Source EID |
totototototetototetototototot ottt ottt ottt bttt —t b=t —+
| Destination EID |
o S e




Encapsulating

Encapsulated

Data-plane packets
(IP(UDP:434 (LISP(XXX))))

A s Ity T M U S P Y S
/ |Version| IHL |Type of Service| Total Length |
S S M I S Sty S S M S S S S S S S

| | Identification |Flags | Fragment Offset |
| totetotetotetototot ottt ottt ottt ottt bttt ettt —t—t—t—t—t—+ Src/Dst Locators:
OH | Time to Live | Protocol = 17 | Header Checksum |

I e S s s S S s S S et N R IPv4 or IPv6

| | Source Routing Locator

AN o e T S T e e e e T e T e e et sl L FoL Sl o S e e . . . .
\ Destination Routing Locator | leed De5t|nat|on Port.

e s s T S s T I e S S s S 434 |
/| Source Port = XXXX | Dest Port = 4341 |

UDP +-+—t—+—F—+—t—t—F—F—F—F—F—F—t—F—t—F—t—F bttt -ttt -t —+—+—+—+—+
\ | UDP Length | UDP Checksum |

e S S S S ) ) ..
IN|L|E|V|I|flags]| Nonce/Map-Version | Possible virtualization
L S with Instance ID

L
I
s / | Instance ID/Locator Status Bits
P +—t—t—t—t—tot—tetototetototetotot—t—t -ttt ottt ottt —t—t—t—+-+
/ |Version| IHL |Type of Service| Total Length |
/  t=tetetetetotototototetotototot ottt ottt ottt ottt bttt =+
| | Identification |Flags| Fragment Offset |

> €

I s S S S R N R R S S A N N R N R N S S S S S S S
IH | Time to Live | Protocol | Header Checksum | Src/Dst ldentifiers:
I e s st S S s S S et R R S
| | Source EID — IPv4 or IPv6 or ...
\ +—+—+—+—+—+—+—+—+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+—+-+-+-+-+::;22g . |
v Destination EID 1RLOC AFl independent!
v R i B e T B e e e B Rt




Control Plane Packets
(IP(UDP:4342(LISP_control)))

® Map-Request (ITR => MR/ETR)

® request for a mapping

® Map-Reply (ETR/MS => ITR)

® provides the mapping requested by a Map-Request
® Map-Register (ETR => MYS)

® register a mapping to the mapping system

® Map-Notify (MS => ETR)

0 1 2 3
012345678901234567890123456789°01
+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

o fi i istrati
+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

20 reM |  LISP Contro 1 Messa ge

+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++



What is in a mapping!?

® A mapping associates an EID prefix to a list of
RLOC of arbitrary AFl

® Each RLOC receives a priority and a weight

® | 4-flows are balanced between RLOCs of
same priority, proportionally to the weight

® Mappings can be empty to announce holes

® Mappings are time limited

21



Infrastructure

® Mapping Database modularity

® |nterworking of LISP and non LISP
networks

22



Mapping Database
modularity

Mapping Database

N
ITR ETR
. 192.0.2.0/24



Mapping Database
modularity

LISP+ALT eBGP overlay

N
ITR ETR
. 192.0.2.0/24



Mapping Database
modularity

LISP+ALT IS-IS overlay

MR MS

N
ITR ETR
. 192.0.2.0/24



Mapping Database
moduari

N
ITR ETR
. 192.0.2.0/24



Mapping Database
111e '

DNS-based

N
ITR ETR
. 192.0.2.0/24



Mapping Database

&

UB . < 192.0.2.0/24




Mapping Registration

LISP+ALT eBGP overlay

ITR ETR
192.0.2.0/24
24



Mapping Registration

LISP+ALT eBGP overlay

|. Map-Register:
192.0.2.0/24, ETR

=
ITR ETR
192.0.2.0/24
24




Mapping Registration

LISP+ALT eBGP overlay
2. BGP Update

192 O 2 0/249
MR §@MS

N
ITR ETR
192.0.2.0/24
24



— 3. Map-Notify: |
TR 192.0.2.0/24, ETR

Mapping Registration

LISP+ALT eBGP overlay

K 192.0.2.0/24
24



Mapping retrieval

LISP+ALT eBGP overlay

ETR
192.0.2.0/24
25



Mapping retrieval

LISP+ALT eBGP overlay

MR \/\/\}Ms
| . Packet to
192.0.242
—_— . g

Q" m ETR
< 192.0.2.0/24
25



Mapping retrieval

LISP+ALT eBGP overlay

MRQ:., o MS
2. Map-Request for192.0.2.42
to 192.0.2.42
Encapsulated to MR
~ "~ g

ITR ETR
192.0.2.0/24
25



Mapping retrieval

HSPEALL 3, Map-Request for192.0.2.42

to 192.0.2.42

TR ETR
192.0.2.0/24
25



Mapping retrieval

LISP+ALT eBGP overlay

4. Map-Request for192.0.2.42 5

to 192.0.242 R

Encapsulated to ETR

=
ITR ETR
192.0.2.0/24
25




—_— . e

=
5. Map-Reply: ETR
192.0.2.0/24, ETR 192.0.2.0/24

Mapping retrieval

LISP+ALT eBGP overlay

%’\




Interworking LISP

153.16.34.0/24

x TR-luigi q—r

PETR

PITR

BGP update:\\
153.16.0.0/16

- LN

X T R-damier™ s

\ 153.16.35.0/24 N

198.51.100.0/24



Non-LISP to LISP

153.16.34.0/16

X TR-luigi q—r

PETR

BGP update:\\
153.16.0.0/16

= S

X T R-damier™ s

\ 153.16.35.0/24 198.51.100.0/24

27



Non-LISP to LISP

153.16.34.0/16

X TR-luigi q—r

PETR

PITR

BGP update: .
153.16.0.0/16

A
h
'S
D J
~~

X T R-damier

| . Packet to
153.16.35.42

\ 153.16.35.0/24 198.51.100.0/24

27



Non-LISP to LISP
—

2. Packet to 153.16.35.42
Encapsulated to ,?&R/

X I R-damien

PETR

—

BGP update:\\
153.16.0.0/16

X T R-damier™==

\ 153.16.35.0/24 27

198.51.100.0/24



Non-LISP to LISP

153.16.34.0/16

x TR-luigi r

PETR

BGP update:\\
153.16.0.0/16

X T R-damier

A/a/ 3. Packet to

\ 153.16.35.0/24 153.16.35.42

4

198.51.100.0/24




LISP to non-LISP

153.16.34.0/16

x TR-luigi = MSGP upd

PETR

~

xTR-damier =

\ 153.16.35.0/24 198.51.100.0/24

28



LISP to non-LISP

153.16.34.0/16

x TR-luigi =t MSGP upd
_J 153.16.0.0/1¢

PETR

—~

xTR-damieriaes
| | . Packet to
\ 153.16.35.0/24 198.51.100.42

4

198.51.100.0/24




LISP to non-LISP
—

2. Packet to 198.51.100.42 | PITR

Encapsulated to PETR MSGP upd
3.16.0.0/1¢

—

1
- .
:

PETR i

-

Y == A/—
x TR-damier

\ 153.16.35.0/24 Q51.100.0/24
28




LISP to non-LISP

153.16.34.0/16

xTR-luigi g GP upd
3.16.0.0/16

|

PETR

3. Packet to
198.51.100 42|

— .

X T R-damier

N ——
\‘ .

\ 153.16.35.0/24 198.51.100.0/24

28



LISP Use Cases



Low OpEXx site
multihoming

30

2001:DB&:F::1

32.2.1

ETR-A
192.0.2.0/24
_ ETR-B

2221




Low OpEXx site
multihoming

® PBasic LISP feature

2001:DB&:F::1

32.2.1

ETR-A
192.0.2.0/24
_ ETR-B

30 2221




Low OpEXx site
multihoming

® PBasic LISP feature

® ETR-A Primary, ETR-B Backup (IPv6 just in case...)

o 3221, prio: 1, weight: 100
o 2221, prio: 10, weight: 100
e 2001:DBS8:F:11, prio 100, weight: 100
2001:DB8:F::1
"ETR-A

192.0.2.0/24

30



Low OpEXx site
multihoming

® Basic LISP feature
® ETR-A Primary, ETR-B Backup (IPv6 just in case...)

o 3221, prio: 1, weight: 100
o 2221, prio: 10, weight: 100
e 2001:DBS8:F:11, prio 100, weight: 100

® ETR-A:60%, ETR-B:40% (IPv6 just in case...)

o 3221, prio: 1, weight: 60
o 22721, prio: 1, weight: 40
e 2001:DB8:F:11, prio 99, weight: 100

2001:DB&:F::1

30



B3GP update:
Pvé6 200\DBS8:A::/56

x TR

192.0.2.0/24

\ 2001:DB8:A::/56 .



B3GP update:
Pvé 200NDBS:A::/56

/0/;_ |. Packet to
192.0.2.0/24

coeem o 2001:DB8:F::
N\ 2001:DB8:A:fo—, .




2. Packet to 2001:DBS8:F::1
Encapsulated to PxTR

x TR

192.0.2.0/24

\ 2001:DB8:A::/56 .



O0YDB8:A::/56
3. Packet to N

2001:DB8:F::1 KR -

PxTR _

x TR
192.0.2.0/24

2001:DB8:A::/56 3



B3GP update:
Pvé6 200\DBS8:A::/56

x TR

192.0.2.0/24

\ 2001:DB8:A::/56 0



update:

vb
| . Packet to

2001:DBS:A::42 "
[ & .

PxTR

x TR
192.0.2.0/24

\ 2001:DB8:A::/56 0



e —

2. Packet to 2001:DB8:A:42[7
Encapsulated to xTR

x TR

192.0.2.0/24

\ 2001:DB8:A::/56 0



B3GP update:
Pvé6 200\DBS&:A::/56

ﬂ/r 3. Packet to

1920.20724 " 2001:DB8: A::42
N\ 2001:DB8:A:fo—, .




B3GP update:
Pvé6 200\DBS8:A::/56

x TR

192.0.2.0/24

\ 2001:DB8:A::/56 0



Multi-tenant VPN

Sales ('R_RD R&D
192.0.2.128/25 192.0.2.128/25

VLANG69

Sales

192.0.2.0/25

VLANA42
R&D

192.0.2.0/25



Multi-tenant VPN

Sales
192.0.2.128/25

xTR S

VRF R&D:
instance-id: 24

VRF Sales:
instance-id 96
192.0.2.128/25: xTR_S

192.0.2.128/25:xTR_RD

e

xTR_RD R&D
192.0.2.128/25

VLANG69

Sales

192.0.2.0/25

VLANA42
R&D

192.0.2.0/25



] | Packet.to enantVPN

\Q\ 192.0.2.42
Sales _

192.0.2.128/25
xTR S

VRF R&D:
instance-id: 24

VRF Sales:
instance-id 96
192.0.2.128/25: xTR_S

192.0.2.128/25:xTR_RD

e

VLANG69

Sales

192.0.2.0/25

VLANA42
R&D

192.0.2.0/25



Multi-tenant VPN

2. Packet to 192.0.2.42 D

Encapsulated to xTR, 28/25
instance-id: 96

Sales
192.0.2.128/25

xTR S

\
V
VRF R&D: -
instance-id: 24 VLANG9
192.0.2.128/25: xTR_RD
VLAN42 Sales

VRF Sales: 192.0.2.0/25

instance-id 96
192.0.2.128/25: xTR_S

R&D
192.0.2.0/25

e



Multi-tenant VPN

Sales
192.0.2.128/25

xTR S

VRF R&D:
instance-id: 24

VRF Sales:
instance-id 96
192.0.2.128/25: xTR_S

192.0.2.128/25:xTR_RD

e

33

TR_RD

VLANA4
R&D

192.0.2.0/25

R&D

VLAN69‘Q

192.0.2.128/25

3. Packet to
192.0.2.42
VLAN 69

\

/25

\



LISP Mobile Nodes

LISP+ALT eBGP overlay

203.0.113.0/24

192.0.2.42/32

198.51.100.69/32

198.51.100.0/24

34



— ¢

LISP Mobile Nodes

LISP+ALT eBGP overlay

203.0.113.0/24

-----
-------
.....
il

|. Map-Register:
192.0.2.42/32,198.51.180.6

192.0.2.42/32
198.51.100.69/32

198.51.100.0/24



LISP Mobile Nodes

LISP+ALT eBGP overlay

203.0.113.0/24
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LISP Mobile Nodes

LISP+ALT eBGP overlay

203.0.113.0/24

----------
”

3. Map-Reply: 12.0.2.42/32
192.0.2.42/32, 198.5N100.69|y4 /24
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LISP Mobile Nodes

/\/\
|’. Map-Register:

192.0.2.42/32,203.0.113.66

192.0.2.42/32

203.0.113.66/32

3.0.113.0/24

2’. Change notification:
192.0.2.0/24,203.0.113.66

34 198.51.100.0/24
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Open Questions



Network Resiliency

® TJoday, preserving the prefixes reachability is
mainly performed locally

® |n LISP the legacy Internet is EID agnostic

® Recovery only once ITR discover ETR
failure

® |TR periodically probes RLOCs

® |mportant part of LISPWG’ new charter
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Network Security

® VWho control the mappings control the
traffic

® Denial of service

® Eavesdropping

® Firewalls? DPI?

® |[mportant part of LISP WG’ new charter
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Conclusion

38



Summary

® LISP uses map-and-encap to separate |IP’s ID and
locator roles

® |mprove network multi-homing
® Transparent for the end-users
® [ncrementally deployable

® Mobility support

® See you @ 5:55 pm for a configuration hands
on (possible to play with live routers)
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Backup
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LISP Philosophy 2/2

® Follows the Map=-and=-Encap principle

® a mapping system maps EID prefixes onto
site router’s RLOCs

® |TR routers encapsulate the packets received
from end systems before sending them toward

the destination RLOC

e ETR routers decapsulate the packets
received from the Internet before sending them
towards the destination end system
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LISP is over UDP

® UDP to traverse firewalls/NAT, limit the
impact of ECMP hashing on reordering...

® Source port is random

® but per-flow source port is
recommended

® Destination port is fixed to 4341

® Checksum is important if IPv6 RLOCs
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Locator Status Bits

A vector of 32 bits (L bit set to | if LSB is present)

Each source locator is mapped to one position in the
vector

1f locator status bit[i] =1
RLOC i is reachable
else
RLOC 1 i1s not reachable
Each RLOC has an implicit position in the LSB

How to set the bit! What is her meaning!?
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Mapping Systems



NERD: A Not-so-novel
EID to RLOC Database



NERD

The only proposed push model

Composed of 4 parts

a network database format;
a change distribution format;
a database retrieval/bootstrapping method;

a change distribution method

Principles

An authority computes the mapping database based on the stored

registrations

The database signed by the authority is stored on servers

ITR poll regularly the database servers to update their own mapping database
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LISP+ALT



LISP+ALT

® An pull model mapping system

® A mapping mechanism that relies on an alternate
topology to distribute mapping requests to
mapping servers

® LISP ITR routers sending mapping request
messages to ALT routers

® ALT routers forward those mapping messages
between themselves on an overlay topology
built by using GRE tunnels
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LISP+ALT

BGP announces where the mappings can
be found

Map-Requests are forwarded on the ALT

Map-Replies are forwarded on the legacy
Internet (directly sent to the ITRs’ RLOC)

| BGP does not give the mappings !
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LISP+ALT

Legend Announce
0.0.0.0/3
L1 Fully meshed root layer Tesssswww
L2 /8 aggregators layer L1
\
L3 Map-Server layer / - ’ \
{ Announce Announce
=== BGP announcement + 2.0.0.0/8 1.0.0.0/8
=== Queryrouting
LA L2
II 4 \ \\
Map-Request ] ,’ Announce \ \ Announce
1.0.0.1 ¥ 1.1.0.0/16 b 1.0.0.0/16
L3
|
i | : |
[ Map-Request J | Announce | ! | (" Announce
i 1.1.0.0/16 | ! ' 1.00.0/16

52



LISP+ALT issues

Complex system with tunnels, BGP protocol (no
discussion about policies), ...

Still relies on lots of error-prone manual configuration

Scalability will depend on whether aggregation will be
possible

If mapping requests are lost due to congestion,
difficult to diagnose the problem or send them via
another path

Security needs to be studied
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LISP+ALT, big question

® How to deploy it?
® aggregation vs recovery vs TE

® how to cache the mappings?
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Solving the reachability problem
with the locator status bits

Ny a.l.2.3

-
=

B [~

/b.12.3

® ETR2 notices the failure and informs all ITRs to which it is

sending LISP encapsulated packets by setting the reachability bit
of ETR| to 0
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Solving the reachability
problem with the SMR bit
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® ETRI has been decommissioned and ETR2 wants that all the
sites currently sending encapsulated data to itself update the

mapping .l
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Solving the reachability
problem with the SMR bit
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Solving the reachability
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Solving the reachability
problem with the SMR bit
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Solving the reachability
problem with the SMR bit
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Clc
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Solving the reachability
problem with the SMR bit
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Solving the reachability problem
with the Echo-Nonce Algorithm

® Xx[R [ wants to know if the RLOC she uses to reach
ETR E is reachable;

® generate a nonce n when encap to E
® set E=|

® Next time E sends a packet to |, she sets the nonce
ton

® |[f | receives the nonce within a given time, she
considers the RLOC reachable, otherwise E is
considered unreachable

57



The reachability problem

® Today, preserving the prefixes reachability is
mainly performed locally

® |n LISP the legacy Internet is EID agnostic
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The reachability problem
in today’s Internet

® |n today’s Internet, routing protocols converge after a link failure
to ensure that multihomed prefixes such as A/a remain reachable
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The reachability problem
in a LISP-based Internet
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® Upon failure of ETRI,A continues to advertise A/a via BGP

® How can ITR notice that ETR | failed and that ETR2 should
be used instead? 60



The reachability problem
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Solving the reachability
problem with RLOC Probing

® Periodically probe the RLOCs to check
their reachability
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Host vs Network-based
Loc/ID split O

® Both can coexist

® At home, connected directly to the wall
® | et my ISP do the stuff for me

® |n the street, calling with Skype over
WIFI&3G

® Prefer WIFI to 3G when possible
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Encapsulated Encapsulating

Header details

(IP(UDP(LISP(IP))))

0 1 2 3
0123456789012345678901234561789¢01
dotottotot—t—tott—t—t—t—t bttt ottt ottt ot bttt -ttt —+

/ |Version| IHL |Type of Service| Total Length

/ Aottt —totototot ottt ottt ottt ettt et ettt — b m bt —b bt
| | Identification |Flags | Fragment Offset |
| e S e e St S T T M S S
OH | Time to Live | Protocol = 17 | Header Checksum

| T S S S e s SIS B YL S S
Source Routing Locator |

\ l-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
\ | Destination Routing Locator
ettt —t—tot—t—t—t—totot—t—t—t—tot—t -ttt ottt -ttt —F—F—+—+
/| Source Port = xxXxX | Dest Port = 4341
UDP +—t—t—tetetototototototototototototototot ottt m ot ot ot b m b oot =+
\ | UDP Length | UDP Checksum |
T O S S SO U s S OO S S S M S S St S S
X L IN|L|E|V|I|£flags]| Nonce/Map-Version |
I \ +t—t—t—t—ttet—t—t—t—tot—t—t—t—tot—t—F -ttt —t—Ft -ttt —t—F—+—+—+
s /| Instance ID/Locator Status Bits
= S S S U O S S S U S S S S S S S St S
/ |Version| IHL |Type of Service| Total Length
/  Hetetet—totototot ettt ottt ottt ettt et ettt b — bbb bt
| | Identification |Flags | Fragment Offset |
| S O e e SR S N M S S S
IH | Time to Live | Protocol | Header Checksum

| Attt ot ottt ottt ot ottt ot ottt ottt =ttt =ttt —+—+—+
| Source EID |
L ey SIS N S S M S St S SO S S S
| Destination EID |
totot—tot—tot ottt ottt ottt ottt ottt ottt ottt -+

<
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Header details

(IP(UDP(LISP(IP))))

0 1 2 3
0123456789012 3456789012345678901
O S O S O S S S S S S S S
/ |Version| IHL |Type of Service| Total Length
/ Aottt —totototot ottt ottt ottt ettt et ettt — b m bt —b bt
| | Identification |Flags | Fragment Offset |
| e S e e St S T T M S S
OH | Time to Live | Protocol = 17 | Header Checksum

S /Desti . ‘\ | S
ource/bDestination Source Routing Locator |

Locators +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
Destination Routing Locator |

ettt —t—tot—t—t—t—totot—t—t—t—tot—t -ttt ottt -ttt —F—F—+—+
/| Source Port = xxXxX | Dest Port = 4341
UDP +—t—t—tetetototototototototototototototot ottt m ot ot ot b m b oot =+
\ | UDP Length | UDP Checksum |
T O S S SO U s S OO S S S M S S St S S
IN|L|E|V|I|£flags| Nonce/Map-Version
\ H—totet—t—t—t—totot—t—t—totot—Ft -t -ttt -t -ttt ottt -ttt —F—+—+
| Instance ID/Locator Status Bits |
I O S SO S O S U S s S o S
/ |Version| IHL |Type of Service| Total Length
/  Hetetet—totototot ettt ottt ottt ettt et ettt b — bbb bt
| | Identification |Flags | Fragment Offset |
| S O e e SR S N M S S S
IH | Time to Live | Protocol | Header Checksum
R e e S s S Y S S
| Source EID |
L e e S N My S R TSy S S Sy St
"

b wnHH
~

Destination EID |
S S S PR S S I I S S S S S S S SRS S S S
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Source/Destination )

Locators

C Hash based Source Port

Header details

(IP(UDP(LISP(IP))))

0 1

2

3

0123456789012345678901234561789¢01
ey e S s iy I S S S Y S

/ |Version| IHL |Type of Service|

Total Length

/ Attt ettt -t —F—F—F -+ —
Fragment Offset
| tet—t—t—t—t—t—F—t—t—F—t—F—t—t—Ft—t—F—t—F—t—t—F—t—F—t—t—F—t—F—

| | Identification |Flags |

OH | Time to Live | Protocol = 17 |
| g g
Source Routing Locat
s SRS
Destination Routing Loc
Fotottotodt—tott bttt ottt bt —+
Source Port = XXXX | D
g g

\ | UDP Length |
s MRS
IN|L|E|V|I|£flags| Nonce/Map-Ve
\ =ttt —tottotot—t—t bttt ottt —t—+—+
| Instance ID/Locator Sta
g g

/ |Version| IHL |Type of Service|
S

b wnHH
~

| | Identification |Flags |
I S S S ek At St N SRS R S
IH | Time to Live | Protocol |

| R S S S Sy S
| Source EID

L e S s Sy S YOS S S S
| Destination EID
+—

Header Checksum

SR S Y ST S S S S S

or
—t—t—t—t—t—F—t—+-—
ator
—t—t—t—t—t—F—t—+-—
est Port 4341
—t—t—F—t—F—F—t—+-—
UDP Checksum
—t—t—t—t—t—F—t—+-—
rsion
—t—t—t—t—t—F—t—+-—
tus Bits
—t—t—F—t—F—F—t—+-—
Total Length

+

+

+

-—+-+-+-+—-+-+-+-+—+-
Fragment Offset
—t ettt ==

Header Checksum

+

+

—_—

—_—

—_—

—_—

—_—

—_—

—_—

—_—

—_—

SR S S ST Y ST S S S S S

-—++-+-+-+—-+-+-+—-+—-+-+-

ey SO S OO S S S it AT ST S S s o
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Source/Destination )

Locators

C Hash based Source Port

Header details

(IP(UDP(LISP(IP))))

0 1

2

3

0123456789012345678901234561789¢01
dotottotot—t—tott—t—t—t—t bttt ottt ottt ot bttt -ttt —+

/ |Version| IHL |Type of Service|

Total Length

/ ettt etetetotototetotot ot ottt ottt ettt ottt bbbttt =+

| | Identification |Flags |

Fragment Offset

| tototot—t—tot—t—t—t—t—t ottt ottt -ttt -ttt —t—Ft—F—+—+

OH | Time to Live | Protocol = 17 |
| g g
Source Routing Locat
s SRS
Destination Routing Loc
Fotottotodt—tott bttt ottt bt —+
Source Port = XXXX | D
g g

\ | UDP Length |
s MRS
IN|L|E|V|I|£flags| Nonce/Map-Ve
\ =ttt —tottotot—t—t bttt ottt —t—+—+
| Instance ID/Locator Sta
g g

/ |Version| IHL |Type of Service|
S

b wnHH
~

| | Identification |Flags |
I S S S ek At St N SRS R S
IH | Time to Live | Protocol |

| R S S S Sy S
| Source EID

L e S s Sy S YOS S S S
| Destination EID
+—

Header Checksum
—t—t—F—t—t—F—F—t—+-—
or
—t—t—t—t—t—F—F—t—+-—
ator
—t—t—t—t—t—F—t—+-—
est Port 4341
—t—t—F—t—t—F—F—t—+-—
UDP Checksum
—t—t—t—t—t—F—F—t—+-—
rsion
—t—t—t -ttt —t—+-
tus Bits
—t—t—F—t—t—F—F—t—+-—

Total Length
—t—t—t—t—t—F—F—t—+-—
Fragment Offset

4

4

+

+
+

+
+

+
+

4

+

+

+

+

Z+—

|
+
|
+

+
|
+
|
+
|
+
|
+
|
+
|

—t—t—t ottt —t—t—t—t—+

Header Checksum

S S N U P S S S

Sy S S S S S S

Fototot—t—t—t ottt —t—t ottt ettt ottt -ttt -ttt —t—t—+—+
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Source/Destination )

Locators

C Hash based Source Port

Header details

(IP(UDP(LISP(IP))))

0 1

2

3

0123456789012345678901234561789¢01
dotottotot—t—tott—t—t—t—t bttt ottt ottt ot bttt -ttt —+

/ |Version| IHL |Type of Service|

Total Length

/ ettt etetetotototetotot ot ottt ottt ettt ottt bbbttt =+

| | Identification |Flags |

Fragment Offset

| tototot—t—tot—t—t—t—t—t ottt ottt -ttt -ttt —t—Ft—F—+—+

OH | Time to Live | Protocol = 17 |
| g g
Source Routing Locat
s SRS
Destination Routing Loc
Fotottotodt—tott bttt ottt bt —+
Source Port = XXXX | D
g g

\ | UDP Length |
s MRS
IN|L|E|V|I|£flags| Nonce/Map-Ve
\ =ttt —tottotot—t—t bttt ottt —t—+—+
| Instance ID/Locator Sta
g g

/ |Version| IHL |Type of Service|
S

b wnHH
~

| | Identification |Flags |
I S S S ek At St N SRS R S
IH | Time to Live | Protocol |

| R S S S Sy S
| Source EID

L e S s Sy S YOS S S S
| Destination EID
+—

Header Checksum
—t—t—F—t—t—F—F—t—+-—
or
—t—t—t—t—t—F—F—t—+-—
ator
—t—t—t—t—t—F—t—+-—
est Port 4341
—t—t—F—t—t—F—F—t—+-—
UDP Checksum
—t—t—t—t—t—F—F—t—+-—
rsion
—t—t—t -ttt —t—+-
tus Bits
—t—t—F—t—t—F—F—t—+-—

Total Length
—t—t—t—t—t—F—F—t—+-—
Fragment Offset

4

4

4

+
+

+
+

4

+

+

+

+

|
+
|
+

|
+
|
+
|
+
|
+
|

—t—t—t ottt —t—t—t—t—+

Header Checksum

S S N U P S S S

Sy S S S S S S

Fototot—t—t—t ottt —t—t ottt ettt ottt -ttt -ttt —t—t—+—+

63

Fixed Destination port

Encap data integrity check)




Header details

(IP(UDP(LISP(IP))))

0 1 2 3
0123456789012345678901234561789¢01
dotottotot—t—tott—t—t—t—t bttt ottt ottt ot bttt -ttt —+

/ |Version| IHL |Type of Service| Total Length

/ Aottt —totototot ottt ottt ottt ettt et ettt — b m bt —b bt
| | Identification |Flags | Fragment Offset |
| e S e e St S T T M S S
OH | Time to Live | Protocol = 17 | Header Checksum

. . ‘\ | tototototototototototototototototototototototototot—t ottt —t—t—+
Source/Destination Source Routing Locator |
Locators o et O s>
Destination Routing Locator

ottt t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—
Source Port = XXXX Dest Port = 4341
C Hash based Source Port > UDP +—+—+—+—+-+-+-+-+-+-+-+-+-+-+-+-J|r-+—+-+—+-+-+—+-+-+-+-+—+-+-+ |
\ | UDP Length | UDP Checksum |
—t+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+
flags| Nonce/Map-Version
—+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+
Instance ID/Locator Status Bits |
—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+
ersion| IHL |Type of Service| Total Length

R S S
IN|L|E|V]I]
tt—t—t—t—+

-

S e U g S S Sty S S Sy

N: Nonce present bit | | Identification |Flags| Fragment Offset |
L L S Bi bi | Fetettetet—t ettt ettt —t—t—F ettt ettt bt —F ettt —F =+ -+
- Locator Status bits Present It IH | Time to Live | Protocol | Header Checksum |
E: Echo-Nonce request bit | Fetetetet et ettt ettt ettt ettt ettt ettt et ettt —t =ttt —+
. . . | | Source EID |
V. Map'ver5|on Present bit \  t—tt—t—ttettt ettt ettt bttt —F ettt bttt —F—t - —F+—+
I: Instance ID bit \ Destination EID |
4/ Fetot et ettt ettt ettt ettt et ot —F et ot —F bt —F ettt —F—+—+
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Fixed Destination port )

Encap data integrity check)




Header details

(IP(UDP(LISP(IP))))

0 1 2 3
0123456789012345678901234561789¢01
dotottotot—t—tott—t—t—t—t bttt ottt ottt ot bttt -ttt —+

/ |Version| IHL |Type of Service| Total Length

/ Aottt —totototot ottt ottt ottt ettt et ettt — b m bt —b bt
| | Identification |Flags | Fragment Offset |
| e S e e St S T T M S S
OH | Time to Live | Protocol = 17 | Header Checksum

. . ‘\ | +—t—t—t—t—t—t—t—F—F—t—t—t—F—F—F—F—t—t—t—t—F—F—F -ttt —F—F—F+—+—+
Source/Destination Source Routing Locator |
Locators totett—tot—totototott—tott ottt ottt ottt ot b=ttt =ttt -+
Destination Routing Locator

S SR S S T S A S S S S S S ST S NS S S
C Hash based Source Port j———==——Source Port = xxxx | Dest Port = 4341 [ Encap data integrity check)
1070 = S S S SO S SO S O SO S SO S S S S ST S
|

\ UDP Length | UDP Checksum

—t—tt—t—tot bttt ottt ottt -ttt -ttt —F—t—F—+—+

flags| Nonce/Map-Version Packet unique identifier

ottt —tot ottt ottt bttt ot bttt -+ -+ .
Instance ID/Locator Status Bits | or version

—t—tet—t—tot—tot—t—tot ottt ottt ottt -ttt -ttt -t -+

ersion| IHL |Type of Service| Total Length

Fixed Destination port )

R S S
IN|L|E|V]I]
tt—t—t—t—+

(’> s s N JNL S S ML S
. i Identification Flags Fragment Offset
:INonce present Dit

L L S Bi bi | e e R e s S S e s s T R

: Locator Status bits present DIt |1y | Time to Live | Protocol | Header Checksum |

E: Echo-Nonce request bit | Fotot—t—t oottt ottt —F—t ottt —F—F ottt —F—F -t —F—+—+
. : : | | Source EID |

\% MaP'Ver5|0n present bit L e I s S T S S

|: Instance ID bit \ | Destination EID |
4/ e e R e s S S e s s T R
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Header details

(IP(UDP(LISP(IP))))

0 1 2 3
0123456789012345678901234561789¢01
dotottotot—t—tott—t—t—t—t bttt ottt ottt ot bttt -ttt —+

/ |Version| IHL |Type of Service| Total Length

/ Aottt —totototot ottt ottt ottt ettt et ettt — b m bt —b bt
| | Identification |Flags | Fragment Offset |
| e S e e St S T T M S S
OH | Time to Live | Protocol = 17 | Header Checksum

S /Desti . ‘\ | S
ource/bDestination Source Routing Locator |

Locators +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+F-F-t+—-+-+-+—-+—-+-+
Destination Routing Locator

+—t—t—F—F—F ettt -t —F—F—F—F—F—F—F—F—F—F—F—F—F—F—F =t —F—F—+—+
ce Port = Dest Port = 4341
C HaSh based Source Port %— Sour or XXXX | o 3 |
UDP +—-+—-+—4—F—-F—F—-F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F -+ =+ -+ -+

\ UDP Length | UDP Checksum

Fixed Destination port )

Encap data integrity check)

+—t—t—t—+—+
IN|L|E|V|I|£flags|
tt—tt+—+-+

—+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+

Instance ID/Locator Status Bits
—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t— —+—+—+
ersion| IHL |Type of Service| Total Length

-

L:
E:
V:

S S U g S S T Sty S S S S

N: Nonce present bit | | Identification |Flags | Fragment Offset |
L S Bi bi I S S S e S e s s ot Tt R SR R R S S
ocator Status bits present DIt |y | Time to Live | Protocol | Header Checksum |
Echo-Nonce request bit R e e S s S Y S S

\ . | | Source EID |
Map'ver5|on present bit NN S s S i s St S S

|: Instance ID bit \ | Destination EID |
J s e s S I S L S SR

63
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Header details

(IP(UDP(LISP(IP))))

0 1 2 3
0123456789012 3456789012345678901
O S O S O S S S S S S S S
/ |Version| IHL |Type of Service| Total Length
/ Aottt —totototot ottt ottt ottt ettt et ettt — b m bt —b bt
| | Identification |Flags | Fragment Offset |
| e S e e St S T T M S S
OH | Time to Live | Protocol = 17 | Header Checksum
‘\ | O S S O S O U S S S o S

Source/Destination Source Routing Locator |
Locators o et O s>
Destination Routing Locator
totot—t—t—t—t—t—tot—t—t—t—tot—t—tot—t—t ottt ottt —+—+
Source Port = XXXX | Dest Port = 4341
C Hash based Source Port > UDP +—+—+—+—F—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t -ttt —t—+—+—+—+—+
\

UDP Length | UDP Checksum

Fixed Destination port )

Encap data integrity check)

—t—tet—totottot—t ottt ottt ottt ottt ettt —t—t—+ ~N
Nonce/Map-version 1/ Packet unique identifier

+—t—t—t—+—+
IN|L|E|V|I|£flags|
tt—tt+—+-+

—+—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—+—+

Instance ID/Locator Status Bits
—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t— —+—+—+
ersion| IHL |Type of Service| Total Length

-

S S U g S S T Sty S S S S

N: Nonce present bit | | Identification |Flags| Fragment Offset |

L:

. . | totet—tot—t—t—t—t—t—t—t—t—t—t—t—t -ttt —t—t—t—t—t—t—t—t—t—t—t—t—+
Locator Status Bits present bit |;; |

Time to Live | Protocol | Header Checksum
E: Echo-Nonce request bit R e e S s S Y S S
. : : | | Source EID |
\% MaP'Ve"S'On present bit L e S WS YOS S S U S S e S S
|: Instance ID bit \ | Destination EID |
4/ ettt —totot—t ettt ottt -t ottt —F -ttt —t =t =+
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or version Y,

\
Source locator reachability
or Instance ID or both

J

Source/Destination
Identifiers




Src/Dst Locators

® Source locator: IP address of the ITR that
performed the encapsulation

® Destination locator: IP address of one ETR
responsible for the destination EID’s prefix

® | ocators can be in IPv4 or IPvé6
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Src/Dst EID

® Source EID: IP address of the source end-host

® Destination EID: IP address of destination end-
hosts

® E|Ds can be in IPv4 or IPv6
® or even L2 with LCAF (WiP)
® AFI(RLOC) can be different AFI(EID)

® LISP can be an IPv4/IPv6 transition mechanism
(but does not support xAFI)
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Interworking of LISP
and non LISP networks

® |Introduce transition devices
® Consider the legacy Internet as a big LISP site

® Proxy-ITR, encapsulates packets, whatever their
source address

® Advertises coarse-aggregated EID prefixes to BGP

® Proxy ETR, decapsulates packets, whatever their
destination EID

e LISP-NAT, rewriting instead of encapsulation

® |TR replaces source EID by one of its RLOCs
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