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Damien Leroy (2005-2006) Assessment software development for distributed firewalls 8/27



Introduction
Résolution

Conclusions

Structure générale
Réalisations
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Réalisations
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3 grandes parties du mémoire

1 Langage pour firewalls

2 Parsing vers ce langage

3 Analyse de configuration de firewalls
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Problèmes rencontrés

Langages
Spécifications

Suffisamment riche

Facilement extensible

Damien Leroy (2005-2006) Assessment software development for distributed firewalls 12/27



Introduction
Résolution

Conclusions

Structure générale
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Langages
Exemple

< ?xml version="1.0" encoding="UTF-8" ?>

<firewall srclang="Iptables (iptables-save)">

<filtertable>

<frule target="DROP">

<protocol inverted="false">tcp</protocol>

<interfacein inverted="true">eth0</interfacein>

<ipv4>

<src inverted="false">

<ip>1.2.3.4</ip>

</src>

<dst inverted="false"> ... </dst>

</ipv4>

</frule>

<frule target="ACCEPT"> ... </frule>

[...]

</filtertable>

<interface>...</interface>

</firewall>
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Problèmes rencontrés

Parser
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fwd : prot=TCP & dst_port=0-1024 & src_ip=1.0.1.0/24 => chain1
chain1 : src_port=30 & prot=ESP => chain2
chain1 : dst_port=80 => chain2
chain1 : => DROP
chain2 : dst_ip=1.2.3.4 & src_ip=1.0.0.0/8 => ACCEPT
chain2 : dst_ip=4.0.0.0/0 & !fragment => ACCEPT
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Damien Leroy (2005-2006) Assessment software development for distributed firewalls 15/27



Introduction
Résolution

Conclusions

Structure générale
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Réalisations
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Suppression des châınes de Netfilter/iptables

Construction du policy tree

Place en mémoire du policy tree
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