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Sébastien Barré, Olivier Bonaventure Implementing SHIM6 using the Linux XFRM framework



Introduction
The life of an Internet communication...

Recent achievements and conclusion

Introduction to Shim6
Shim6 : a new layer
The REAP exploration protocol

Host-centric multihoming (the context)

Internet

’A’

src : ISP2.A
dest : ISPX.B

’B’, ISPX.B

Source

Destination

ISP1.A
ISP2.A

ISP1 ISP2

DATA

��
��
��
��
�
�
�
�

��
��
��
��
�
�
�
�
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Locators vs Identifiers (ULIDs)

ULID : Used as the identifier throughout a transport
connection.

locator : IPv6 address used for routing (locating the peer).

Shim6 performs a mapping between ULIDs and locators, by
use of context tags.
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Outbound policy

Associate a flow with a bundle of transformations.

Here, policy says :

if source is [ISP1.A] and dest is [B] then

Modify output path to go through Shim6 Security Association

The bundle could be AH → ESP → Shim6 (future work).
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Sébastien Barré, Olivier Bonaventure Implementing SHIM6 using the Linux XFRM framework



Introduction
The life of an Internet communication...

Recent achievements and conclusion

When the TCP SYN is sent...
XFRM comes into play
Detecting failures : REAP
Garbage collection

Failure detection
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Sébastien Barré, Olivier Bonaventure Implementing SHIM6 using the Linux XFRM framework



Introduction
The life of an Internet communication...

Recent achievements and conclusion

When the TCP SYN is sent...
XFRM comes into play
Detecting failures : REAP
Garbage collection

Garbage collecting a Shim6 context
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CGA daemon auto-generates CGA based on RAs
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Conclusion

The XFRM framework has several advantages :

Less Shim6 specific code
Easier interoperation with IPsec

kernel parts : Only those critical for efficiency.

CGA support.

Future/ongoing work :

Provide a public environment for Shim6
experiments/measurements.
Stabilize the implementation (need for feedback !), make it
user friendlier.
HBA support.
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Sébastien Barré, Olivier Bonaventure Implementing SHIM6 using the Linux XFRM framework



Introduction
The life of an Internet communication...

Recent achievements and conclusion

CGA support
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Shim6 XFRM transformers vs Netfilter
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